SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — S3#49
S3-070764
8 - 12 October 2007

Munich, Germany

Source:
ZTE
Title:
How to update NAS keys(idle-to-active transition)
Document for:
Discussion

Agenda Item:
6.14
Work Item / Release:
REL8
Introduction

In recent discussion, eNB keys(K_eNB, K_rrc_int, K_rrc_enc, Kup) will be updated in every new session, K_asme will be updated by a KSI_asme, but how to update NAS keys haven’t been determined. In this contribution, we give three optional methods to update NAS keys at idle-to-active transition.
Three methods to update NAS keys(idle-to-active transition) 

Alternative 1: UE calculate KSI_nas and transfer it to MME in attach request, MME update K_nas_int and K_nas_enc according to KSI_nas;
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In this way, there are only two KSIs, one is KSI_asme for updating K_asme, the other one is KSI_nas for updating K_nas.

Alternative 2: After received attach request, MME determine whether or not to update NAS keys by NAS counters, if MME update the NAS keys, MME inform UE by a new key identity;
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Alternative 3: NAS keys will be updated in every new session such as eNB keys .
.

Proposal
In this contribution, we provided three methods to update NAS keys , we kindly propose use them as the candidate methods and add them to 33.821.
3GPP

SA WG3 TD


_1252680434.ppt






UE

eNB

MME

7. RRC: Radio Bearer Setup,

including AS SMC (selected 

RRC/UP algos, MAC-RRC)

8. RRC: Radio Bearer Setup Ack.

AS SMC Complete, MAC-RRC

Idle to active

6. S1-AP initial context 

setup reques: includes

selected RRC/UP algos, KeNB, 

allowed RRC/UP algos)

9. S1-AP: initial context 

setup complete

Start RRC /

UP encryption

5. AKA

2: Forwarded NAS service 

request, add eNB 

security capabilities

a)Determin to use current NAS keys 

or new NAS keys by KSI_nas

b)Select RRC and UP algorithms

a) Start RRC integrity

b) Ready to receive 

encrypted RRC and 

UP traffic

a)Determin to use current NAS keys 

or new NAS keys by KSInas 

b)Verify MAC-RRC

c) Start RRC integrity and ciphering and UP 

ciphering

1. RRC connection request (including NAS service request (TMSI, KSI_asme,KSI_nas))








_1252680433.ppt






UE

eNB

MME

7. RRC: Radio Bearer Setup,

including AS SMC (selected 

RRC/UP algos, MAC-RRC)

8. RRC: Radio Bearer Setup Ack.

AS SMC Complete, MAC-RRC

Idle to active

6. S1-AP initial context 

setup reques: includes

selected RRC/UP algos, KeNB, 

allowed RRC/UP algos, K_nas_id )

9. S1-AP: initial context 

setup complete

Start RRC /

UP encryption

5. AKA

2: Forwarded NAS service 

request, add eNB 

security capabilities

a)Determin to use current NAS keys 

or new NAS keys by Count_nas

b)Select RRC and UP algorithms

a) Start RRC integrity

b) Ready to receive encrypted RRC and 

UP traffic

a)Determin to use current NAS keys 

or new NAS keys by KSInas by K_nas_id

b)Verify MAC-RRC

c) Start RRC integrity and ciphering and UP 

ciphering

1. RRC connection request (including NAS service request (TMSI, KSI_asme))








