SA WG3 Temporary Document

Page 4
-


3GPP TSG SA WG3 Security — SA3#49
S3-070762
Munich, Germany, 8 – 12 October, 2007


 

Source:
Ericsson 
Title:
Ericsson Comments on Uniform key refreshment procedure in attach procedure, service request procedure, idle mode mobility and handover

Agenda item:
SAE/LTE security
Document for:
Discussion and decision
1 Introduction

At SA3#48, the proposals in S3-070530 (NSN/Nokia), S3-070552 (Ericsson), and S3-070573 (Qualcomm) for key refresh at idle-to-active transitions were compared in S3-070661. It was agreed that a final decision should be made at SA3#49, based on updates of these contributions. An update of S3-070573 has already been provided on the SA3 reflector and taken into account in this contribution. 
At SA3#48 it was decided that the key refresh problem should be addressed coherently for the attach procedure, service request, idle mode mobility and handover procedures. This contribution shows that the nonce-based approach can be used in the same way to refresh NAS keys during attach, service request (if required), idle mode mobility and inter-MME handover, and RRC and UP keys during service request. A textual description of the information flow for idle-to-active transitions is provided in the Annex to this contribution for the convenience of the reader. The text has been adapted from S3-070530.

In principle it would be desirable to apply the same key refresh mechanism also to refresh RRC and UP keys during handover. However, MME is not involved in the handover procedure and therefore KASME cannot be used to derive fresh keys in this case (see TR 33.821, Section 7.5.12.2, for the currently agreed key handling on intra-MME handover). On the other hand using KASME to derive fresh RRC and UP keys during idle to active transitions seems to be the best way forward. Therefore a different key derivation for RCC and UP keys during handover procedures is unavoidable (this has been already agreed by SA3). 
In section 6 of this contribution, a comparison of the three different approaches for key refreshment is provided. All three proposals seem technically viable, and the differences are subtle. Nevertheless, we think we provide a few new observations, which may help to take a decision.  
Another difficulty when trying to come to a decision regarding key refresh procedures is the fact that the definition of the service request procedure does not seem to be stable yet, cf. LS S2-073899 from SA2 and the current discussion on the RAN2 mailing list.

2 The attach procedure

In TR 23.401 v.111 Section 5.3.2 the attach procedure for LTE is now defined in more detail. The attach procedure including the NAS security mode command signalling is illustrated in the following Figure 1. Note that the state transition is from detached to idle (and no longer as assumed by SA3 before from detached to active). Also note that AKA is not mandatory such that already established NAS security context may be reused. SA2 has identified the need to pre-store security context for example in the case of re-attachment to LTE access after a handover to a non-3GPP network.
In the attach procedure UE indicates with the help of KSI whether it has pre-stored security context (i.e. at least a KASME from a previous AKA run). If KSI indicates no pre-stored security context MME starts AKA. Otherwise AKA is optional.
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Figure 1: NAS key refresh during attach procedure
If pre-stored security context is reused the new MME to which UE attaches may not support the same NAS security algorithms as the old MME. As a consequence the same NAS keys cannot be reused. Using the NAS algorithm identifiers as input to derive new NAS keys from KASME is not sufficient to solve this problem as UE may later move to an MME that uses the old algorithms again, causing the NAS keys to be the same as before. There are two alternatives to solve this problem. One is to use continuous NAS counters and store them in UE and MME while UE is in detached mode. Another one is to refresh the NAS keys during each attachment procedure. 

This problem is independent of the choice of K_eNB fresh mechanism, and needs to be solved anyhow. One question is what happens if the UE has entered a new MME pool area, and protects the attach request using the old NAS security context. One solution would be to forward the Attach request to the old MME for verification/decryption, similarly to what is proposed for the TAU procedure.

We suggest using the latter approach as it reduces the amount of data needed to be stored and transferred between network entities.
The counters will typically be a few bytes long, and can be stored in the ME, so this does not seem to be a severe problem. Further, deriving new NAS keys at each attach would be avoided (admittedly not a heavy operation, but it still needs to be done). 
The nonce-based approach can be used in this context: UE includes its nonce in the attach request, MME includes the UE nonce and its own nonce in the attach accept message. Alternatively the MAC on the attach request can be used as nonce from the UE side in order to harmonize with the service request procedure. 
This requires two different forms of packet formats and processing behaviour depending on if a NAS security context exists or not; the sync-parameter is handled differently in each case, which seems unnecessarily complex.
3 The service request procedure (idle-to-active transition)
The service request procedure is described in 23.401, Section 5.3.4 and 36.300, Section 19.2.2.3 (details on radio bearer setup). By a service request procedure UE transits from idle to active. Before a service request can be made an attach procedure has to be completed. 

During a service request fresh RRC and UP keys are to be setup between UE and eNB. As described in S3-070530 and illustrated in Figure 2 the nonce based approach can be used here by using the NAS-MAC of the service request as nonce from the UE side and insert the UE nonce as well as a nonce from the MME side in the S1-AP initial context setup and the AS SMC respectively. For a textual description of the information flow in Figure 2 cf. the Annex to this contribution.
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Figure 2: RRC, UP (and NAS) key refresh during service request
4 Idle mode mobility

The tracking area update procedure is described in TS 23.401, Section 5.3.3. It is illustrated in the following figure: 
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Figure 3: NAS key refresh during idle mode mobility
As in the attach procedure, the NAS keys will have to change if the new MME does not support the same algorithms as the old MME. Again either continuous NAS counters that are transferred between the MMEs can be used. Alternatively, the NAS keys can be refreshed on every tracking area update. 
Again, we suggest using the latter approach as it reduces the amount of data needed to be stored and transferred between network entities. 

Again, we don't believe that the storage/transfer of a few extra bytes compared to what needs to be stored/transferred anyway is an issue.
In this case, UE can add its Nonce to the TAU request and the new MME can add the UE nonce and its own Nonce to the TAU accept. Alternatively, the MAC on the TAU request message can be used as nonce from the UE side. Note that the TAU request is protected with the old NAS keys such that the verification of its integrity protection has to be done by the old MME.

5 Inter-MME handover 

The inter-MME handover procedure is described in TS 23.401, Section 5.5.1. It is important to note that during the actual handover procedure no NAS messages are sent or received by the UE. 
Does this also hold during the TAU procedure that follows? If not, how are NAS messages of other NAS procedures handled at this point?
An inter-MME handover is always followed by a tracking area update. Therefore the mechanism described in the previous section can be used to refresh the NAS keys immediately after inter-MME handover.
Note that not resetting the NAS counters at MME handovers counters the exact same threat, namely that the K_eNB is generated from the same input twice. This NAS key refresh procedure would not be required if the NAS sequence numbers were left running.
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Figure 4: NAS key refresh procedure during inter MME handover
6 Comparison

6.1 Overall comparison
It appears that all three proposals are technically viable, and that the differences are subtle. Nevertheless, the following observations may help to come to a decision.
6.2 Usefulness of layer violation argument questionable
This has been marked as ffs for NSN/Nokia’s and Qualcomm’s proposals in the comparison table in S3-070661. The reason was that either a NAS MAC or a NAS counter had to be made available to the key derivation function. But, as Qualcomm’s updated contribution S3-070xxx correctly states, a seemingly more serious type of “layer violation” common to all three proposals is unavoidable at the UE side: When the UE receives the AS SMC message the RRC layer at the UE has to extract information from the body of the RRC message, pass it up to the key refresh function, receive the new RRC key and then compute the RRC MAC and compare it against the received RRC MAC. It is therefore questionable whether the layer violation argument is useful for the comparison of the three proposals. 
We agree to this.
6.3 Additional nonce generation function in MME may not be required
The need for an additional nonce generation function was mentioned as a disadvantage of NSN/Nokia’s and Ericsson’s proposals in the comparison table in S3-070661. Note that, in NSN/Nokia’s proposal, the use of the NAS MAC on the service request message in the uplink as an input to AS key derivation is sufficient to ensure freshness of the keys to both the UE and the MME, as the message contains a sequence number whose freshness can be verified by both ends. Nevertheless, S3-070530 also proposes that a nonce is generated in the MME and sent to the UE as further input to AS key derivation. This is meant to ensure that the AS keys are fresh even in the case of collisions of the NAS MAC on the service request message. However, the NAS MAC is 32 bits long so that collisions are expected to happen roughly once in 2^16 = 65.000 messages. If we accept the guess that the number of NAS messages sent during the lifetime of a KASME is likely to be well below this figure (KASME is refreshed with every AKA) This seems as a fair assumption, since there is probably no huge amounts of NAS traffic (compared to UP/RRC) then collisions of the NAS MAC may be considered so rare that the extra complexity of the MME generating and sending a nonce may not be justified, and the nonce generating function in the MME could be left out. 
This solution would be very similar to the uplink NAS sequence number approach described in Ericsson's S3-070673. A difference is that the uplink NAS sequence number approach does not suffer from the possibility of collisions in the sync-input to the K_eNB derivation, since the NAS sequence number is assumed to never repeat.
We did not investigate the need for an additional nonce generation function in the MME for Ericsson’s proposal.
6.4 Observations on Qualcomm’s proposal 

Handling of NAS counter in NAS key changes: it has not been decided yet whether NAS keys can change while KASME stays the same. AS keys will not be fresh when NAS counter wraps around. Therefore it would be required not to reset the NAS counter even when NAS key is refreshed. The other two proposals for idle-to-active transition do not have this requirement on the NAS counter for the following reasons:

· NSN/Nokia’s proposal uses the uplink NAS MAC as input to the derivation of AS keys, which is fresh as the pair (K_NAS_int, uplink NAS counter) is fresh. This is why in NSN/Nokia’s proposal not simply the uplink NAS counter is used. 

· Ericsson’s proposal uses a counter which is associated with KASME, not KNASint.

However note that a similar requirement for NAS counters exists for Ericsson’s proposal for idle-to-idle-transition. 

As noted above, it may be good enough to only refresh the NAS keys (and reset the NAS sequence numbers) when there is a new K_ASME, i.e., at AKA runs.
Exceptional NAS treatment for key refresh messages: message 2 is an S1 message and message 3 is an RRC message, cf. also LS R3-071749 from RAN3 on the separation of SMC procedures for AS and NAS. But MME has to compute NAS MAC and increase NAS counter although the MME does not send a NAS message end-to-end from MME to UE. Furthermore, the NAS MAC is computed only over NAS counter and possibly other static input parameters. So, this seems to suggest that some exceptional treatment for key refresh messages would be required at NAS level.
This is true, but it should be noted that "exceptional NAS treatment" is also required for the nonce-based approach at Attach, in relation to whether there is a NAS security context or not.
6.5 Remaining issues from S3-070661
Re-synchronization problem: this was left open in Ericsson’s S3-070552. It was suggested that the UE should trigger an AKA run when detecting a synch problem. We do not try to assess this here and rather wait how this issue is addressed in the update of S3-070552.
MME and UE need to keep additional state during IDLE mode: this is a consequence of the main idea of Ericsson’s proposal and distinguishes it from the other two proposals.

7 Conclusion

A very interesting point is raised in Section 6.3. Namely, the purpose of the downlink MME nonce is to protect against collisions in the uplink UE nonce. It is further argued in this section that the collision probabilities for the UE nonce is not too high, so that the downlink MME nonce may not be needed, under the assumption that fewer than 2^16 NAS messages are sent using the same NAS keys.

We argue that by using the uplink NAS sequence number directly as the sync-parameter to the K_eNB derivation (instead of using it indirectly via the NAS MAC as proposed above), the collisions can be guaranteed not to happen under the weaker assumption that NAS sequence numbers are only reset at AKA.
This contribution shows that the nonce-based approach can be used in the same way to refresh NAS keys during attach, service request (if required), idle mode mobility and inter-MME handover, and RRC and UP keys during service request. 

All three proposals for key refresh in service request (idle-to-active) seem technically viable, and the differences are subtle. Nevertheless, it appears that the nonce-based approach has a slight advantage.
Annex 

Description of the information flow in Figure 2 for idle-to-active transitions (adapted from S3-070530)
1. UE computes NonceUE  =  MAC(old KNASint, CountNASint, NAS service request) as the MAC on the NAS service request computed with the old NAS integrity key and the current state of the counter for NAS integrity protection. This MAC may have any length required for the general protection of NAS messages. We assume that the minimum length is 32 bits as in UTRAN. 
UE sends an RRC connection request message, including the NAS service request message to the eNB. 
2. The eNB forwards the NAS service request message to the MME. This message may be protected by the complete MAC, or by a truncation of the MAC computed above. The length of this truncation depends on the number of bits available for this purpose in the NAS service request. We assume a minimum length of 16 bits. 
3. MME optionally requests the UE’s identification from the old MME.

4. Old MME returns the UE’s identification if requested.

5. MME optionally requests a new run of AKA to refresh KASME.  If this is the case, the rest of the procedure is handled as on a detached-to-active transition (see below). 
6. a) MME computes NonceUE  =  MAC(old KNASint, CountNASint, NAS service request), b) MME selects NonceSN (may not be required, cf. remark in section 6) and derives KeNB  and optionally  new KNASenc, and new KNASint  from NonceUE , NonceSN and the KASME generated during the last AKA run by  
· KeNB = KDF (KASME  || NonceUE || NonceSN || “eNB key” || [other])
· new KNASenc = KDF (KASME || NonceUE || NonceSN || “NAS encryption” || [other])
· new KNASint = KDF (KASME || NonceUE || NonceSN || “NAS integrity” || [other])
MME includes NonceSN, NonceUE, and KeNBin the eRANAP message sent to eNB. Optionally, MME also sends a NAS SMC protected with the new NAS integrity key to eNB. If the NAS SMC is sent, the MAC on the NAS SMC always has the full length in contrast to the MAC included in the service request message which may be truncated (depending on RAN2 feedback).

7. eNB derives the RRC and UP keys from the received fresh KeNB  by 

a. KUPenc = KDF (KeNB  || “UP encryption” || [other]) 
b. KRRCenc = KDF (KeNB  || “RRC encryption” || [other])
c. KRRCint = KDF (KeNB  || “RRC integrity” || [other])
eNB includes NonceUE , NonceSN  in the RRC-SMC and includes it in the RRC setup message. This message is protected with the new RRC integrity key (RRC-MAC). If it received a NAS-SMC from the MME, eNB additionally includes this NAS-SMC in the RRC setup message.

8. UE derives new KeNB from KASME, NonceUE , and NonceSN as in (1) and derives  KRRCenc, KRRCint, KUPenc  from the fresh  KeNB according to (2), (3), and (4) above. If UE has also received a NAS-SMC, it additionally derives fresh NAS keys  KNASenc, KNASint according to (2), and (3) above. 
UE sends the RRC setup acknowledgement message to eNB, encrypted and integrity protected with the new RRC keys. This message includes the AS security mode complete message. In case UE received a NAS SMC, this message also includes the NAS security mode complete message. 
9. … rest of SMC procedure …
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