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1
Introduction

This contribution provides an overview of 3GPP specifications that include support for or profile IPsec, TLS and certificate handling. This also includes the UE to CN-node interface, although this is not per definition belonging to NDS. In section 3 proposals are discussed how to better align & document IPsec/IKE, TLS and certificate handling than currently is being performed.

2
NDS within 3GPP Rel-7 documentation

This section lists the specifications that include profiling or requirements related to IPsec/IKE, TLS, certificate handling from a network or UE point of view.

· TS 33.210: Stage-2 specification for IP related security in the 3GPP and fixed broadband core networks (NDS/IP)

· IPSec/IKE

· Restricted to IPsec/IKEv1 and shared secrets usage.

· Including IKE/IPsec profiling.

· Applicable only for the protection of the control plane.

· TS 33.310: Usage of certificates between operators applicable for IKE and TLS (NDS/AF)

· Including IKE and TLS certificate profiling.

· Including certificate cross-certificate for TLS and IKE between operators.

· Including certificate revocation handling infrastructure.

· Not covering IPsec Ua intra-operator usage (but extensible for)

· Including TLS cipher suite profiling in an ANNEX

· This does not fit strictly under the definition of NDS/AF but there was no better place found.

· TS 33.203: IP multimedia Subsystem Security

· Usage of IPsec between UE and P-CSCF for SIP signalling protection including IPsec profiling.

· Usage of TLS between UE and P-CSCF (Cablelabs) SA3#48- CR S3-070635 Rel-8

· Not applicable for non-CableLabs Usage

· Editor's Note Annex 0.2.1 : "TLS CipherSuites and X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs.", but includes proposal except certificate profile which is included in 0.5.1.

· Certificate validation and revocation in Annex 0.5 

· SIP signalling protected by TLS specified in RFC 3261 [6] may be used for protecting the SIP interoperation between an IMS CSCF with a proxy/CSCF located in a foreign network.
· Refers to NDS/AF (TS 33.210) if TLS is used between operators or within operator's network in stead of or on top of NDS/IP (section 5.1.4).

· Reference existing in Rel-7, but only Rel-8 NDS/AF contains TLS cipher suite profile, so implicitly leaving the door open what to implement.

· TS 33.234: 3GPP WLAN interworking 

· For WLAN 3GPP IP access the PDG authentication is performed by IKEv2 server certificate.

· Texts on PDG identity authorization in section 6.1.2.

· Section 6.5 profile of IKEv2; Section 6.6 profile of IPsec ESP

· Section 6.6A profile of PDG certificates and certificate processing requirements; certificate revocation checks by UE via OCSP.

· TS 43.318 : Generic access to the A/Gb interface
· Annex A.2 contains an IKEv2 profile based on TS 33.234 but not identical

· Annex A.3 contains an IPsec ESP profile based on TS 33.234 but not identical

· Study on extensions ongoing eGAN (Iu-interface based: TR 43.902) 

· TS 51010-1 : Mobile Station (MS) conformance specification; Part 1: Conformance specification 

· A certificate for GAN-testing has been added (GP-070392) which can only be used in relation to a test-SIM.

· TS 33.220: Generic Bootstrapping Architecture

· In 2G GBA TLS shall be used on the Ub-reference point (cfr. Annex I.6)

· TLS CipherSuite and TLS certificate and CRL profile (WAP based) – TS 33.222 was taken as example.

· Out of scope: 

· The management of Root Certificates is out of scope of this Technical Specification.

· Zn reference point protected by IPsec/IKE if DIAMETER based else TLS is used. Zn' reference point is protected by TLS

· Annex E profiles the TLS usage on Zn/Zn'

· TLS CipherSuites; and TLS Certificate subjectAltName guideline for Zn-proxy usage.

· Annex F handles the TLS certificate handling in the absence of NDS/AF i.e. enrolment and revocation

· Proposal: Section to be moved to TS 33.310

.

· TS 33.221: Subscriber certificates enrolment

· Subscriber certificate profile shall be based on WAP Certificate and CRL Profile [7], which in turn is based on profiles defined in IETF RFC 3280 [6] and ITU‑T X.509 [10]. A certificate profile defines the format and semantics of certificates in a specific context. WAP Certificate and CRL profiles specification defines four certificate profiles: two user certificate profiles – one for authentication and the other for non-repudiation purposes, server certificate profile for authentication, and authorization certificate profile (i.e., CA certificate). Since subscriber certificates are issued to users, and since services need CA certificate to validate subscriber certificates, the relevant WAP certificate profiles to be used with subscriber certificate profiles are the user certificate profiles, and CA certificate profile."

· TS 33.222: Https based access to application servers

· Allowed and disallowed TLS Ciphersuites 

· 3 cases with different content: PSK-TLS, Server side only TLS, and mutual TLS authentication (a)

· Based on WAP Certificate (expect (a)) and CRL Profile

· TS 33.110: Key establishment between a UICC and a terminal

· Includes certificate profile for TLS based mutual authentication (S3-070659)

· Not based on WAP certificate profile

· Ciphersuites based on TS 33.222/TS 33.110 with additional restriction (shall not use non ciphering and non-integrity protected)

· Explicit NOTE: management of root certificates to be outside of the specification.

· Includes certificate profile for PSK-TLS based authentication (S3-070660)

· Ciphersuites based on TS 33.222 additional restriction (shall not use non ciphering and non-integrity)

· TS 33.259:  Key establishment between a UICC hosting device and a remote device

· Refers to TS 33.110 for a certificate profile (SP-070598/S3-070656; SA3#49)

3
Summary and proposal

· There is a mixed usage of WAP and non-WAP profiles for TLS in 3GPP specs

· Evolution from WAP profiles of OMA TLS profile is proposed.

· TLS cipher suites are found in many 3GPP SA3 specs but are largely aligned. Deviations are due to specific requirements e.g. disallowing non-encryption. 

· One TLS profile and certificate specification such as OMA could be useful from UE point of view. Should we align with OMA TLS profiles from Rel-8 on ?

· From Rel-8 NDS/AF specification contains Annex on TLS applicable ciphersuites

· Manual TLS certificate handling for Zn' is described in TS 33.220, TS 33.310 contains the automatic handling.

· TS 33.220 text could be shifted to an annex of TS 33.310 to be useful for all interfaces using TLS.
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