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1
Introduction

This contribution describes some general NDS evolutions issues triggered by the EPS Rel-8 work. It is proposed to add this analysis and identified requirements to TR 33.821. 

2
Network Domain Security Evolution

TS 33.210 provides an overview on how IPsec/IKE shall be used for protection of signalling protocols between two core nodes. Signalling traffic going outside or entering a security domain needs to pass a Security Gateway (SEG). Starting from Rel-4, IPsec tunnel mode was selected as the only IPsec mode. At SA3#48, a CR was approved allowing the use of IPsec in transport mode within a security domain, but at the same time not mandating the implementation. 

As the amount of free IPv4 addresses is getting shorter and shorter, and may exhaust within a few years, the deployment of IPv6 capable nodes will increase which alleviates the need to use NATs (and smaller security domains). When transport mode can be used within a security domain, then it has an advantage over tunnel mode due to the smaller IPsec header overhead
. This overhead consideration is in particular interesting where IPsec needs to be used to protect user data of smaller packet size and without cross-border firewalling/inspection requirements. 

Proposal-1: Mandate the support of IPsec Transport mode on particular interfaces that need to handle lots of data i.e. S1_U and X2-interface for LTE. 

This could be performed by adding a separate chapter or an Annex to TS 33.210 (see Section 3)

With regard to the key management protocol IKEv1, only pre-shared keys support is needed in 3GPP Rel-7. Certificate based IKE authentication is included in TS 33.310 but only between Security Gateways and thus not for use on intra-security domain interfaces. The introduction of TS 33.310 contains following introduction text related to this:

"In the case of NDS/IP this Specification concentrates on authentication of Security Gateways (SEG), and the corresponding Za-interfaces. Authentication of elements in the intra-operator domain is considered an internal issue for operators. This is quite much in line with [1] which states that only Za is mandatory, and that the security domain operator can decide if the Zb-interface is deployed or not, as the Zb-interface is optional for implementation. However, NDS/AF can easily be adapted to intra-operator use since it is just a simplification of the inter-operator case when all NDS/IP NEs and the PKI infrastructure belong to the same operator. Validity of certificates may be restricted to the operator's domain."

In the light of more dynamically changing networks configurations as we expect for the interconnection of E-UTRAN with the EPC, the use of IKE certificates with automatic enrolment seems advantages also for intra-domain usage. 

Proposal-2: Mandate the support of IKE certificates with automatic enrolment on these E-UTRAN and EPC nodes that need to handle lots of interconnections i.e. S1 and X2 interfaces for E-UTRAN.

The requirement could be added to TS 33.abc or to RAN Specification while TS 33.210 does not refer to certificate support and TS 33.310 does not list specific interfaces.

Proposal-3: Extend TS 33.310 such that it explicitly covers the use of certificates within a security domain.

Another evolution is the use of IP multicast on particular reference points for user or signalling traffic. In particular the use of IP multicast on user data saves processing power in the source node. As described in the LS S3-070618 on "security for the eMBMS architecture" to RAN3, a particular usage may require the support of a recent IPsec RFC i.e. RFC4303 than currently required by TS 33.210.

Proposal-4: Extend TS 33.210 to include protection of multicast traffic for particular interfaces/usages.

Add a specific chapter(s) on the support of security solutions for protecting Multicast data.

Add an Annex if specific interfaces shall follow these requirements.

An evolved specification may also want to take into account the use of IKEv2. Note that the use of IKEv2 was analysed within contribution S3-060400
 (Effect of new IPsec on NDS/IP), and it was decided that there was no immediate need to take IKEv2 into use between within 3GPP.

Proposal-5: IKEv2 support and profiling is not yet to be performed in Rel-8.

3
TS 33.abc NDS impacts ?

TS 33.abc has following Text in section 11 related to Network Domain Security.

"Editor’s Note: cf. TR 33.821, sections 8
Editor’s Note: it is expected that the Network Domain security mechanisms are specified in 3G TS 33.210. It is specified in this section how 3G TS 33.210 is applied to SAE and LTE. It is ffs whether this section is needed or whether the application of Network Domain security in SAE/LTE-specific is entirely specified in 3G TS 33.210. 
Editor’s Note: it is ffs whether security mechanisms beyond those specified in 3G TS 33.210 are needed to secure the GTP-based or IETF-based S5/S8 reference point, cf. 3G TS 23.401, section 4.6.1. "

It is proposed that TS 33.210 shall be extended in order to include all the requirements for SAE/LTE. In this way we keep a clear separation between the descriptions of access authentication and access protection mechanisms and Network Domain Security. Within TS 33.210 we should also aim at new chapters and Annexes in order to avoid implications on UMTS and TISPAN nodes. Alternatively even a new separate specification could be envisaged, but this probably causes too much administrative overhead.

4
Conclusion and proposal

It is proposed to add this analysis and requirements to TR 33.821. It is also proposed to make a decision on where to document NDS related impacts for SAE/LTE.

� Transport bandwidth will be a scarce resource for quite some time, as long as there will be eNBs which are not connected by fiber.


� From the SA3-meeting report "TD S3-060400: Effect of new IPsec on NDS/IP; introduced by Nokia on behalf of Nokia and Telenor. Network Domain Security for IP based protocols (NDS/IP) defines the security architecture for the UMTS network domain IP based control plane [TS33210]. It covers the control signaling on selected interfaces between UMTS network elements. It uses IETF's IP security (IPsec) protocol family to provide needed security services. IETF IPsec working group has updated the most important IPsec RFC documents after the 3GPP has specified the NDS/IP. This document studied changes between IPsec version 2 and new IPsec RFC documents and possible effects on NDS/IP if new IPsec RFCs are taken into use in NDS/IP. The overall conclusion that the newo protocols from IETF are not needed at this time by 3GPP. So a new version of NDS/IP is not required." 
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