SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — S3#49
S3-070758

8 - 12 October 2007

Munich, Germany

Source:
Nokia, Nokia Siemens Networks

Title:
GBA push Ks model comparison 

Document for:
Discussion and approval 

Agenda Item:
6.7.5 (GBA push)

Work Item / Release:
Rel-8

1
Introduction

At SA3#48, Ericsson presented a comparison between the single active, the disposable and the multiple Ks model (S3-070537). This contribution further extends this work. In section 2 we first present those issues that we believe are common to all models, and thus are not to be taken into account for the decision how to design GBA push for Rel-8 ME's and Rel-8 UICCs. A proposed handling of GBA push for pre Rel-8 UICC is part of the contribution S3-070759 and thus left aside here. In section 3 we give an overview and explain the technical issues which are compared in detail in section 5.

2
Common issues 

All models seems to have similar impact on the reference points between the UE, pNAF and BSF. In S3-070537 issues 1 to 4 (related to Ua-applications) were mentioned to be equally affecting the three models. Issue-5 is new and applies only if the UE is only known through a pseudonym, which may be required towards certain NAFs. The requirement for this has not been discussed intensively in SA3, but we think that it would not affect the decision on the Ks model. For completeness we also mention potential ME-UICC impacts in issue 6. 
	
	Single Active Ks
	Multiple Active Ks
	Disposable Ks

	(1) Support for generic secure push layer for UICC on-board applications
	Update of UICC needed

	(2) Push message security for UICC applications
	Update of UICC needed

	(3) Support for generic secure push layer for ME applications
	New ME functionality required

	(4) Push message security for ME applications
	New ME functionality required

	(5) Identity resolution function needed between BSF and HSS


	As follows a) Zpn request arrives with Identity different from IMPI

b) BSF queries HSS to resolve identity

c) BSF fetches AV

	(6) UICC-ME interface  impacts for GBA-Push bootstrapping
	NO
	Basically similar as disposable Ks model
	Basically similar as Multiple Ks model


3
Overview of compared issues

This section gives a list of compared issues and their relevance for the decision:  

1) Ks race conditions: As described in contribution S3-070759, this is the occurrence of a re-bootstrapping due to Ks information that has been overwritten either due to a GBA push or due to a UE initiated GBA. In viewpoint of a clean GBA design it is of high importance to avoid these race conditions. Therefore the comparison in section 4 is focussing only between the multiple active and the disposable Ks model. 

2) Increased AV-consumption: Dependent on the adopted Ks model the number of consumed authentication vectors will differ. It is unclear how important this issue is, and input from operators would be welcome. For TS 33.220 we had a design goal to limit number of consumed authentication vectors, which let us believe the issue does not have a minor importance for the selection of the Ks model. 

3) Increased BSF storage: This issue seems to be at most of medium importance, and not so critical as Ks data does not have to transferred between different network entities. 

4) Increased UICC storage: This is more critical then BSF storage, so the impacts need to be evaluated whether acceptable.

5) BSF database handling: Here we look if and how the TS 33.220 way of handling of the Ks and user data in the BSF can be reused and if there are major differences. This issue is of a least of medium importance and favours approaches that can avoid redesigns of database.

6) Extra Ks handling in the UE: This is the amount of extra functionality needed (not the storage) in the UE for cleaning up, and handling a Ks within the UICC. High complexity should be avoided. We consider this of medium importance for the decision.

7) Security level: This issue has high importance, but a higher security should not involve too much added complexity.

In order to look what the possible trade-offs of the design are, we below are grouping the above mentioned issues: 

· Complexity

There is probably more critical to avoid complexity in the realization of GBA push on the UE than in the network, therefore the complexity issues at the UE could marked more critical over the network issues for the final evaluation. This relates to issues 5 and 6 but also potentially to 3.

· Security

Relates to issue 7: needs some further thoughts/analysis. Maybe worthwhile to know if there is a significant difference between the two proposals.

· Reliability of the model (clean design)

Relates to issue 1: High importance

· Performance and storage cost

Relates to issues 2, 3 and 4. There is a trade-off between the overall performance and storage (this is the more general question than AV-consumption only).

4
The multiple Ks model on the UICC

At SA3#48 there seemed to be differing interpretations on the multiple Ks model i.e. on the amount of additional Ks's that need to be handled in the BSF and the UE. In this section we show that it should be possible to limit the amount of bootstrapping keys Ks to at most 3 (including even one with a zero lifetime). This does not include a Ks generated by TS 33.220 which should be handled separately in order to avoid effects on UE initiated GBA (and vice versa) which is a clear design goal for Rel-8. If the amount of additional Ks's can limited to at most 3, then the added complexity and needed database storage will be limited.

Suppose the BSF and the UICC manage 3 entries in their database.

a) B-TID A; Ks lifetime t1 

b) B-TID B, Ks lifetime t2

c) B-TID C, Ks lifetime t3

Where t3 is a zero lifetime and this entry in the UE is only used very temporarily in order to handle the disposable bootstrapping at the same time.

We explain the handling in the BSF for managing entry A and B under following assumptions: 

1) The Ks lifetime is determined by the BSF (similar as with TS 33.220) 

2) The BSF may deliver a fresh GPI or reuse a GPI that has been delivered already to that pNAF during the lifetime. This decision is not influenced by the pNAF. The pNAF cannot force a fresh GPI unless indication of disposable mode is indicated to the BSF. We note that this is different from TS 33.220 where the NAF can force the UE to contact the BSF. This means that the Ks_NAF lifetime for push is effectively the same as Ks lifetime.

3) For certain typical usecases, the pNAF indicates explicitly the disposable mode (zero lifetime).
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Figure 1: handling two GBA push Ks's in an interleaving way

The BSF will generate a new fresh GBA push Ks for each first Zpn' request after time T1 and T3 for the first entry. Similarly the BSF will generate a new fresh GBA push Ks for each first Zpn' request after time T2 and T4 for the second entry. The BSF will always give out the most recent GPI which actually means only one additional GPI has to be managed in the BSF while the UE needs to manage both B-TID in order to handle a limited form (T2-T1) of deferred delivery.

5
Detailed comparison

	Issue

Number
	Multiple Active Ks
	Disposable Ks
	Evaluation

	1) Ks race conditions
	No race conditions between UE-initiated and NAF initiated bootstrapping as there is a separation due to one TS 33.220 Ks and (at least) one TS 33.223 Ks.

No race conditions between multiple Ks entries for Push under the assumptions and the set-up of section 4
	No race conditions
	No difference

	2) AV consumption
	Predictable
	Highest, dependent on usecases that use GBA push. 

May require Zh impacts (extra requirement on Multiple AV request) to prevent extra load on the HSS via multiple AV-Requests.
	Difference may be significant

	3) Increase in BSF storage capacity 
	Yes (maximum tripled for those users using GBA push applications under section 4 assumptions)
	Yes, if additional AVs have to be stored (those waiting for Zpn request)
	Less for disposable Model



	4) Increase in UICC storage capacity
	Yes (at least two entries extra for those users using GBA push applications), but insignificant
	Yes, but only transitional during the time window between the Ks creation and the NAF key creation (could include NAF-ID privacy key creation in between).
	Small difference but insignificant

	5) Change of database query via Zn/Zpn
	Additional Ks to the same user is still indexed via the B-TID on Zn.

Reuse of the Ks via Zpn requires that the BSF database is queried via the user identity (IMPI, Pseudonym or IMPU),

The UE-initiated Ks database is not affected. 
	No
	No additional requirements for the Disposable model. But current data base allow to query the content flexibly.



	6) Extra Ks handling needed in the UE
	Insignificant issue considering the minimal amount of additional GBA push keys
	No
	Insignificant difference

	7a) Security level of Ks on ME

with GBA-push enhanced ME and GBA_ME bootstrapping
	Equivalent to TS 33.220 achieved level
	Ks exposure only on ME for a short time during NAF key derivation (but that is not the important key point)

As the Ks is deleted in the BSF, then any damage from exposure on the ME is limited to the related Ks_NAF Ua-application protocol. The fact that Ks is kept/deleted in the UE does not matter. BUT the attacker needs to impersonate a NAF in order to generate other Ks_NAFs
	Difference very slightly favoring the disposable model for ME-based realizations.

	7b) Security level of Ks on UE

Ks exposure with UICC Rel-8
	No issues with Ks on UICC capable of multiple Ks model
	No issues on Ks with UICC capable of disposable model
	No difference


6
Conclusion

The disposable model causes the less impacts according to a simple design for the BSF and the UE, but at the expense of one authentication vector consumption per GBA push bootstrapping. If that AV-consumption pattern is acceptable for operators or there is no requirement to be able to control the amount of full authentications for push, then the model of choice is the disposable model. However if it is NOT, then the multiple Ks model should be possible. It has a slighter higher complexity than the disposable model but can save on authentications and also has the property to be run in a disposable mode for those use cases where this is unavoidable.

As already described for S3-070759, given that there may be security related conditions that force the deletion of the Ks stored at the ME, the Ks model of choice for the GBA_ME bootstrapping is the Disposable Ks model.
We propose to take into account the above considerations as a guidance in the decision on the GBA push Ks model.
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