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1
Introduction

This contribution analyses the security implications of using IP multicast on the Iub interface as proposed by RP-070721: CRs on improvement of Iub Efficiency for MBMS in IP RAN for Rel-7. This set of CR's was postponed for approval at the last RAN-plenary due to a missing security analysis by SA3.

2
Analysis

2.1
Not using IP multicast for MBMS data

Iub is the interface between the RNC and the NodeB and transports user data as well as signalling data that is needed for controlling the NodeB. This signalling is not to be confused with RRC signalling which is protected on a user basis between the RNC and the UE. 

In SA3#26 (2002), security for the Iub interface was analysed and it was concluded that the cost of applying NDS/IP
 to these ptp connections was too high compared to the threat. At that time there was no transport of MBMS
 data, but the same reasoning not to require IPsec protection for ptp seem still valid.

It is important to note that TS 33.210 Annex D protection for Iu is intended for open IP RAN environments and that for closed environments (which in practice are used more often for Iu/Iub) these security requirements do not apply. 

2.2
Using IP multicast for MBMS data

Let us first refer to the analysis which was performed at SA3#48 (S3-070618), on the need to protect IP multicast for LTE MBMS. For the trust model that was used, the RNC is equivalent to the MBMS-GW and the eNB equivalent to the NodeB, where the source nodes are located in a trusted environment and the recipient nodes may be located in an untrusted environment.

So the recommendations LS S3-070618 may be applicable with the following differences which affect the conclusion of S3-070618:

a) LTE MBMS data would potentially be multicast to much more eNB's than for UMTS MBMS towards NodeBs.

b) The security of an eNB is likely higher than a NodeB.

c) The NodeB in most cases is located on a place normally not reachable for outsiders (rooftop etc), while for an eNB it is more likely supposed to be located inside the reach of outsiders. This compensates point b. Which leaves the fact that only link protection (RNC to NodeB) has to be ensured in the majority of the cases.

d) Upgrading NodeB's to include IPsec (or putting an IPsec box in front) may involve on site work which will be a costly job, so may be undesired.

This leads to the conclusion that the requirement to apply RFC4303 (in similarity with S3-070618) is weaker for multicast on Iub, and the cost of the feature needs to be well balanced with the increased risk due to IP multicast. Given that the IPbased RAN is used more often in a closed IP-environment, additional security requirement for NodeB's should be at most optional in addition to the restrictions listed below: 

If security for MBMS distribution over an IPbased RAN would be required according to RFC4303 then

- the usage of shared keys seems to be enough in any case, as a compromise of a NodeB is less likely to occur.

- NodeB's that are not MBMS-capable should not be required to implemented IPsec.

3
Conclusion

We propose to send an LS towards RAN3 to inform them about the above conclusions.
� Cfr Annex D of TS 33.210 including only the Iu-interface of IP based RAN. The security requirements for Iu needs to be implemented if the IP environment is not closed.


� For MBMS data, there may be application layer security activated, but if not active, then an attacker can only target one NodeB at the time
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