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1 Introduction

This document looks at how PMIP messages need to be protected within the Evolved Packet Core and how PMIP protection needs to be handled if the PMIP messages originate from a trusted non-3GPP network node. The latest PMIPv6 draft can be found in draft-ietf-netlmm-proxymip6-06.txt from which in particular the sections 4 and 11 are useful from a security viewpoint.

2 PMIP usage in 3GPP

PMIPv6 defines a MAG (Mobile Access Gateway) and an LMA (Local Mobility Anchor) from which the LMA will be integrated in the PDN Gateway or Serving Gateway (for the roaming case).
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Figure 5.1.1.1-1: Protocols for MM control and user planes of S2a for the PMIPv6 option

TS 23.402v130 section 5 is relevant in this respect and specifies that PMIPv6 may be used on following reference points:

· S2a: Between a node in the trusted non-3GPP access network (Foreign agent) and the LMA (Home Agent)

· S2b: Between the ePDG and the LMA (Home Agent).

TS 23.402v130 section 4.2.1 mentions the use of PMIP based S5 reference point between the Serving Gateway and the PDN Gateway. The S5 reference point may also apply GTP, and is an intra-operator interface. PMIP usage over S5 is currently included in the description of PMIP use over S2b, and (see section 5.4.2.4.3 TS 23.402) in case the S-GW is the LMA. In addition, PMIP over S5 is discussed in section 5.4.2.6 TS 23.402 for E-UTRAN access.

3 PMIP trust model

PMIPv6 is an IETF based network-based mobility management mechanism, and has applied the same trust model properties as the use of GTP for mobility management in UMTS and the EPC (for the S5 and S2b reference points). This means the MAG i.e. the Serving Gateway (S5) or ePDG (S2b), is sufficiently trusted by the LMA to register only those Mobile Nodes that are attached.

However when the MAG is located in a trusted non-3GPP network (S2a), there is a little bit of a difference to the current 3GPP or [PMIPV6 draft] trust model where a 3GPP network component (SGSN, S-GW) is trusted to register only attached MNs. Here, the MAG could e.g. be located in a WLAN AP which can much more easily be tampered with than an SGSN or S-GW. The implication of this scenario is for ffs (see also proposed decision at the end of this section). 

The trust between the LMA and the MAG is verified by the LMA by allowing only those MAGs to perform Binding Updates which are known by the LMA i.e. by the use of IKEv2 authentication. This measure defends against a Network Node trying to impersonate another MAG, and thus will protect against Denial-Of-Service attacks from the Mobile Node's viewpoint.

The [PMIPv6 draft] recognizes the threat of a compromised MAG that would send PMIP messages on behalf of a Mobile Node with a Mobile Node not present on the local link. From section 11 of [PMIPv6 draft]:

"To eliminate the threats related to a compromised mobile access gateway, this specification recommends that the local mobility anchor before accepting a Proxy Binding Update message for a given mobile node, should ensure the mobile node is definitively attached to the mobile access gateway that sent the binding registration request.

The issues related to a compromised mobile access gateway in the scenario where the local mobility anchor and the mobile access gateway in different domains, is outside the scope of this document. This scenario is beyond the applicability of this document."

The last sentence from the extract is an indication for the fact that the S2a use is not covered by [PMIPv6 draft] and needs additional considerations.

Although required by [PMIPv6 draft] it is unclear how the LMA should be able to verify that the MN has attached, rather this seems to be a property of the PMIP model that the MAG is trusted to apply those requirements. The authorization mechanisms on the MAG-LMA interfaces are inadequate for this. 

The effect of a potential misuse by the MAG could be limited to those MAGs on which the Mobile Node is authorized to attach. This authorization shall then be verified by the LMA. However, this explicit authorization-check may be cumbersome to administrate per user (and therefore not very effective), and if not administrated per user but per roaming partner, the authorization check rather takes place between the MAG and the LMA (via the lack of shared secrets for IKEv2, or certificate authorization checks), and this fits the PMIP trust model applying to S5 and S2b.

Extending PMIPv6 by involving the UE in order to produce a fresh user involvement on the MAG that can be used towards the LMA, is a contradiction to the design guidelines of PMIPv6: "This protocol enables mobility support to a host without requiring its participation in any mobility related signaling." Furthermore verifying the user involvement would also increase the amount of signaling needed. So there is a trade-off between trust/security and amount of signaling
. In case of S5, the node implementing the MAG
 may already be trusted to receive an EPS security context for a user, without proof of user involvement. The risk caused by a misuse of the received key material is greater than the risk due the use of the PMIPv6 trust model. Verifying user involvement during mobility management registration would need to involve an additional authentication verifiable by the LMA only such that the compromised MAG cannot impersonate the user, where then we are back to the DSMIPv6 solution.

Proposal:

a) Recommend to use PMIPv6 as is for S5 and S2b i.e. accept no changes to PMIPv6 that cause user involvement.

b) If the MN also has DSMIPv6 and the roaming partner is not sufficiently trusted then enforce the use of DSMIPv6.

c) If the MN does not have DSMIPv6 and the roaming partner is not sufficiently trusted then it is for ffs whether additional measures should/can be taken by the LMA. If no additional network based measures can be found then the PMIPv6 use over S2a should be disallowed unless the trusted non 3GPP network implements the MAG in a way that it can be trusted not to be compromised.

4 Security measures on the Reference points between the LMA and the MAG.

[PMIPv6 draft] section 4 recommends the use of IPsec ESP in Transport Mode (RFC4303) as default security mechanism for integrity protection and data origin authentication for PMIP messages and IKEv2 end-to-end between the MAG and the LMA to establish IPsec security associations. Confidentiality protection of PMIP messages is not required.

Section 5.5.1 allows the use of one security tunnel between the MAG and the LMA instead of a dynamic set-up.

   "o  The bi-directional tunnel is established after accepting the ProxyBinding Update request message.  The created tunnel may be shared with other mobile nodes attached to the same mobile access gateway and with the local mobility anchor having a Binding Cache entryfor those mobile nodes.  Implementations MAY choose to use static tunnels instead of dynamically creating and tearing them down on a need basis."

Therefore alternatives to the IKEv2 usage like NDS/IP (TS 33.210) should still be possible (RFC 2406 and IKEv1) and can provide the same security services. 

The only difference is the hop-by-hop approach with SEGs (requiring tunnel mode towards the SEG), which should not be a problem in viewpoint of security if the network owning the SEG and the LMA is sufficiently trusted. The use of TS 33.310 is needed when LMA and MAG belong to a different operator.

The PDN gateway may already implement IKEv1/IPsec for protecting the signaling towards the AAA/HSS in case of DSMIPv6 and may already implement IKEv2 in case that such mechanism would be selected for DSMIPv6 protection towards the Mobile Node (which is for ffs at SA3#49). The ePDG already requires IKEv2 implementation towards the UE.

Proposal: Follow NDS/IP instead of the [PMIPv6 draft] recommendations

As

a) the choice between IKEv2 or IKEv1 within the network domain seems to be rather a matter of taste. Both can provide the security features needed for protection.

b) Referring to NDS/IP and NDS/AF allows the hop-by-hop model.

c) the difference between RFC2406 [NDS/IP] and RFC4303 [PMIPV6] is not essential for the discussion.

5 Conclusions

We propose to add this analysis to TR 33.922 and to decide on the proposals in sections 3 and 4. 

6 References

[PMIPv6 draft]: draft-ietf-netlmm-proxymip6-06.txt

[RFC4832]: Security threats of network based mobility management
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� For the other network based mobility management protocols e.g. GTP this has worked well in the past. The operator should be able to trace down suspicious registrations as long as the links are secured (physical or by NDS/IP). 


� In case S-GW and MME are implemented on the same physical node.
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