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China Mobile and Alcatel Shanghai Bell Co.Ltd are presenting CR “S3-Possible solution for NAT traversal in Early IMS” against TR 33.978 to add solution to resolve the NAT problem in Early IMS. China Mobile and Alcatel Shanghai Bell Co.Ltd welcome technical feedback on the solution.

NAT requirements in Early IMS
In the IMS network deployment, there is strong practical requirement of NAT in large mobile operators where IP address resource is not plentiful enough, such as China Mobile. Although IPV6 will provide enough address space and will reduce such requirements, there is still urgent need of NAT in the early IMS deployment, because we have very large quantity of legacy UEs which are based on IPV4.
However, in the current two security solutions specified for IMS by 3GPP, the fully compliant IMS solution which is defined in 33.203 provides NAT traversal solution(refer to annex M of 33.203), but the Early IMS solution which is defined in 33.978 forbids NAT deployment completely. We believe this is improperly because the NAT need is just more urgent in Early IMS than fully compliant IMS scenario. So we strongly propose to define a NAT traversal solution for the Early IMS deployment.
Brief technical analysis
In Early IMS, the HSS has a binding between the IMSI and/or MSISDN and the IMPI and IMPU(s), and is therefore able to store the currently assigned IP address from the GGSN against the user's IMPI and/or IMPU(s). The mechanism assumes that the P-CSCF checks that the source IP address in the SIP header is the same as the source IP address in the IP header received from the UE. The assumption here, as well as for the full security solution, is that no NAT is present between the GGSN and the P-CSCF. But when a NAT device is between the GGSN and P-CSCF, this mechanism is not available. Although there is no IP address theft, when signaling messages traverse the NAT device, the source IP address will be translated. When P-CSCF compares the source IP address in IP header with the one in SIP header, it will find that these two IP addresses are not equal, and will attach the source IP address in IP header to the “received” parameter of Via header in the SIP packet. When request message is forwarded to S-CSCF, S-CSCF shall compare the IP address in “received” parameter with that one stored in HSS. It is obvious that these two IP addresses are not equal, and registration is failed. It means that Early IMS can not distinguish between address translation and theft.
Conclusion

Although NAT brings trouble to Early IMS, we should not abandon NAT deployment only for this reason. On the contrary, from China Mobile’s view, the need of NAT is quite urgent in the early IMS deployment practice. Then when NAT is deployed, we should distinguish between address translation caused by NAT and address theft.
More solution details please refer to CR “S3-Possible solution for NAT problem in Early IMS”. This solution is just for information to TR 33.978 on how to resolve the NAT problem in Early IMS. This is just one possible solution, and method by which P-CSCF communicate with NAT is FFS and out of scope of this CR. 
