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1 Introduction
At SA3#48, the proposals in S3-070530 (NSN/Nokia), S3-070552 (Ericsson), and S3-070573 (Qualcomm) for key refresh at idle-to-active transitions were compared in S3-070661. Updates were sent as S3-070675 (NSN/Nokia), S3-070673 (Ericsson), and S3-070698 (Qualcomm). 

S3-070698 proposes to use the downlink NAS sequence number as input to derive AS keys from K_ASME. S3-070673 proposes to use the uplink NAS sequence number as input to AS key derivation S3-070675 proposes to use the NAS MAC in the uplink as input to AS key derivation. 

This contribution intends to show that the proposals by NSN and by Ericsson are indeed conceptually quite close and share a number of advantages. The decision should be taken between them. S3-070673 also contains comments on S3-070530 (NSN/Nokia), which are based on an apparent misunderstanding of the proposal. Countercomments are provided inline to S3-070673. This commented version of S3-070673 is attached to the same zip file, in which the present contribution is contained. 
2 Analysis

Why are the use of uplink NAS sequence number and uplink NAS MAC as input values to AS key derivation conceptually close?

Both approaches rely on the freshness of the NAS sequence number to derive fresh AS keys. 

Why then consider the uplink NAS MAC at all and not simply take the NAS sequence number?

This question has already been considered in S3-070675 and answered in the following way (cf. section 6.4 of S3-070675):

“Handling of NAS counter in NAS key changes: it has not been decided yet whether NAS keys can change while K_ASME stays the same <cf. correction of this statement below>. AS keys will not be fresh when NAS counter wraps around. Therefore it would be required not to reset the NAS counter even when NAS key is refreshed. The other two proposals for idle-to-active transition do not have this requirement on the NAS counter for the following reasons:

· NSN/Nokia’s proposal uses the uplink NAS MAC as input to the derivation of AS keys, which is fresh as the pair (K_NAS_int, uplink NAS counter) is fresh. This is why in NSN/Nokia’s proposal not simply the uplink NAS counter is used. ”
Correction: the above statement “it has not been decided yet whether NAS keys can change while K_ASME stays the same.” needs to be corrected. In fact, it has already been decided that NAS keys will change in inter-MME movements with NAS algorithms change, while K_ASME stays the same. However, what has not been decided yet is the question whether the NAS sequence number will be re-set to zero when the NAS keys are changed. This is the problem which is relevant to the proposal to use NAS sequence number to derive fresh AS keys.
Alternatives: 

a) As can be seen from the statement quoted from S3-070675 above the proposal to use the uplink NAS MAC has the advantage that the derived AS keys are fresh as long as one of NAS sequence number and NAS integrity key are fresh. 

b) If one wants to stick to using the NAS sequence number then it must be prohibited that the uplink NAS sequence number wraps around during the lifetime of K_ASME. In other words, the NAS sequence number, although designed to protect against replay of integrity-protected NAS messages in the first instance, is now bound to K_ASME and is not part of the NAS security context any more. This is odd, as it provides a dependency between two separate security contexts which need to be maintained. 

Both alternatives seem to be implementable, though.

The main disadvantages of using the downlink NAS sequence number is the need for a pseudo-NAS message in the downlink. This disadvantage is recognised in both S3-070673 and S3-070675.
3 Conclusion

The decision on which input to use for AS key derivation should be taken between the proposal to use uplink NAS sequence number and uplink NAS MAC. A decision in favour of uplink NAS sequence number would imply a decision in favour of tying the uplink NAS sequence number to the lifetime of K_ASME. The same need for tying the downlink NAS sequence number to the lifetime of K_ASME
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