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1 Introduction
SA2 sent LS S2-073822 from their meeting #59 to SA3. SA2 requests SA3 to take a final decision on the security model to be used with DSMIPv6 over the S2c reference point. SA2 also asks SA3 to close this issue at their next SA3 meeting.
Nokia and NSN provide the companion contributions S3-070747 (presentation) and S3-070748 (pCR to 33.922) to this meeting in order to further progress this issue. The analysis shows that there are two related questions to be solved: 

· Integrity Mechanism: Which security mechanism for providing integrity protection of MIP signalling messages between MN and HA should be used?

· Bootstrapping: How to derive security association for MIP signaling integrity from some existing security association between MN and backend authentication server (AAA/HSS)?
2 Proposals

The analysis in the contributions by Nokia and NSN shows that the integrity mechanism provided by the MIP authentication options defined in RFC 4285 has advantages over IPsec in terms of commonality with MIPv4, cdma, and WiMAX, complexity and performance. It is therefore proposed that SA3 adopts MIP authentication options as a working assumption for integrity protection of MIP signaling.

For the bootstrapping problem, it is proposed that SA3 adopts the method termed MIP options in the companion pCR to TR 33.922 as a working assumption.
Another companion contributions identifies open architectural issues relating to the MIP security problem. These need to be understood before the issue can be completely closed. It is therefore suggested that SA2 provide clarifications on these open issues. Based on these clarifications, SA3 could then finalise the issue in the SA3 ad hoc meeting dedicated to EPS security in December. We expect that this would still be in line with the overall schedule of EPS work. SA3 should also note that, between the last SA2 meeting and this SA3 meeting, SA took decision on the priorities of EPS work. These decisions imply that the completion of TS 23.401 and of issues related to interworking with legacy cellular systems, i.e. 3GPP and 3GPP2-defined systems, shall have priority over general non-3GPP interworking issues.  
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