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1 Introduction

In a companion contribution we suggest to add content on security interworking with UTRAN/GERAN from TR 33.821 to the Pseudo TS 33.abc. In this document we suggest to add editor’s note to the sections in TR 33.821 that state where in the TS the sections are reflected. 

****************************BEGIN CHANGES ******************************************************************
7.4.3.2 Key distribution during handover in inter-RAT

Editor’s Note: This section was harmonized with Section 7.4.4 and the updated information was included in Section 9 and 10 of TS 33.abc
Continuous ciphered mode should be maintained during inter-RAT handover from E-UTRAN to UTRAN if ciphering has been activated and ongoing in E-UTRAN. The topic is current under discussion in RAN2. Thus, the distribution of security data (unused authentication vectors and/or current security context data, e.g. used CK, IK etc.) between SGSNs and MME should be discussed in SA3 as well. This section proposes to transfer security context in similar way as used between GERAN and UTRAN.

The following cases are distinguished related to the key conversion and key transfer of inter-RAT handover.
Case 1  Handover from LTE to 3G/2G:
LTE to 3G: MME convert Kasme with an one-way function to Ck,Ik. Then MME sends the Ck,Ik pair to 3G release8 SGSN as it’s Ck,Ik pair.



LTE to 2G: MME convert Kasme with a one-way function to Kc. Then MME sends Kc to 2G SGSN.
Case 2, Inter –RAT Handover : 3G/2G -> LTE

Authentication vectors could be transferred from 2G/3G SGSN to MME. After MME received security context, e.g. CK, IK, it should be able to derive SAE_keys=KDF. KDF could be one of two KDFs described in 7.4.3.1. 

Note: In addition to above cases, security context transfer from one MME to another MME in a PLMN might happen as well, however it is considered as rare case. Of course, security data could be distributed. In this case only SAE_key for NAS signalling needs to be updated with a new MME_id.

Editor’s Note: AV forwarding is FFS.

Editor’s Note: it’s FFS there is difference when the SGSN is Rel8 or pre-Rel8. The prerefence is the differenct is transparent to UE.

7.4.4 Key management aspects for LTE/UMTS interworking 

Editor’s Note: This section was harmonized with Section 7.4.3.2 and the updated information was included in Section 9 and 10 of TS 33.abc
(from S3-060704)

· that LTE MME shall implement strong backwards key separation towards legacy systems,

· that Rel8 SGSNs shall implement strong backwards key separation towards LTE,

· that possibilities for forward security between Rel8 and LTE are to be further studied.

· LTE MME shall implement strong key conversion function when transferring key contexts to UTRAN, i.e. K’ASME = f(KASME) and that Ck, Ik is derived from K’ASME.

****************** END OF FIRST CHANGE ***************************************************************

******************BEGINNING OF SECOND CHANGE ***************************************************

7.4.13.4.4 Algorithms selection on handover to and from 2G/3G
Editor’s Note:  The information contained in this Section was included in Section 9 and 10 of TS 33.abc
Handover from LTE to 2G/3G:
UE capabilities send from UE to MME in the initial layer three messages shall include the GERAN and UTRAN UE capabilities. On handover to GERAN, MME shall include the UE capabilities in the handover request sent to SGSN. SGSN shall select the GERAN algorithm to use and indicate its choice in the handover command sent via MME to UE. On handover to UTRAN, MME shall include the UE capabilities in the handover request sent to RNC via SGSN. RNC shall select the UTRAN algorithm to use and indicate its choice in the handover command sent via SGSN and MME to UE. 

Handover from 2G/3G to LTE:

An SGSN shall be able to ask UE for its NAS, UP, RRC security capabilities. On handover to LTE, SGSN shall include the NAS, UP, RRC security capabilities in the handover request send to MME. MME shall select the NAS algorithms to use and include the UE’s UP and RRC security capabilities and its allowed RRC/UP security algorithms in the handover request send to eNB. eNB shall select the UP/RRC security algorithms and acknowledge its choice to MME. The MME then acknowledge all the NAS/RRC/UP security algorithms choice in the handover command sent to UE over SGSN.  
****************** END OF SECOND CHANGE ***************************************************************

2 Conclusion

We propose that SA3 adopts the above changes to TR 33.821. 
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