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4.5.2 Key establishment procedure

1.
The Remote Device has no valid Ks_local_device key stored.

2.
If the Remote Device has no list of  NAF_ID's with NAF Key Centre functionality, then the Remote Device sends a request to the UICC Hosting Device to send a  list of available NAF_ID's with NAF Key Centre functionality stored in the UICC Hosting Device. If the Remote Device has such a list and knows which NAF-ID to take, it immediately proceeds with step 5.

3.
The UICC Hosting Device sends its list of available NAF-ID's with NAF Key Centre functionality to the Remote Device.

4.
The Remote Device selects a NAF-ID with NAF Key Centre functionality from the list provided by the UICC Hosting Device or proposes a NAF-ID stored in it's own memory.

5.
The Remote Device sends a request to the UICC Hosting Device for a B-TID. The Remote Device includes parameter NAF_ID  in order for the UICC Hosting Device to be able to calculate a new Ks_(ext)_NAF.

6.
If the UICC Hosting Device does not have a valid B-TID, then the UICC Hosting Device performs a new bootstrapping procedure. The UICC Hosting Device asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_ME – or a GBA_U - NAF Derivation procedure.
7.
When the GBA run has been completed then the UICC provides a Ks_ext_NAF key to the UICC Hosting Device if GBA_U has been used; or the CK and IK to the UICC Hosting Device if GBA_ME has been used. If GBA_ME has been used, then the UICC Hosting Device further derives Ks and Ks_NAF.

8.
The UICC Hosting Device sends a response including the B-TID and NAF_ID to the Remote Device.
9.
The Remote Device and the NAF Key Centre establish a secure tunnel. The secure tunnel may be a HTTPS tunnel with certificate based mutual authentication (cf. RFC 2246 [7] and RFC 3546 [8]) or based on a shared key based mutual authentication between the Remote Device and the NAF Key Centre (cf. RFC 4279 [6]).
NOTE 1: 
One potential way to reach a trusted state is if the Remote Device is compliant with the requirements defined in TCG (Trusted Computing Group) MPWG (Mobile Phone Working Group) Mobile Phone Specifications [15]. In PC-based TCG technology [16], HTTPS tunnel establishment can be bound to the trust status of the Remote Device, through the attestations of relevant trusted engine of the Remote Device. Thus, HTTPS tunnel establishment may in the future  be possible only if the Remote Device is in a trusted state.


The psk_identity_hint shall be used by the server to indicate to the PSK TLS client which PSK to use. The pre-shared key is pre-administrated to the Remote Device and NAF Key Centre.

NOTE 2:
If other PSKs are allowed, then the psk_identity_hint needs to be specified in the relevant key specifications.


If several PSKs are allowed, then the different hints are separated by semi-colon The usage of the psk_identity_hint in PSK TLS handshake is out of scope of this specification.
10.
The Remote Device sends a "service request" message to the NAF Key Centre node in the mobile operator network. The message is sent within the secure tunnel.


The request contains the following payload: the identity (B_TID) and the Remote Device identifier (Device_ID) requiring the establishment of key Ks_local_device.
11.
If the Device_ID is IMEI, then the NAF Key Centre shall check if the Device_ID is blocked (blacklisted) and if so, it shall not proceed with the key establishment procedure but responds with an appropriate error code and terminates the secure connection with the remote device. If the Device_ID is not IMEI, then the NAF Key Centre should, if applicable, check if the Device_ID is blocked (blacklisted) and if so, it shall not proceed with the key establishment procedure but responds with an appropriate error code and terminates the secure connection with the remote device.
NOTE 3:
Details of how blacklisting is implemented are out of scope of the present specification.

12.
The NAF Key Centre contacts the BSF and sends the identity B_TID in a credential request.
13.
The BSF returns the shared secret Ks_(ext)_NAF to the NAF Key Centre.

14.
The NAF Key Centre shall behave as follows:

a)
If the NAF Key Centre has requested a USS, and if the USS indicates to the NAF Key Centre that the key establishment procedure is not allowed for the targeted user, then the NAF Key Centre shall respond with appropriate error code and terminate the secure connection with the Remote Device.

b)
The NAF Key Centre calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally. The NAF Key Centre associates a key lifetime to the derived key Ks_local_device.
15.
The NAF Key Centre sends within HTTPS tunnel a request response message to the Remote Device with the following payload: B-TID, Ks_local_device, Key Lifetime.
16.
The Remote Device stores Ks_local_device and associated Key Lifetime.
17.
The Remote Device sends a response to the UICC Hosting Device to indicate that the key establishment procedure with NAF Key Centre is now completed. The Remote Device sends the NAF_ID corresponding to the NAF Key Centre, Device-ID, B-TID and the Key lifetime to the UICC Hosting Device. The Remote Device also includes a MAC which is computed as MAC = HMAC-SHA-256(Ks_local_device, NAF-ID || Device-ID || B-TID) truncated to 16 octets, where HMAC-SHA-256 with truncation is defined in [12], [13], [14]. 

18.
The UICC Hosting Device retrieves the Ks_(ext)_NAF associated with the received NAF_ID and B-TID. If the requested association is authorised, then the UICC Hosting Device derives Ks_local_device key. The UICC Hosting Device calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally (see Annex A). 

The UICC Hosting Device verifies the MAC value received from the Remote Device by computing MAC' = HMAC-SHA-256(Ks_local_device, NAF_ID || Device_ID || B-TID) truncated to 16 octets. If the MAC' does not equal MAC, then the UICC Hosting Device terminates the key agreement procedure and returns a MAC verification failure message in response to the Ks_local_device derivation request. 

19.
If MAC'=MAC then the UICC Hosting Device stores Ks_local_device and associated parameters as Device_ID. The UICC Hosting Device then sends to the Remote Device a Ks_local_device derivation response containing a MAC of the ASCII-encoded string "verification successful" using the key Ks_local_device and the MAC algorithm HMAC-SHA-256 [13] truncated to 16 octets [14].
*** Next change ***
Annex <s> (normative):
XML schema for Key Request and Key Response 

<s>.1
Introduction

This annex contains the XML schema which defines a format for the key request sent from the Remote Device to the NAF Key Centre requesting a Ks_local_device key and for the key response sent from the NAF Key Centre to the Remote Device containing the Ks_local_device key, according to the procedures in section 4.5.2. 

Editors note: "The xml schema definition needs to be registered with IANA"

<s>.2
Key Request Format
<s>.2.1
Data Format

The below XML schema defines a format used to request a Ks_local_device key from the NAF Key Centre. 

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 


xmlns:xs="http://www.w3.org/2001/XMLSchema"


xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyRequest"


targetNamespace="urn:3GPP:metadata:2005:Keyest:DeviceKeyRequest"


elementFormDefault="qualified" 


attributeFormDefault="unqualified">


<xs:element name="keyestDeviceKeyRequest">



<xs:annotation>




<xs:documentation>





Keyest Key Request as defined by 3GPP TS 33.259




</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="BTID" type="xs:string" minOccurs="1" maxOccurs="1"/> 





<xs:element name="DEVICEID" type="xs:string" minOccurs="1" maxOccurs="1"/>




</xs:sequence>




<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>
</xs:schema>

<s>.2.2
Example

The below example is used to request a new Ks_local_device key derived from a GBA key with identity BTID " jhg876jhg" and a DEVICE ID  "64783934857".

<?xml version="1.0" encoding="UTF-8"?>

<keyestDeviceKeyRequest 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyRequest">


<BTID>jhg876jhg</BTID>


<DEVICEID>64783934857</DEVICEID>

</keyestDeviceKeyRequest>
<s>.3
Key Response Format
<s>.3.1
Data Format

The below XML schema defines a format used in the response to a Key request from the Remote Device according to the procedure in section 4.5.2. 

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 


xmlns:xs="http://www.w3.org/2001/XMLSchema"


xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyResponse"


targetNamespace="urn:3GPP:metadata:2005:Keyest:DeviceKeyResponse"


elementFormDefault="qualified" 


attributeFormDefault="unqualified">


<xs:element name="keyestDeviceKeyResponse">



<xs:annotation>




<xs:documentation>





Keyest Key Response as defined by 3GPP TS 33.259




</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="BTID" type="xs:string" minOccurs="1" maxOccurs="1"/> 





<xs:element name="KSLOCALDEVICE" type="xs:string” minOccurs="1" maxOccurs="1"/>





<xs:element name="KEYLIFETIME" type="xs:string" minOccurs="1" maxOccurs="1"/>




</xs:sequence>




<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

<s>.3.2
Example
The below example is used in the key response from the NAF Key Centre with identity BTID " jhg876jhg", KSLOCALDEVICE " 64783934857" and a KEYLIFETIME  "5675".

<?xml version="1.0" encoding="UTF-8"?>

<keyestDeviceKeyResponse 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="urn:3GPP:metadata:2005:Keyest:DeviceKeyResponse">


<BTID>jhg876jhg</BTID>


<KSLOCALDEVICE>64783934857</KSLOCALDEVICE>


<KEYLIFETIME>5675</KEYLIFETIME>

</keyestDeviceKeyResponse>
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