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1 Introduction
This contribution discusses media security requirements related to end-to-middle scenarios and the need to find key management solutions that would support also other protocols than RTP.
2 Analysis
2.1
Requirements for both UE-to-UE and UE-to-network scenarios
The discussion on media security seems to have concentrated on end-to-end communication between two endpoints. This can also be seen from the current requirements in TR 33.828. However, as can be seen from the presented scenarios below, there are end-to-middle scenarios, which should be taken into account in the media security feasibility study. 
End-to-end and end-to-middle scenarios can be viewed from two aspects, the service aspect and the security aspect. The service aspect means that the service itself is either end-to-end or end-to-middle in nature.  For example UE-to-UE VoIP call is an end-to-end service, whereas a UE accessing an application server (AS) is an end-to-middle service. The security aspect means how the security of a certain service is implemented. For end-to-end services the security may be implemented either in an end-to-end or end-to-middle manner. For end-to-middle services the security may, of course, be implemented only in end-to-middle manner. 
The security aspect can be further divided into protection of the media itself and key management needed to provide keys for the media protection. With end-to-end key management we mean that the network is not involved in providing the keys and does not have access to the keys, except for LI purposes, whereas in end-to-middle key management the network is involved in providing the keys. With end-to-end media protection we mean that the media protection is terminated only in the end-points, whereas in end-to-middle media protection the media protection is terminated in the network (but it may then be applied again e.g. in a conference bridge).
Below we present four scenarios and analyse them from service and security aspects. 
UE-to-UE service scenarios
1) UE-to-UE communication with media transparent network support
Service aspect: This is end-to-end (UE-to-UE) service scenario where the relaying network does not need to inspect or modify the media content.
Security aspect: Both key management and media protection can be provided in end-to-end or end-to-middle manner. However, it should be noted that a combination of end-to-end key management with end-to-middle media protection is not feasible. 
2) UE-to-UE communication with media non-transparent network support
Service aspect: This is end-to-end (UE-to-UE) service scenario where the relaying network needs to inspect or modify the media content. Examples of this scenario are:
· PSTN GW

· Interworking functions (e.g. transcoders in a conference bridge)
· PoC 
Security aspect: Both key management and media protection can be provided only in end-to-middle manner. 
UE-to-network service scenarios
3) UE-to-network services to AS
Service aspect: This is end-to-middle (UE-to-network) service scenario where the service itself is terminated in the network, i.e. in an AS.
Security aspect:  Due to nature of the service both key management and media protection can be provided only in end-to-middle manner. Media security is implemented by the AS itself e.g. due to value of the provided service (see also scenario 4)).
4) UE-to-network services to legacy AS
Service aspect: This is end-to-middle (UE-to-network) service scenario where the service itself is terminated in the network, i.e. in an AS. From service point of view this is similar as scenario 3).
Security aspect: Due to nature of the service both key management and media protection can be provided only in end-to-middle manner. However, as the legacy AS may not support the media security mechanisms or if value of the provided service does not require the media security to be implemented by the AS, media security (key management and media protection) is terminated in some other node before the AS itself. This means that media security is transparent to the AS. 
It can be noted that this approach may also be applied to scenario 1) if hop-by-hop security is desired, and also to scenario 2) if media security is not implemented by the interworking function itself.
Conclusion
The above analysis has shown that end-to-middle media security solutions (for both key management and media protection) are needed for both end-to-end service scenarios as well as end-to-middle service scenarios. 
Media protection and key management may also be provided end-to-end for scenario 1).  (End-to-end media protection could even be preferable for scenario 1) for performance reasons as stated in the TR.) Key management solutions for end-to-end and end-to-middle scenarios might be different or same depending on different environment, cost and complexity reasons. It could be beneficial to try to re-use signalling access security credentials for an end-to-middle key management solution. On the other hand, it can be questioned if true end-to-end key management (where network does not get access to the keys) is something for 3GPP to define, e.g. due to LI reasons. 
The following new requirement is proposed under the Architectural issues of the TR:
Media security solutions for media protection and key management shall cover both end-to-end and end-to-middle scenarios. Whether the solutions (especially for key management) are the same or different for end-to-end and end-to-middle scenarios may depend on environment, cost and complexity reasons.  Having the same solution for media protection for end-to-end and end-to-middle scenarios (e.g. using SRTP) might not be an issue.
2.2
Requirements for common key management for RTP and non RTP based services
The current TR mentions only RTP-based services and other services are for further study. Another potential media protocol that could benefit from a media security keying solution is Message Service Relay Protocol used for instant messaging (MSRP) which has recently received RFC status (RFC 4975). Messaging can be regarded as potential service to be used over IMS networks. The Multimedia Telephony communication service defined in TS 24.173 is another example of a 3GPP communication service not only utilizing RTP based media, but also other media, such as MSRP. 
As there seems to be more than one media protocol (e.g. RTP and MSRP) that could benefit from a media security key management solution, it would be desirable to find a media security key management solution that would not be dependent on a specific media security protocol. 

Requirement 43 and the comment in requirement 47 are proposed to be changed accordingly:
42: The solution shall support the possibility to protect RTP-based IMS user plane traffic.

43: The solution shall support the possibility to protect non RTP-based IMS user plane traffic.
Note: 
An example use case for this requirement is Message Session Replay Protocol (MSRP) RFC 4975.
…

IETF Requirements:
47: A solution SHOULD support the possibility to protect non-RTP-based data traffic.

3 Proposal
It is proposed to add the proposed new and modified requirements to the Media security TR 33.828.
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