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1 Introduction
SA3 early on adopted the working assumption that EPS shall be able to support 256 bit keys for ciphering (and integrity). Discussion on this assumption was however recently re-opened and an LS was sent to SAGE. SAGE’s reply is that there currently seems to be no need to go beyond the 128-bit level from cryptographic point of view and that basically only “image” would speak in favour of supporting 256-bit keys.
This contribution provides some further analysis of effects of (not) making provisions for future support of 256-bit keys.

2 Analysis
2.1 Cryptographic Strength of 128 / 256 bit Keys

It is clear that considering brute force attacks on 128 bit keys performed on conventional PC:s or even massively parallel, special-purpose hardware designs is infeasible for the economic life-time of EPS (and probably many years beyond that). This is reconfirmed by recommendations such as those issued by NIST and ECRYPT, [1,2]. The only threat to a 128-bit effective key-space would be the (probably unlikely) construction of large scale quantum computer which would effectively cut the size of the key into half by Grover’s search algorithm.

However, this assumes that brute force is the only available attack method. History has shown that new attack methods appear rather unexpectedly and these attack methods typically reduce the effective key size. Examples of such attacks are: differential, linear (and higher order) cryptanalysis, meet-in-the-middle and boomerang attacks, etc, etc. While there is nothing that currently suggests that such methods are applicable to SNOW or AES (the basis for the initial E-UTRAN ciphering algorithms) nobody can today guarantee that variations of these attack methods, or yet unknown attacks, will not surface within a few years. Furthermore, nobody can guarantee that such attacks, if discovered, will not reduce the effective key size significantly.
If such attacks are discovered it seems likely that the “broken” algorithm should be phased-out of EPS. However, due to the performance requirements it is very likely that E-UTRAN ciphers will be implemented in hardware and therefore quite costly to phase out / replace. (Experience with A5/2 has indeed shown that removal of algorithms is easier said than done.)
On the other hand, if EPS at some time in future has started to deploy 256-bit algorithm versions, then the possibility to “tune” the key size up to 256 bit keys could, even if a “full“ 256-bit level would not be reached, at least the increase the effective security to (or above) the 128-bit level. This would make it possible to extend algorithm usage for a while, awaiting specification and implementation of a completely new, improved algorithm.
When one considers also off-line pre-computation attacks it is well known that a 128-bit (stream) cipher cannot reach the 128-bit level relying only on the key, [4]. Rather, nonces are also needed. Some cryptographers (e.g. [3]) therefore speak in favour of using keys larger than 128 bits as it makes the use of good quality random nonces less critical.

2.2 Image

Nobody would probably disagree with SAGE when they say that 256-bit keys is good from “image” point of view. In practice, this image could really matter and create new business opportunities.

As an example, there are currently many initiatives looking at the possibility to re-use COTS data/telecomm standards and products for National Security and Public Safety (NSPS) usage. It is not uncommon that such organizations have requirements on the use of keys above 128 bits in size. An NSPS organization deploying EPS network infrastructure to support their business would therefore most likely find support for 256-bit keys as a “key” selling feature.

2.3 New USIMs

In the long run, to eventually really support the 256-bit level, new USIMs with 256-bit K are required. (The “standard” Milenage algorithms already support 256-bit keys since it is based on AES.) Once such USIMs are used, the effective key size of Kasme (based on some function of Ck, Ik) will “automatically” be 256-bits.

It can also be noted that some existing standards, .i.e. GBA and EAP AKA use the concatenation of Ck and IK as “master key”. This means that these applications will also automatically enjoy a 256-bit effective keys size once 256-bit K is introduced. (In fact, one could argue that GBA and EAP AKA today gives a “false” sense of security since it appears if they are able to supply 256 bit keys which is not true.) Therefore, future 256-bit USIM keys would “spill over” in a positive sense also outside E-UTRAN.
2.4 Impact
The only impact on current 3GPP specifications to allow for the future use of 256 bit keys is to make sure the RAN and CN signalling can transport such keys and signal the required algorithm IDs/parameters. Vendors and operators could choose to enable the use of 256-bit keys at a later stage.
3 Conclusion and Proposal

Considering the relatively small additional effort and overhead involved in making provisioning for (future) support of 256-bit keys/algorithms in EPS, and considering the benefits of doing so it is proposed that SA3 maintains the working assumption that EPS shall be able to support 256-bit keys. It is furthermore proposed that SA3 starts to work actively towards the technical specifications needed to do so, e.g. by sending LS:es (if needed) to other work groups (RAN, CT, etc) to confirm the feasibility of 256-bit keys.
It is further proposed that the pCR below is agreed and incorporated in TS 33.abc.

*** START CHANGE ***

7.2.1 E-UTRAN key hierarchy and key bindings

Editor’s Note: cf. TR 33.821, section 7.4.7
EPS shall support 128-bit internal, integrity and ciphering keys, and shall be able to transport and signal the use of 256-bit keys.
*** END CHANGE ***
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