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1 Introduction

In S2-071821, submitted to SA2 #57, it was proposed to consider optimizations for access authentication procedures when performing hand over between 3GPP and non-3GPP accesses. It is proposed to consider the same type of optimizations as those used intra 3GPP accesses: implicit authentication by means of security context transfer between the accesses. More recently, basically the same contribution was submitted to SA3 #47 (S3-070399) and it was proposed that SA3 should study such solutions, which was also agreed by SA3.
Without doubt, security context transfer between 3GPP and non-3GPP accesses is a highly interesting topic due to the differences between how authentication (and security in general) is handled in 3GPP and non-3GPP accesses. The purpose of this contribution is, however, to highlight the potential difficulty involved in specifying such a solution for SAE/Rel-8.

2 Background 
We first note that authentication for non-3GPP accesses typically involve both an access level authentication and a “mobility authentication”. For clarity, we stress that the optimizations discussed (as we understand from S2-071821 and S3-070399) only deals with the access part. 

2.1 Implicit Authentication and Key Management

Implicit authentication, achieved by security context transfer is based on the following principle:

1. The subscriber performs attach and access level authentication in access A1, using a first authentication method Auth1. As a result of this authentication, one (or more) cryptographic key, K1, is created. While the terminal is attached to A1, some link layer key, KL1, derived from K1 is typically used for the link layer protection (ciphering and/or integrity).
2. The subscriber moves to another access, A2, and a hand-over is deemed necessary. To optimize the handover, authentication in access A2 is cut short by transferring the key(s) K1 (or some derivative thereof) to access A2, converting the key(s) into another key(s) K2 (and typically deriving some key KL2 for the link layer in A2). By the ability to derive the same key, K2, the network gets some assurance that, indeed, it is the same subscriber which is considered sufficient “evidence” for authentication. 

This can be summarized in the following “key hierarchy”.
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At this point, a first issue can be noted: if the key K1, used in access A1 has been compromised, implicit authentication can be very dangerous as knowledge of K1 implies knowledge of K2 (and thus also KL2) and the connection could be hijacked at any time, in particular at the handover. In fact, it may be sufficient to know only KL1 if the derivation of KL1 from K1 is too “simple”. 
This can be summarized as a fully secure solution requiring:

· The context conversion from K1 to K2 must be “secure”, and conversely, the conversion from K2 to K1 must also be secure.

· The local, access specific derivations of KL1 (or KL2) from K1 (or K2) must be secure.

Intuitively, “secure” above means “non-invertible”,

2.2 AAA Entities

As the intention is to give some ideas on the impact of technical specification work needed to define a secure context transfer mechanism between 3GPP and non-3GPP accesses, an “authentication model” is needed that captures the essential aspects of 3GPP and non-3GPP accesses. We therefore generically define the entities involved in the general authentication steps in a generic access and exemplify for clarity.

AAA Server: this is the HPLMN entity which generates data for access authentication. For LTE, this would be the HSS. For I-WLAN, it would be the 3GPP AAA server, etc.  Note that this entity sometimes interfaces an “authentication database” (such as HSS/HLR) which keeps a copy of the long term user keys/credentials.
AAA Client: for our purposes, this is the “consumer” of the keys (K1, K2 above) and is thus the entity that performs the implicit authentication. For LTE, this function is mainly associated with MME and its verification of NAS message integrity, though some aspects of it could also be associated with eNode B and the RRC integrity protection. For I-WLAN access, this function lies entirely in the WLAN Access Point (AP). For WiMAX, this function is allocated to a node above the radio base station. 
Authenticator: this is the entity who performs the explicit authentications. I.e., for LTE this is the MME. For “non-trusted” 3GPP access, this function is assumed performed in the AAA server.

We note that (at least for non-3GPP accesses) any number of AAA proxies can lie between the AAA server and the other entities.

UE: the user equipment. The essential part for this study is the USIM, which is used in UMTS AKA for LTE access and (we assume) EAP AKA for non-3GPP accesses.

3 Issues

3.1 Insecure Accesses 
Some non-3GPP access have been discovered to have security flaws, e.g. some 802 WLAN versions in which it is possible to retrieve (by passive eavesdropping and cryptanalysis) the link layer key, KL1. As mentioned, if the derivation of KL1 from K1 is too “simple” (again, one can take WLAN examples) this leaks information about K1 and hence compromises the handover security as well as the link layer protection in A2, following the handover.

Besides cryptographic leakage of K1/KL1, the threat of physically retrieving K1 directly from the “access point” of A1 has to be taken into account.
In particular, in a chain of handovers between two (or more) accesses, it suffices that one of the involved accesses is insecure (physically or key management-wise) in order to compromise all later handovers.

The fact that (non-trusted) non-3GPP accesses are not considered sufficiently secure is also evident from the use of the ePDG in order to get a security which is independent of link-layer security specifics.

Conclusion: significant work is needed to specify secure and efficient cryptographic algorithms for context conversion functions between the accesses. However, even this is not sufficient since some already deployed access-specific key-derivation functions (K1 -> KL1, K2 -> KL2) may not be secure enough, still leading to insecurity in a chain of handovers. Therefore, a secure solution requires not only a “layer” of key conversion functions; it may also require modifications to existing access specific key management.
3.2 Architecture (mis-)alignment

Assuming that we aim to specify a context transfer from A1 to A2, we need to consider where (topologically) the context for A1 is stored, and where it is to be stored in A2.

A first problem, already mentioned is that for some accesses, the AAA client is in the unprotected environment of the “access point”. This context is (strictly speaking) inherently not secure enough to be a robust basis for an inter-access hand-over. The only other entity in the network that has a copy of the same context is the home AAA server. However, fetching the context from the home network seems to defeat the goals of a fast handover.  (In addition, there could also be a PDN-external AAA server involved, e.g. the 29.061 so-called “GPRS AAA server”) 
Besides the security problems the location of the AAA client in access A1 may be different from that in A2. As mentioned, the AAA client is sometimes in the ePC, sometimes in the access network. In addition, it can be in different places in the access network. Thus, context transfer is sometimes “horizontal”, sometimes “diagonal”, etc.

Conclusion: besides the details in how security (keys, algorithms, etc) is handled within each access, there is a higher level architectural problem since there is a lack of a homogenous AAA architecture forming a basis a simple, efficient, and secure context transfer. The only common reference point that can be assumed to exist is the home AAA, but transfer from that entity seems to defeat the purposes and still requires specification work in terms of secure context conversion functions. Put differently, there is an evident difficulty in defining a generic, efficient, and sufficiently secure MME/AAA reference point.
3.3 Privacy and Identity Management
When the UE presents itself on the target access, A2, it needs to present some “identifier” from which the network can locate the already established context in A1. Intra-3GPP, the TMSI mechanism is used. However, there is a lack of common “identity management” when we consider also non-3GPP accesses. The option if using a stable, long-term identifier would be disastrous for user privacy, implying that a more sophisticated mechanism is needed. 

A simplistic approach could be to use the “most recent” temporary ID on the previous access, as the initial ID used on the new access. There is no way to be sure that the “temporary identity format” of the source access is compatible with that of the target access, and even if it is, it is not clear that sufficient untraceability is achieved by this approach.
For EAP AKA based authentication, the IMSI can be converted into a NAI. But clearly, using the IMSI at each handover would be problematic in the above sense. EAP AKA also specifies the use of “pseudonyms”. These give good privacy due to the fact that they appear as completely random values. However, this also means problems, as no entity in the visited (access) network will be able to map these to a context. (The mapping is known only to the UE and the home AAA.)

Conclusion: existing identity management schemes are insufficient either from privacy point of view, or, from efficiency point of view (by the need to involve the home AAA).

3.4 Involvement by non-3GPP Standard Bodies
The above problems need a standardized solution. Assuming EAP and Diameter (or other IP based AAA) protocols are used two options exist:

· 3GPP defines its own “proprietary” solution

· Standardization is done in the “hosting” standards body, i.e. IETF

The first option we believe would lead to a solution that cannot be assumed to be fully interoperable on a wider scale. The second option is likely to delay SAE progress significantly. Besides the mere amount of technical specification work needed, a solution would (most likely) affect several IETF protocols (potentially EAP, EAP AKA, Diameter). Regarding the key management, we note that IETF has indeed identified it as an issue, and some work has been proposed (e.g. “HOKEY”; hand-over keying). At the same time we note that the early discussions have not been without “political controversy”.
As discussed above, it may not suffice to involve IETF since also access-specific key management could lead to a security compromise. This could mean impact on e.g. IEEE standards if a fully secure solution is desired.

Conclusion: the standardization work is a huge task and the proper way to perform it is likely to cause delays.

4 Analysis in SA3
When choosing authentication protocol for LTE, SA3 quite carefully considered the options of UMTS AKA or EAP AKA. In the end, UMTS AKA was chosen as it was considered a better choice for LTE. This suggests that optimized security interworking with EAP based non-3GPP accesses is not high on SA3’s priority list. 

Moreover, SA3 has gone to lengths to ensure that the local key management (corresponding to derivation of KL1 keys from the K1 key) will be secure. Therefore, as discussed above, a too tight key management interworking with a less secure non-3GPP access may threaten also the LTE access security, despite all LTE security features.
5 Alternatives
An alternative that could be considered would be different kinds of make-before-break solutions using pre-authentication. This pre-authentication could take place either at the time of hand-over preparation, or (for e.g. single-radio terminals) the authentication could (perhaps) be prepared at the initial attach.
These solutions may also have standardization impact, but the impact intuitively seems much smaller.

Our understanding is that interworking with CDMA2000 as currently defined by SA2 will be based on this approach.
6 Conclusion
By this contribution, we wish to bring to attention some of the main problems that need to be considered when defining secuity context transfer optimizations for non-3GPP/3GPP handovers: 

· Security (avoiding negative impact on LTE/UMTS security)

· User privacy related to identity management

· AAA architecure misaligmnent between 3GPP and non-3GPP accesses

· Difficulty of defining a unique reference point for (secure) inter-access security context transfer.

· Possible standardization impact outside 3GPP (IETF, IEEE).

It can be agreed that the technical work  is extremely interesting and challenging and, in a long-term furture perspective, most likley a worth-while task. However, considering the need to progress the specification work more quickly, we propose that alternative solutions, such as the pre-authentication approaches outlined in Section 5, should be the focus of the SA3 study for authenticatuon optimizations for non-3GPP accesses. We propose that the decision to focus on this approach is included in the TR.
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