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1 Introduction

The change of keys in LTE_ACTIVE has been discussed for some time in SA3, and some LS:es have been exchanged with RAN2 on the issue. However, the discussions have mostly been focused on change of AS keys, i.e., RRC and UP keys. During SA3#48, it was agreed that it would not be sound to chose a mechanism for active mode key change based solely on its suitability for change of AS keys, but that also the change of NAS keys must be taken into account.
2 Key sets to change
There are mainly three possibilities for changing keys, and which one is used depends on the reason for changing the keys.

K_ASME
If the UE has been handed over from 2G/3G access to EPC, or if the K_ASME has been in the UE for a too long time, the K_ASME (and hence also the AS and NAS keys) shall be changed. This is accomplished by an AKA, followed by a triggering mechanism to tell the MME/eNB/UE to start use the new keys.
K_NAS-enc/K_NAS-int
If for some NAS sequence numbers are about to wrap around, it is necessary to update the NAS keys. This can be accomplished by either changing the K_ASME, or by a separate procedure for changing only the NAS keys. 
K_eNB_UP-enc/K_eNB_RRC-enc/K_eNB_RRC-int
If the UP or RRC sequence numbers are about to wrap around, it is necessary to update the UP/RRC keys. It is noted that there will be a much higher volume of UP traffic than RRC traffic, and that the UP sequence numbers are assumed to wrap faster than the RRC sequence numbers (even though it of course is possible to use a much longer HFN for UP, we assume that the UP sequence numbers will wrap around more often than the RRC sequence numbers).

Changing the UP and RRC keys can be accomplished by either changing these keys via a special procedure, or by changing the K_eNB, which leads to that the UP/RRC keys are changed as a consequence. 
We propose that the RRC/UP keys are not changed individually, but for simplicity reasons only are changed implicitly via updates of the K_eNB.
3 Analysis of proposed mechanisms

Four proposals for active mode key change have been proposed in SA3; these are:

ACTIVE-IDLE-ACTIVE cycling (AIA-cycling) The UE is sent into LTE_IDLE mode by the network, and it then goes back into LTE_ACTIVE mode. As a side-effect, a new K_eNB is derived from the K_ASME.

Intra cell handover (I-cell HO) The network performs a handover to the same cell the UE is already in. As a side effect, the K_eNB is run through a one-way function and will be different from the K_eNB used before the handover.

PDCP sequence number boundary (SQN-bound) The network informs the UE that new AS keys will be taken into use for packets with a sequence number higher than a given one. 

KSI A KSI is sent in all packets from the eNB to the UE. Each KSI corresponds to a certain key to use (compare to SPI in IPsec, and MKI in SRTP).

3.1 Access Stratum Keys

First we start to look at AS keys. A division of the four proposals can be made, by noting that AIA-cycling and I-cell HO provide a procedure for both refreshing K_eNB, and a trigger to when the new K_eNB (and implicitly the new UP/RRC keys) are to be used. SQN-bound and KSI only provide a mechanism to tell which packets shall use which key; a separate mechanism must be devised to establish the keys before these triggering mechanisms can be used. As a consequence, the amount of signaling will not be more for I-cell HO or AIA-cycling compared to SQN-bound or KSI.
Secondly, AIA-cycling and I-cell HO only requires one active key-set at any moment in time. The reason for this, is that state transitions and handover procedures ensure that there are only packets using the same key-set "in flight" at the same time. For SQN-bound and KSI, the possibility of re-ordered PDCP packets puts the requirement that both the old and the new key-set must be kept during the transition time.
In TR 33.821 several types of KSI are mentioned, NAS-KSI, K_eNB-KSI, K_ASME-KSI etc. For simplicity it is (analogous to above) assumed that it is either a K_eNB-KSI or a K_ASME-KSI. It can be seen that if it is a K_ASME-KSI, it will not be possible to refresh only the K_eNB or the NAS keys using this mechanism to trigger the change. Since it seems reasonable to be able to change the K_eNB more often than the NAS keys, the best choice would be to use a K_eNB-KSI. Therefore, the KSI method is only suitable for AS key changes.
3.2 Non Access Stratum Keys

AIA-cycling refreshes the K_eNB, but is cannot be used to change the K_ASME or NAS keys unless some modification is done to the AIA-procedure. To change the entire key hierarchy (i.e., an AKA has been run in the background), it is sufficient include an information element in the procedure that pushes the UE into LTE_IDLE signaling the new K_ASME is to be used hereafter. To only refresh the NAS keys, the same method can be used if the new NAS keys have been established via some other procedure, or by including refresh-information (e.g., in form of a nonce or a counter) in the procedure that pushes the UE into LTE_IDLE. It is noted that the same reasoning applies to I-cell HO.
The SQN-bound method for triggering key changes is inherently only usable for AS key changes. Of course the same mechanism could be used independently at the NAS layer as well. But again, this mechanism needs to be coupled with another mechanism, that performs the actual establishment of the keys to change to, and the complexity issues involved in dealing with two key-sets remain.
The KSI method is, as described in Section 3.1, only suited for change of AS keys, but also this method can be used separately on the NAS layer, using a NAS-KSI. This, of course, also needs a separate procedure to actually establish the keys to change to.
4 Conclusions and proposal
From above it can be concluded that the SQN-bound and KSI methods are not sufficiently developed yet; there is a need to design a solution for also establishing a new K_eNB between the UE and the eNB (and new NAS keys between UE and MME if NAS key refresh is necessary without running AKA).
AIA-cycling and I-cell HO have several benefits compared to the other mechanisms:

· A definite point in time when the key(s) change is defined, and packet-reordering is not a problem (only one active key set is required).

· They are based on existing procedures (small modifications as described above are necessary for change of NAS keys (if required) and K_ASME).

It is proposed that SA3 discusses the above information and agrees on a working assumption for the following points:

· AS key refresh shall be on K_eNB level (not on UP and RRC keys individually)

· Shall it be possible to refresh NAS keys independently of the K_ASME, or is it good enough to require an AKA and change of the entire key hierarchy when there is a need for NAS key refresh?

It is further proposed to send an LS to RAN2 informing them about the findings above, the decision taken on that AS key refresh is done on K_eNB level, and attaching this analysis to the LS.
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