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1. Introduction

A TR skeleton for TR 33.812 on “Remote management of USIM application in M2M Equipment” has been provided to SA3#49 for approval.
 It is proposed in the TR skeleton to have a sub-chapter for on Related Uses Cases and Assumptions. This paper discusses some potential assumptions derived from the Related Uses Cases in TR 22.868 in SA1.
2. Discussion

SA1 has performed a study in TR 22.868 where they have identified a number of use cases covering the most important user requirements and also outlined some areas where they think improvements are needed.

The following extract is taken from TR 22.868, section 4.4:

‘’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’

“Use Case 1: Pay as you drive (PAYD)

This use case already exists in Italy and also the UK. The idea is not to charge the car driver a fixed premium for the car insurances but to base the premium on the usage of the car instead. For this reason the car is equipped with a M2M terminal, a GPS device and various other sensors that transmit the data to the insurance company. The terminal including the UICC is mounted on the car at a location where tampering with is difficult for the purpose to avoid theft of the UICC or deactivation of the terminal for fraud purposes. For the same reason the insurance company holds the contract with the network operator.

Use Case 2: Tracking and Tracing

This scenario is already well known in the area of car rental companies where at least the top class cars are equipped with tracking devices to obtain the car’s position e.g. in case of theft. Another use case already in place is tagging very expensive tools and equipment e.g. containers or tools in the building industry or oil industry.

It has to be noted that this is currently applied only to expensive goods where the relation of costs associated with tagging and the handling overhead for the user compared to the value of the product justify this business case for the equipment owner. A user of this type of M2M is facing two major problems, the first problem being the tamper/theft proof  terminal including the UICC. Currently this done by constructive measures e.g. by  locking the entire M2M module and in some cases even mounting at difficult to reach places. As a matter of fact this makes the whole M2M application very difficult to handle and thus expensive for the M2M user. The second problem comes from the need of the M2M users to have, depending on the lifetime of their products, a reliable, long term functional and viable M2M application. One aspect of this is the possibility for the M2M user to change the subscription for whatever reason. This is practically impossible with the current solution, esp. when there are substantial numbers of M2M terminals out in the field.  This is why there are only few real applications where the products always, frequently, return to the company where, besides others, also maintenance of the M2M equipment - such as checking whether the M2M has been tampered with or swapping UICCs - can be done. 

All M2M applications where the product does not return frequently or never cannot be covered if the above mentioned problems are not resolved, thus leaving a large percentage of the market uncovered.  

Use Case 3: Metering

A Metering device is usually untouched after installation for at least the next 8 years. Again, the UICC needs to be protected against theft and removal for the purpose cutting the connection to the utility e.g. for fraudulent purposes.

Changing the utility (and probably the operator) causes unprecedented obstacles. This use case requires no mobility as it is being mounted somewhere but requires high flexibility in allocating the M2M terminal in case of utility change and/or mobile network operator change. The most complex case is that the utility customer changes his utility eg from one power supplier to another. This power supplier, however, happens to have a contract with a network operator different than the customer’s initial supplier. To resolve that either complex accounting mechanisms need to be put in place or the utility needs to send out a service person. Both ways are very costly and also prone to misallocations.”
‘’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’’
The following issues can be identified from the Use Cases above, and a number of features are proposed that could be beneficial to study in order to solve the identified problems.
Issue 1: How to prevent theft of subscription credentials because of the removable UICC
In Use Cases 1, 2, and 3, SA1 has identified the problem of how to ensure that the M2M equipment is tamper resistant because of e.g. the removable UICC. To solve this problem it would be beneficial: 

Option 1: if the UICC could be physically integrated into the M2M equipment. The USIM application would then still run in a secured execution environment which is tamper resistant.  
Option 2: if the USIM application could be integrated and embedded within the M2M equipment in a protected module (i.e. without an integrated UICC). The USIM application would then need to be able to run in a secured execution environment which is tamper resistant in the M2M equipment. 
Both options imply that even if someone is able to steal the M2M equipment, they won’t be able to take out the subscription credentials from the M2M equipment. Both these options would be beneficial to study.

Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of customer choice
If we assume that the USIM application is integrated into the M2M equipment, then new problems arises as: 

· how to provision  the M2M equipment with a new USIM application of a selected operator, if the USIM application is integrated within the M2M equipment; and

· how can the customer of the M2M equipment select the home operator even after the M2M equipment has been delivered from the manufacture?
To solve these issues it would be very beneficial if it was possible to: 
· initially download a USIM application of the customer choice into a new M2M equipment; and

· if this phase of initial download of a USIM application, could take place after the M2M equipment has been delivered by the manufacture to the customer; and

· if the customer could deploy a large set of M2M equipments and associate them with one certain home operator.
Issue 3: How to change subscription to a different operator
Use Case 3 also describes the problem of when the M2Mequipment-customer needs to change the subscription due to change of power supplier, who happens to have a contract with a different mobile operator.  

To solve this issue it would be very beneficial: 
·       if it was possible to change the subscription in the M2M equipment remotely.
3. Assumptions
From the analysis above the following assumptions can be derived: 
· It should be possible to integrate the USIM application with the M2M equipment in order to prevent theft of the subscription. Both the following options should be considered:

· The physical UICC is integrated with the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The USIM application is embedded within the M2M equipment (without a UICC),  which:

· provides a secure execution environment, 

· provides a secure storage that protects secrets, and 

· is tamper resistant.

· It should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable USIM application.
· It should be possible to securely initially provision a new USIM application to the M2M equipment

Editor’s note: What part of the USIM application that is downloaded is FFS.

· It should be possible to securely change the subscription in the M2M equipment remotely.
4. Summary 

It is proposed that SA3 adopts the proposed assumptions in this paper and that the text in section 2 and 3 are included into the TR 33.812 on “Remote management of USIM application in M2M Equipment”.
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