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1 Introduction

In SA3#47 S3-070336, S3-070378, and S3-070379 were discussing the possibility to have the NAF key Center also in another network then the home network. 

During the meeting a majority of companies found the feature to allow the NAF Key Centre also in the visited network useful, for example, to reduce complexity and improve performance. It was agreed at SA3#47 that the functionality for Release 7 is restricted to the home network and the introduction of this feature for Release 8. This contribution studies the introduction of this feature, especially the NAF discovery and related issues.

TS 33.259 [1] and TS 33.110 [2] are closely aligned, but for the discussed feature, to allow the NAF Key Centre in the visited network there is a major difference. Since one end of the security associations ends in the UICC in TS 33.310 the control over this security association should be very closely linked to the operator owning the UICC i.e. the home operator. On the other hand, for TS 33.259 the end-points of the security association are not the smart card, hence not necessarily be handed out and configured by the operator. Therefore this proposal is only intended for TS 33.259 and does not imply changes to TS 33.110 to be aligned.

2 NAF Key Centre Discovery

In TS 33.259 [1] the NAF Key Centre is known to the remote device via the certificate obtained from the home operator of the UICC holding device. 
For the usage of PSK TLS a shared secret between NAF Key Centre and remote device needs to be established. The shared secret need to be provisioned to the remote device in a trustworthy manner. Since it can not be assumed that the remote device is supporting GBA as outlined in TS 33.220. If no signatures are used, then the home network control may even be difficult to ensure. We believe that this needs careful security evaluation and consideration before making the decision to add PSK TLS support for the visited network case. Therefore, we focus on the certificate based TLS variant.

For TLS the remote device has a certificate in order to be able to establish a secure connection with the NAF Key Centre. A list of supported NAF_IDs is transferred from the UICC hosting device to the remote terminal. TS 33.259 does not specify how the certificate is delivered to the Remote Device. There are several possibilities how the certificate could have reached the remote device and this was regarded out of scope of the implementation. 
If the remote device is not in the home network and wants to utilize a visited NAF Key Centre and has no certificate available for the visited network operator, then he may request the UICC holding device home operator to deliver the certificate of the supported visited network NAF Key Centre. The UICC holding device may have the certificate needed e.g.:
If an operator has very few partners that offer or that he deems trustworthy enough to offer the visited NAF Key Centre functionality, then he may add a list of supported NAF Key Centres certificates at the partners to the home network certificate. This approach is also very efficient, if there is a large network with several linked operators and few operators host the NAF Key Centre, which should be usable by all operators linked to the network. The UICC hosting device would add those NAF_IDs to the list of supported NAF_IDs. 

If the UICC holding device is not in the home network, it may accept a certificate of a visited NAF Key Centre suggested by the remote device (i.e. if signed by the home operator).
In both cases, the devices could add the new certificate at the end of their NAF Key Centre list. The home NAF key centre should be the first point of trust and the default. It is assumed, that the list of supported NAF Key Centers is an ordered list and the first entry represents the home network.
For very large networks, with many operators under one administrative control, the problem could also be approached from the network side. The remote terminal would choose a default NAF Key Centre of the UICC hosting device, then the same DNS based approach could be taken as for the BSF in large networks. The default NAF Key Centre could provide the partners with valid certificates and the visited NAF Key Centre would then use TLS extension to indicate to the remote device which certificate to use. 
The possibility to use any kind of NAF Key Centre without signature from the home network was not considered, since then the home network has no means to “approve” the visited NAF Key Centre. Also, from technical point of view it would make the NAF Key Centre discovery depending on alternative mechanisms, like service announcements, that might be malicious.

In principle, the certificate can be issued by a central certification authority, but since it is desirable, that the home networks grants explicitly the rights to the visited NAF Key Centre it is recommended, that cross-certification is used (see also TS 33.310). One easy way to achieve this is that, the certificate of the visited network NAF Key Centre is signed either by the partnering home network or that the NAF Key Centre certificate is signed by the visited network operator, who in turn has a certificate signed by the home operator. In this case the visited network operator certificate has also to be added to the certificate storage, therefore the previous approach is reaching the same goal, but with less storage requirement.
3 Conclusion

The proposed change request takes into consideration the discussion during the Tallinn meeting and focuses on the visited network case and binds the visited NAF Key Centre closer to the user’s home network. The specification needs also to highlight that the placement of the NAF Key Center in a visited network needs also an additional measure to ensure home operator control. If the trust between the involved two networks is very weak, then the home network can either not sign the NAF Key Centre certificate, adding the visited NAF Key Centre to a NAF Group of untrustworthy NAFs or alternatively directly refrain from handing out the keys to this NAF Key Centre, but then it looses the advantage of reducing the load on the home network. Hence we suggest that:

· The home network control should be ensured by using the GBA USS. 

· The UICC holding device or the remote device should have a certificate of the visited network signed by the home operator.

· Specification points out that the features related to a NAF Key Center in the home network requires some extensive trust.

· The NAF Key Center in a visited network is allowed under above constraints.
· The usage of PSK TLS for the visited network case needs further evaluation.
We propose to study the above proposal for NAF Key Center discovery problem and to agree upon the accompanying CR containing basic requirements for NAF Key Center in visited network for integration into TS 33.259.
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