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1 Introduction

MBMS was designed with the main scenario in mind, that the content is consumed directly when received. With the same assumption normal TV has been designed. Our lives become increasingly more mobile and full of “time-windows”. The schedule of the broadcasted content may not match our personal schedule e.g. end of a game would be missed etc. It would be beneficial, if a user could consume the content later e.g. on a flight or when commuting.
MBMS has a key hierarchy that uses a short term traffic key for the actual content encryption. This traffic key will not be usable after expiry. MBMS TS 33.246 explicitly states that the keys are supposed to be deleted when redundant (i.e. expired), hence recoding is not supported there. If recording is intended to be supported, then the key lifetime or cleaning up of key material rules may need to be modified. The details depend on the actual method. On the other hand, it needs to be avoided that content is then suddenly stored in clear and all protection is gone.
3GPP2 and OMA BCAST also would benefit from a secure solution. Currently the OMA BCAST specification OMA_TS-BCAST_SvcCntProtection-V1_0-20070529-C has a section on recording (chapter 8), but the details are not defined for the smart card profile which is very similar to the MBMS security solution. 

2 Proposal
To study MBMS storage of protected content under the following basic requirements:

· The content should not be stored in clear, since this may enable content copying or forwarding.
· The keys for the content protection should not be stored with the content.

· The service provider should not be forced to store all possible old keys for potential re-usage.
· The user should be able to view the stored content offline.

· The mechanism must not compromise the security policy/ rights permission associated with the content.
· Re-use as much as possible existing MBMS functionalities to make implementation and integration easy, also for OMA and 3GPP2.
· Do not require changes to the smart card functionality.
· The content protection should be bound to the subscription at the time of storing / receiving the content.
Our poposal is to invite SA3 to study those requirements and to provide feedback, then technical solutions for Release 8 to this subject can be brought to the coming meeting.
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