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Dick Knight, 3GPP SA1 Convenor


Enrico Scarrone, 3GPP SA1 Convenor

Cc:
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Title: Liaison to 3GPP SA1 regarding Access Point secure identity.

Purpose: To provide a response to the requested action: “Please advise on the suitability of HESSID or other work going on that will satisfy these (SA1) requirements”.

Dear Chris,


I would like to thank you for your liaison (S1-0701123), dated 25th June 2007.  I have asked the IEEE 802.11 subgroup IEEE 802.11u to consider your action and this liaison contains their response.

Considering the stated 3GPP SA1 requirements for an access point identifier: “globally unique identifier which can not feasibly be spoofed nor otherwise copied nor emulated by any unauthorised party”, it is felt that the IEEE 802.11u HESSID parameter meets the requirements of uniqueness, but not those of security.

HESSID is typically used prior to IEEE 802.11 association and therefore security is not feasible, as the IEEE 802.11 working group have determined that Beacon Frames can not be protected since no shared keys have been exchanged at this point.

However, if validation of the HESSID is important, there is a readily available extension point for use by 3GPP.  IEEE 802.11 Action frames that verify the HESSID can only be exchanged after association, which means that the HESSID cannot be used securely for network selection.

It would be better to define a Generic Advertisment Service (GAS) protocol with application security to verify the HESSID.  However, this is work is not within the scope of IEEE 802.11u.  Therefore the approach seems to be for 3GPP SA1 to use a Vendor-Specific IE that contains the HESSID, SSID and any other information required for secure network selection, and is cryptographically signed.
We look forward to discussion on this issue, and would like invite you to send feedback in advance of our next IEEE 802.11 plenary 11-16th November 2007 meeting.

For your reference, IEEE P802.11-2007 is the current version of the IEEE 802.11 Standard.
Please contact Stuart J. Kerry, IEEE 802.11 Working Group chair, together with Stephen McCann, IEEE 802.11u Task Group chair, with any questions.

Best Regards,

Stuart J. Kerry
Contact information: 

Stuart J Kerry
stuart@ok-brit.com
+1 408 474 7356

Stephen McCann

stephen.mccann@roke.co.uk
+44 1794 833341




Abstract


This document contains a liaison to 3GPP SA1 regarding Access Point secure identity, in response to their liaison S1-0701123 (11-07-2303r0).
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