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Discussion and decision
______________________________________________________

1 Introduction

RAN has agreed to approve in principle the CR set on support of IP Multicast over the Iub (RP-070721). Since security concerns were raised in RP-070683, SA3 is asked to review the security issue caused by introducing multicast in Iub. The security problem is similar for the IP multicast usage between MBMS-GW and eNB in LTE/SAE.

This paper presents consideration and proposals on security issue of supporting IP multicast over Iub.
2 Description

2.1 Advantage of using IP multicast in Iub
IP is the future for the UMTS network, no matter from the views of the operators’ requirement, vendors’ roadmap or even the 3GPP specification evolution, which definitely includes IP for the Iub interface. In LTE, it’s agreed that IP multicast will be used to bearer the MBMS user plane. And in HSPA+, IP multicast was also recommended. We think in Rel7 UMTS network the same requirement for IP multicast exists too, especially with MBSFN feature introduced into Rel7. With the MBMS, lots of the NodeBs within this RNC are quite likely transmit the same data at the same time, in which case, IP multicast for Iub interface is quite needed and even necessary. 
2.2 Security consideration on Iub
SA3 discussed the security problem caused by multicast usage from the LTE/SAE aspect. It’s agreed that “protection of the multicast transport of user plane packets should be the first priority” in S3-070618 for the following reasons:
a) With the IP multicast, “an attack yielding the same result can be launched easier in the point-to-multipoint architecture than in a point-to-point architecture”, “a user plane attack directly shows up to the air interface”, “when one of these nodes is compromised, an attack has wider scope in the group authentication case”;
b) It’s supposed in SA3 that eNB and MBMS-GW is secure, but “an attacker can use insecure network connectivity or compromised multicast routers in the connectivity network between MBMS GW (CP and UP) and eNBs”.
It is believed that same considerations are applicable to 3G network. The security issues caused by introducing IP multicast in Iub include two aspects: transport security on Iub and security of two endpoints (RNC and NodeB).
1) Transport security on Iub
When discussing the security problem for LTE eMBMS in SA3, it’s agreed that “Application layer security is independent of MBMS Transport network security”, and the discussion should be limited within transport network. It is believed that the security features of the transport network (MBMS-GW → eNB) in LTE can be applies to 3G network (RNC →NodeB) if security of Iub is needed, because the security features of the transport network is independent of the network architecture. 
2) Security of RNC and NodeB
RNC is supposed to be secure since its secured location and its role of security termination point in UMTS.

In RP-070683, the security of 3G NodeB is questioned with the following words:  “Even when a security network is applied such as RFC4303, the eNB uses the shared key and it is furthermore assumed that it cannot be compromised to have the shared key stolen. This can be assumed for LTE because unicast security is anyway in the eNB so eNB has to be secure. This was not true for 3G NodeB”.
In this sense, the main work of designing a secure multicast solution should be to enhance the NodeB security if necessary. 
However, it should be noticed that NodeB has to store a key which is used to protect data transferred between RNC and NodeB even in case that IP unicast is used to carry MBMS data over Iub. Therefore, when Iub is based on IP, NodeB has to enhance its security in both IP multicast and IP unicast scenarios. 
Moreover, NodeBs in same security domain are assumed to be uniform security level. If one NodeB is compromised, it is hard to assume that other NodeBs are not compromised. Attackers can use same way to compromise lots of NodeBs. Therefore, the benefit of deploying unicast is not obvious when NodeB is thought as insecure.

One may concern the cost of enhancing security of NodeB. However, it is not necessary to enhance security of all NodeBs. Operator can enhance NodeBs which have security risk, for example, NodeB is deployed in an insecure place. In this way, the cost is reduced.
It can be concluded that multicast scenario and unicast scenario face similar security risk and security of NodeB need to be enhanced in both scenarios. It is SA3’s role to define security requirements of NodeB. SA3 have already started work of defining security requirements of eNB. The study result of eNB’s security requirements is applicable to NodeB.
3 Conclusion

It’s proposed that SA3 discuss the security problem from 3G aspect. In the other hand, since security is an independent topic from the CR set in RAN, some security requirements can be defined in SA3 specification later. So it’s proposed that the following can be agreed.

1) Security requirements should be defined for NodeB when deploying IPRAN.

2) SA3’s consideration and assumption on IP multicast in LTE eMBMS is applicable for 3G network.

3) Send a LS to RAN3 based on section 2.
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