3GPP TSG SA WG3 Security — S3#49                                                    S3-070692
8 - 12 October 2007

Munich, Germany
Source:
Huawei
Title:
New Work Item for Key establishment for remote device for application
Document for:
Approval
Agenda Item:
6.7
Work Item / Release:
GAA/Rel8
--------------------------------------------------------------------------------------------------------------------------------
Work Item Description

Title

Key establishment for remote device for application
Is this Work Item a "Study Item"? (Yes / No) : No.
1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items

Not identified yet.
3

Justification

In generalized understanding, application client and GAA function module all lie in one same terminal. However, there is the scenario of UE split which GAA function module is hosted in the UE, but application client lies in the remote device. The UE split scenario is that, a user owns more than one terminal, e.g. ordinary handset for telephony, car phone, PDA for emails when on the move, data card with laptop for work when in semi-stationary mode, which act as application clients that want to access NAF to get the application using one (U)SIM user information.
Application clients in the remote devices will need to communicate with NAF. When application clients hosted in the remote devices want to communicate with NAF which requires to use GAA, GBA derived keys are needed by application clients. However, the problem is that how application client can get derived GBA keys. And also, for the case of more than one terminal sharing one GAA function module which is the UE holding the (U)SIM, it should be avoided for security reasons that multiple remote devices share the same GBA key when communicating with the same NAF. 
There should be a mechanism to handle the issue, but it has not been covered in the current GAA specifications.
4

Objective

The main objective of this work item is to define how to establish a shared key between remote device and NAF. Authorisation (e.g. determining which terminal can securely connect to operator network) is to be studied as part of the work.
5

Service Aspects

Establishment of a shared key between a remote device and a NAF will allow operators to provide a wide range of sensitive applications that require a secure mechanism to protect the data exchange between the remote device and the NAF.
6

MMI-Aspects

The user involvement should be studied as part of the work.
7

Charging Aspects



None/Text

8

Security Aspects



This is a security Work Item.

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	X
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	
	X


10
Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS33.

xxx
	Key establishment for remote device for application
	SA3
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s)
Huawei, Lydia.Xu(xuyixian@huawei.com)
12

Work item leadership

                             SA3 
13

Supporting Companies

Huawei, BT …
14

Classification of the WI (if known)

	
	Study Item (no further information required)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

