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1. Introduction
In SA3#47 meeting, it defines a generic secure push layer in TS33.223. However, it just specifies the rationale, session concept and requirements. There is no suitable protection protocol for the push layer. This contribution provides a potential protocol for push layer.
-----------------------------------------------------------------Begin of change----------------------------------------------------------
B.4 Potential protocol
SyncML protocol can be a potential protection protocol for generic secure push layer. The procedure is as figure B-2 shows:
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Figure B-2 SyncML protocol for generic secure push layer
1-2. UE, BSF and NAF perform the procedure of derivation for Ks_(ext/int)_NAF. 
3. Pkg#0: Notification. NAF sends pkg#0 including GBA-PUSH-INFO to UE to establish the security association. According to the format of Notification package, if the initiator of action is the network, [initiator] value should be 1. Session id identifies the session between UE and NAF. Secure id in GBA-PUSH-INFO identifies the security association established. 

When UE and NAF decide to resume a previous security association(SA) or duplicate an existing SA (instead of negotiating new security parameters) and NAF is willing to re-establish the connection under the specified session state, the message flow is as follows:
When UE receives pkg#0 notification including the secure id of the session to be resumed, UE checks its session cache for a match. If a match is found, UE will send pkg#1 with the same secure id value to NAF. At this point, NAF will reuse the SA established previously to protect the PUSH-INFO. If a secure id match is not found, UE generates a new secure id, UE and NAF perform a full SyncML protocol. Every time a new session is performed, a fresh session id is created. Replay attack can be detected by using session id and secure id mechanism.
4. UE derives Ks_(ext/int)_NAF using GBA-PUSH-INFO and authenticate NAF.

5. UE sends client credential and device information if needed by NAF for application.

6. NAF receives and checks client credential and if it is correct, it indicates that UE and NAF have successfully established the security association. Then NAF sends PUSH-INFO.

7. NAF pushes PUSH-INFO as pkg#2. NAF will send [final] to UE if this package is over.

8. UE receives PUSH-INFO.

9. UE sends pkg#3 to NAF to indicate pkg#2 is successfully received.

10. NAF sends [final] to indicate this push is over. Or else, NAF initiates next push application.

-----------------------------------------------------------------End of Change-----------------------------------------------------------

































10. Final
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8. Get PUSH-INFO.
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6. Check client credentials(B-TID)
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4. Derive Ks_(ext/int)_NAF; Authentication of NAF





3. (pkg#0) Notification:[initiator]:1/0;


session id;


GBA-PUSH-INFO


(secure id, B-TID,NAF-ID, …)





2  Establishment of Ks_(ext/int)_NAF
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