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1. Introduction
This contribution is to discuss the input parameters to integrity and ciphering algorithm for RRC and NAS signalling and input parameters to ciphering algorithm for User Data, propose to add the corresponding description to TR33.821. 

2. Input parameters to ciphering &Integrity algorithm in UMTS

2.1 input parameters to ciphering algorithm
In UMTS, both user data and signalling are ciphered at RLC/MAC layer. And the input parameters to ciphering algorithm include COUNT-C, CK, Bear, Direction, LENGTH (see figure1). There is one COUNT-C value per up-link radio bearer and one COUNT-C value per down-link radio bearer using RLC AM or RLC UM, Some COUNT-C may be repeat for different radio bearer of the same user. Bear identity is used to avoid that for KEYSTREAM used for different Bear an identical set of input parameter values is used. The direction identifier is input to avoid that for the KEYSTREAM for the up-link and for the down-link would use an identical set of input parameter values.
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Figure1 Ciphering of user and signalling data transmitted over the radio access link in UMTS
2.2 input parameters to Integrity algorithm
In UMTS, Integrity protection to RRC signalling is applied at the RRC layer. The input parameters to Integrity algorithm include COUNT-I, IK, message, Direction, Fresh (see figure2).
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Figure 2 Integrity Protection to signalling in UMTS

In UMTS, the input parameter FRESH protects the network against replay of signalling messages by the user. The direction identifier is input to avoid that the integrity algorithm used to compute the message authentication codes would use an identical set of input parameter values for the up-link and for the down-link messages.
 
3. Input parameters to ciphering &Integrity algorithm in SAE/LTE 
Because security architecture of SAE/LTE system is different with that of UMTS, some parameter like Count may have different meaning, some parameter used in UMTS may be not needed any more, and some new parameter may need to be added. The main difference can be summarized as following: 
1) Component of COUNT-C/I in SAE/LTE will be different with that in UMTS as ciphering and integrity protection are applied at different layer with that in UMTS: 
Integrity& ciphering protection of RRC signalling and ciphering protection of user data are applied at PDCP layer. So COUNT-C/COUNT-I for RRC signalling and COUNT-C for ciphering protection of user data can be composed by two parts: PDCP SN that is available in each PDCP PDU, and PDCP hyper frame number (PDCP HFN) which is incremented at each PDCP SN cycle.

Integrity& ciphering protection of NAS signalling are applied at NAS security layer, so COUNT-C/COUNT-I for NAS security can be composed by two parts: NAS SN that is available in each NAS PDU, and NAS hyper frame number (NAS HFN) which is incremented at each NAS SN cycle.
2) Initialization of COUNT value will be different with that in UMTS. In UMTS, START value is sent to network and used to initialize COUNT value. While in SAE/LTE, KeNB will be refreshed at every idle-active transition, so COUNT-C/COUNT-I for RRC signalling and COUNT-C for ciphering protection of user data can be initialized by 0. COUNT-C/COUNT-I for NAS signalling can be kept in MME and UE during idle state. 

3) Parameter Fresh may be not needed any more in SAE/LTE, since START value mechanism may not be used to initialize COUNT value. 
4) Bear ID shall be used as one of input parameters to RRC integrity algorithm to avoid the input to integrity algorithm for different signalling bear are identical. While in UMTS, Bear ID is always appended to the message when the message authentication code is calculated.

5）COUNT-C/I can use the same COUNT: COUNT-C/I for RRC signalling can use the same COUNT named COUNTRRC, since ciphering and integrity protection to RRC are applied at the same level. COUNT-C/I for NAS signalling can use the same COUNT named COUNTNAS for the same reason.
6) In SAE/LTE, NAS signalling are ciphered at NAS security layer. And there is only one NAS signalling bear for one user, so Bear ID is not needed at all for NAS signalling ciphering and integrity algorithm or it can be set to a default value.

4. Proposal

Base on the section 3, it is proposed to add the following PCR to TR33.821.

***********************Begin of the Change*********************************
7.6.4
Algorithm input

7.6.4.1 Input parameters to RRC signalling ciphering algorithm
All input parameters to ciphering algorithm in UMTS are needed in SAE/LTE for the same use. So the input parameters to RRC signalling ciphering algorithm shall include COUNT-CRRC, DIRECTION, LENGTH, KRRC-enc.

[image: image3]
                            Figure 21 Input parameters to RRC signalling ciphering algorithm 
COUNTRRC
COUNT-CRRC is the ciphering sequence number. It can be composed of two parts: PDCP SN that is available in each PDCP PDU, and PDCP hyper frame number (PDCP HFN) which is incremented at each PDCP SN cycle.
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Figure 22 The structure of COUNTRRC
Both the PDCP HFN and PDCP SN are initialised to 0.

Editor note: length of PDCP HFN and PDCP SN are ffs.

DIRECTION

See 6.5.4.4 of TS 33.102.
KRRC-enc
KRRC-enc is the key derived from KeNB.
LENGTH
See 6.5.4.4 of TS 33.102.
BEARER
The radio bearer identifier BEARER is 5 bits long.

There is one BEARER parameter per radio bearer associated with the same user. The radio bearer identifier is input to avoid that for different keystream an identical set of input parameter values is used.

7.6.4.2 Input parameters to NAS signalling ciphering algorithm
The input parameters to RRC signalling ciphering algorithm shall include COUNTNAS, DIRECTION, LENGTH, KNAS-enc.
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                  Figure 23: Input parameters to NAS signalling ciphering algorithm
COUNTNAS

COUNTNAS is the NAS ciphering sequence number.

For NAS signalling there is one COUNTNAS value per up-link NAS signalling bearer and one COUNTNAS value per down-link NAS signalling bearer.

COUNTNAS is composed of two parts: a "short" sequence number and a "long" sequence number. The "short" sequence number forms the least significant bits of COUNTNAS, while the "long" sequence number forms the most significant bits of COUNTNAS. The "short" sequence number is the NAS sequence number (NAS SN) that is available in each NAS PDU. The "long" sequence number is the NAS hyper frame number (NAS HFN) which is incremented at each NAS SN cycle.
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Figure 24 The structure of COUNTNAS
Editor note: length of NAS HFN and NAS SN are ffs.
DIRECTION
See section 7.6.4.1.

KNAS-enc
KNAS-enc is the key used to cipher NAS signaling, it is derived from KASME in MME and UE respectively.
LENGTH

See section 7.6.4.1.
BEARER
Since there is only one NAS signalling bear for one user, the BEARER can be set to NULL by default. 
7.6.4.3 Input parameters to UP ciphering algorithm
As both RRC signalling and UP data are ciphered PDCP layer. The parameters to UP ciphering algorithm can be the same as that to RRC ciphering algorithm except that ciphering key shall be different.  
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Figure 25 Input parameters to UP ciphering algorithm
COUNTUP

COUNTUP is the data ciphering sequence number.
COUNTUP can be composed by two parts: PDCP SN that is available in each PDCP PDU, and PDCP hyper frame number (PDCP HFN) which is incremented at each PDCP SN cycle.
At begin of each session, COUNTUP is initialised to 0.

DIRECTION
See section 7.6.4.1.

KUP-enc
Kup-enc is the key used to cipher user data. It is derived from KeNB in eNB and UE respectively.
LENGTH

See section 7.6.4.1.

7.6.4.4 Input parameters to RRC signalling Integrity algorithm
The input parameters to RRC signalling Integrity algorithm shall include COUNTRRC, DIRECTION, KRRC-int , BEARER.
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Figure 26 Input parameters to RRC signalling integrity algorithm
COUNTRRC
See section 7.8.1.
DIRECTION

See section 7.8.1.
KRRC-int
KRRC-int is the integrity key derived from KeNB.
BEARER
See section 7.8.1.
7.6.4. 5 Input parameters to NAS signalling Integrity algorithm
The input parameters to NAS signalling Integrity algorithm shall include COUNTNAS, DIRECTION, KNAS-int.
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Figure 25 Input parameters to NAS signalling integrity algorithm
COUNTNAS

See section 7.6.4.2.
DIRECTION
See section 7.6.4.1.
KNAS-int
KNAS-int is the key used to integrity protection to NAS signaling, it is derived from KASME in MME and UE respectively.
BEARER
Since there is only one NAS signalling bear for one user, the BEARER can be set to NULL by default. 
***********************End of the Change*********************************
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