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1. Introduction

This contribution is to discuss the security threat on target eNB in case of handover and propose to update key KeNB on the fly key (i.e. key change in LTE_ACTIVE) after handover complete.

2. Discussion
In current SA3 working assumption, KeNB used in target eNB (named target KeNB) is derived from the old KeNB used in source eNB. Although C-RNTI is introduced as one parameter to improve security of target KeNB, it still can not thoroughly prevent an attacker that has compromised the source eNB continuing attack a UE in target eNB. Since the attacker can compromise the source eNB and CRNTI is forwarded to UE by source eNB, it is not hard for him to get hold of CRNTI. However, if the target KeNB can be updated independently with old KeNB immediately (within seconds) after handover completes, attacker can only attack UE for very short time in target eNB (before KeNB is updated). To not affect normal service, it is better to update the key in background when the UE is in LTE_ACTIVE.
At the same time, the requirements regarding the change of keys in the eNB for a UE in LTE_ACTIVE has been accepted by SA3. These requirements are:

(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds.

As a consequence, solution for change keys in the eNB for a UE in LTE_ACTIVE will be defined, which shall be acceptable with added complexity. So in the paper we assumed complexity added by solution for the change of keys in the eNB for a UE in LTE_ACTIVE is valuable compared to the security gain it brings. The security gain of updating key during UE active mode is to prevent UE from being attacked during one session.
And if such a solution can be found, it can also be used in eNB to eNB handover case. Actually the security gain of updating target KeNB is also to prevent UE from being attacked during one ongoing session. So the solution is also acceptable for security optimization in eNB-eNB handover case. 
3. Conclusion
Based on the discussion in section 2, it is proposed to use the solution for the change of keys in the eNB for a UE in LTE_ACTIVE to update the target KeNB after handover between eNBs happens. So SA3 is proposed to take the new requirement for changing key during LTE_ACTIVE after eNB to eNB handover into account, when discuss the corresponding solution.
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