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1. Introduction
In SA3#45 and SA3#46 meetings, the requirement for Serving Network authentication are discussed in contribution TD S3-060716and S3-070096. And the current SA3 working assumption that Kasme binding to PLMN_ID can make sure that Serving Network can be authenticated by UE at PLMN level. This document is to discuss whether serving network need to be authenticated on UTRAN level.

2. Discussion
As discussed before, Serving Network authentication is introduced because there may be serving network impersonation attacks in SAE/LTE.
· An attacker may impersonate another network which higher priority on the list of operators in the UE to attract UE to access his network for financial gain. 
· An attacker may modify SN-ID of the current network serving UE to its own network ID on the radio interface to let UE store its own network ID as registered PLMN which usually have the highest priority for PLMN selection of UE. So if such attack is successful, it will make UE choose its network at next network selection.
To prevent above attacks, key binding to PLMN-ID is very useful. If the PLMN_ID known by UE is different with the real network PLMN_ID, key Kasme produced in UE will be different with the real Kasme which produced by network. The following integrity check either on RRC layer or NAS layer will fail due to different integrity key used. Thus serving Network authentication can be implemented implicitly by integrity check (i.e. by Security Mode Command procedure).
If every SAE/LTE network operator has both Radio access networks and Core network like UMTS operators (that is, every radio access networks is bound to a PLMN i.e., in figure1, UTRAN1 and Core network 1 belongs to PLMN1.), serving network authentication at PLMN level is enough. 
However, business model of SAE/LTE network will be different. Access network and Core networks may belong to different network operators (see figure 2). That is, E-UTRAN may be operated independently with Core network. In such case, serving network authentication based on PLMN_ID is not enough, since there may exist Access Network impersonation attack, i.e., an attacker may impersonate another access network which higher priority in the UE to attract UE to access his network for financial gain. To prevent such attack, UE must be able to authenticate access network also. This requires KeNB to be bound to some kind of E-UTRAN ID like cell-ID or some kind of RAN operator ID. To support this feature, E-UTRAN ID needs to be known by UE and MME.





Figure 1 UMTS Business Mode








Figure 2 SAE/LTE Business Mode
3.Conclusion  
Based on analysis in section 2, three conclusions can be made:
1) Serving network authentication on both PLMN level and Radio Access Network level are needed.
2) Binding Kasme to PLMN_ID is needed for Serving Network authentication on PLMN level. And integrity verification on NAS signalling can achieve Serving Network authentication, no separate Serving Network authentication mechanism is needed.

3)  Binding KeNB or RRC/UP keys to some kind of EUTRAN ID is needed for Serving network authentication on Radio Access Network level, and integrity verification on AS signalling can achieve Serving network authentication, no separate mechanism is needed.

We hope SA3 agree this conclusion and record them in TR 33.821.
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