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1 Introduction
In last SA3 #48 meeting, contribution S3-070607 was discussed. One of the main issues is regarding to coexistence issues of different authentication schemes. The main argument is on the bullet b) in Annex P:
1) TISPAN authentication schemes shall also be considered for future extension.

2) “TR 33.803 should be used as a basis”.
The conclusion is that “The way the S-CSCF will determine the authentication scheme associated with a registration request is ffs.”
This contribution will give further analysis on this issue.
2 Discussion
2.1 PANI discussion
In TISPAN there are two non-AKA authentication schemes: NBA and SIP DIGEST, while in PacketCable there is one non-AKA authentication schemes: SIP DIGEST.

In TISPAN specs TLS shall not be used together with SIP digest, while in PacketCable specs TLS may be optionally used together with SIP DIGEST.  There are 2 possible solutions to solve this:
a) The P-CSCF can be configured whether to allow TLS or not.

b) The S-CSCF can decide whether the REGISTER is received in a TISPAN access or Cable access.
In the following scenario, it is assumed that both UE1 which supports NBA and UE2 which supports SIP DIGEST visit the IMS through TISPAN access, and UE3 which supports SIP DIGEST visits the IMS through Cable access. In case that solution a) is used and both P-CSCF1 and P-CSCF2 is configured not allowing TLS, the P-CSCFs (P-CSCF1 and P-CSCF2) will forward the REGISTER messages to the S-CSCF without adding the indication flag of integrated-protected by TLS. Thus the S-CSCF cannot distinguish the authentication schemes for all the UEs.

But if the solution b) is used, the S-CSCF can AT LEAST easily distinguish that UE3 is using SIP DIGEST authentication scheme since the REGISTER is received from Cable access. 
Therefore the S-CSCF shall be able to decide whether the REGISTER is received in a TISPAN access or Cable access. 

In TR 33.803, the P-Access-Network-Info header (PANI)-based solution is used to distinguish different authentication schemes, e.g. TISPAN NBA and 3GPP early IMS, so it is proposed to reuse the PANI-based solution also for this purpose. It is also aligned with TS 24.229 section 7.2A.4.3 (Additional coding rules for P-Access-Network-Info header), in which it says:

“……
· the request is sent using DOCSIS as an IP-CAN the P-CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to "DOCSIS" and including the "network-provided" parameter.

NOTE 4:
The way the P-CSCF deduces that the request comes using DOCSIS access is implementation dependent.

.”
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1. Coexistence scenario

2.2 Solution
The S-CSCF shall determine the authentication scheme associated with a registration request in the following way: 

The S-CSCF first checks whether an IMPI is present in the registration request. 

a)
If an IMPI is present and there is either an indication from the P-CSCF that the request was received integrity-protected by IPsec or an indication that it was not integrity-protected by IPsec then the S-CSCF shall determine that the authentication scheme is Digest-AKAv1 (i.e. IMS AKA), cf. TS 29.228. 

b)
If an IMPI is present, and
-- If there is no indication from the P-CSCF whether the request was received integrity-protected, and
----if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents TISPAN access, then the S-CSCF shall inform the HSS in the authentication request that the authentication scheme is yet unknown and determine the authentication scheme based on the response from the HSS. The HSS returns the authentication scheme appropriate for the IMPI contained in the user name field of the Authorization header.

----if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents Cable access, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.
-- If there is either an indication from the P-CSCF that the request was received integrity-protected by TLS, or an indication that it was not integrity-protected by TLS, and if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents Cable access, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.

Editor’s Notes: It is assumed that the information in the PANI header is trustful to the S-CSCF. The way that how the S-CSCF decides the information in the PANI header is trustful is FFS.

c)
If no IMPI is present then the S-CSCF shall determine that the authentication scheme is Early IMS, cf. TR 33.978. 
3 Proposal
It is proposed that SA3 discuss the above solution and agree to incorporate the corresponding CR (S3-070681) into TS 33.203 Annex P.
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