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Introduction

In the last meeting S3-070508 Operator’s policy to choose user plane security was discussed. For UP encryption, it will bring a significant processing load to eNB in EPS, and for some users it is not a must. Then it would be nice to enable some network only perform UP encryption to those users request for it, and not to perform it when it’s not requested. Meanwhile, it is important to ensure the present procedures can be processed in the network that want to apply UP encryption to all the users.
Discussion
In order to enable performing UP encryption as per user’s request, using User Subscription Data is a good choice. User subscription data is specific for every single user, and will be available in MME before algorithm negotiation, during attach, idle-to-active, and etc. If User subscription data could indicate that this user does not need UP encryption, then before the first SMC message, the MME will know it, and during algorithm negotiation, MME can pass this information to eNB and UE. Of course, if MME can not recognise the above indication, the normal algorithm negotiation will be processed and UP security will be provided to all users. By this means, the EPS network which wants to apply UP encryption to all the users can process normal procedures.
In SAE/LTE security, a very important issue is eNB security. Even in the network take UP encryption as optional, if an eNB was placed in a vulnerable site or the risk of an eNB being attacked it very high, then it would be nice to have all UEs connected to this eNB implement UP encryption. Otherwise, eNB could allow UEs not implementing UP encryption. It means for the same MME, the eNBs connected to it may support not encrypting User Plane, or may not. So even MME decides not to perform UP encryption according to the indication, eNB may finally determine to implement it or not.
For UP encryption, MME or eNB selects its algorithm during algorithm selection processes. If user Subscription Data indicates the user does not need user plane content to be encrypted, and MME and eNB allow not performing UP encryption, during algorithm negotiation, it can be determined that UP encryption will not be implemented.
Proposal

 It is proposed to apply the following principles to achieve the above goals.
In an EPS network, in order to make it possible to provide UP encryption upon users request, the following principle should be applied:

1. Add indication to user Subscription Data in the HSS to indicate whether UP encryption is needed for this user
2. During algorithm negotiation, according to the indication, the MME’s ability to recognize the indication, and the eNB’s ability to support not encrypting User plane, it can be decided whether to implement UP encryption or not.
3. If it’s decided not to implement UP encryption, SMC message is sent to UE to notify not to implement UP encryption.
4. If MME does not have the above ability to recognize the indication, UP encryption is mandatory for the network and normal algorithm negotiation will be processed
