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1 Introduction
This contribution presents some analysis of different schemes for derivation of K_eNB at IDLE to ACTIVE transitions that have been proposed to SA3. As a short recap, the different schemes are briefly outlined.
The nonce-based approach presented by NSN in S3-070530, basically consists of sending a UE_nonce from the UE in the NAS SERVICE REQUEST message (actually, the nonce is the NAS MAC of the NAS SERVICE REQUEST). In the S1-CONTEXT SETUP message from the MME to the eNB, the UE_nonce is echoed back together with a random MME_nonce. The eNB transfer both the nonces to the UE in the RRC RADIO BEARER SETUP message. The UE verifies that the UE_nonce is the same as it sent, and if so, derives the K_eNB from the K_ASME and the two nonces.

The downlink counter approach presented by Ericsson in S3-070552 proposes to send an explicit counter down to the UE from the MME. Although not detailed in S3-070552, the counter could be included in the S1-SETUP message from the MME to the eNB, and from there sent to the UE in the RRC RADIO BEARER SETUP message. Replay protection is based on the counter, and the K_eNB is derived from the counter and K_ASME.
The downlink NAS sequence number approach, described by Qualcomm, in the updated paper sent to the SA3 email reflector, is essentially the same as the downlink counter based approach, with the difference that the downlink counter is not explicitly sent, but rather, the downlink NAS sequence number takes the place of the explicit counter. To ensure sync between the MME's view of the downlink NAS sequence number and the UE's view of the same, an "imaginary" NAS message (NAS SERVICE ACCEPT) is sent from the MME to the UE. Imaginary here refers to the fact that no real NAS message is sent, but the sequence number and the MAC of the message is sent down (sent in a hop-by-hop fashion in the S1-setup signalling and RRC connection establishment messages). Note that the NAS state of the MME and the UE changes as if a real NAS message had been sent (in terms of sequence number increase and replay cache handling).
2 Analysis
In principle and on a high level, all the proposed solutions discussed in S3-070661 for IDLE to ACTIVE mode transitions seem to work. There are different trade-offs between complexity, cleanness of design and efficiency. Presently the downlink NAS sequence number approach where the generation of the K_eNB is based on the NAS sequence number of the imaginary downlink NAS SERVICE ACCEPT message, presents the most attractive solution, mainly because it has the following properties (partly taken from S3-070661):

· It is not possible for a false eNB to make the UE re-use a previously used key, since replay of NAS messages is not possible. And the other way around, a UE cannot force an eNB to re-use a previously used K_eNB, since the UE does not have any control of the key derivation input.

· Key synchronization is guaranteed, since if the NAS sequence number is out of synch, this will be resolved already by the NAS layer.
· Neither the UE nor the MME have any real control over the input to the K_eNB derivation, as the key only relies on the sequence number. This is an advantage as it stops any serious attempts to force the use of possible weak keys (or keys with known bits). 

· No expansion of the first uplink message (as requested by RAN2). 
· There is no need for any state information in addition to what is already required for NAS signalling.

The main cost of having a separate counter to achieve K_eNB freshness as proposed in S3-070552, is the need for a separate synchronization procedure for this counter. This extra cost, compared to using the existing NAS counter, is not motivated by the gain in cleanness of the design.

2.1 Lack of downlink NAS SERVICE ACCEPT

As can be seen in clause 5.3.4.1 (bullet 5) the SA2 TS 23.401, no explicit NAS SERVICE ACCEPT message is sent from the MME to the UE. The idea is that in response to the NAS SERVICE REQUEST message, the fact that the NAS service request is acknowledged by the MME is implicit from that RRC/UP bearers are established.

In this case, the downlink NAS sequence number cannot reliably be used as input to the K_eNB derivation without extra explicit signalling, because the downlink NAS sequence number counters in the UE and MME may:

· differ, e.g., if there has been a NAS message from the MME to the UE which has been lost

· or, may be the same as a previously used NAS sequence number, e.g., if no downlink NAS messages have been sent between two NAS service requests.

As already mentioned, the downlink NAS sequence number approach solves this using the imaginary NAS message.

In the nonce-based approach, a similar imaginary NAS message is used to transfer the UE_NONCE and the MME_NONCE from the MME to the UE.

A slight modification to the downlink NAS sequence number approach would however solve these reliability issues and remove the need for an imaginary NAS message. The modification would be to instead of using the downlink NAS sequence number, use the sequence number of the uplink NAS SERVICE REQUEST sent from the UE to the MME to derive the K_eNB. Apart from this, the properties and signalling would be the same. In IDLE to ACTIVE mode, the uplink NAS sequence number is integrity protected, and replay protection is provided by the NAS layer itself.
The details of the uplink NAS sequence number approach is described in the Annex.

In the nonce-based approach, it is essential that an (imaginary) downlink NAS message exists to transfer the MME_NONCE to the UE. Moreover, the nonce-based approach has a more relaxed trust-model, in that the key derivation information (the nonces) are only integrity protected hop-by-hop, and not all they way from MME to UE.
Of course, one option is to require that a downlink NAS message is introduced for transport of a synchronization parameter (nonce or counter), but this is not necessary in case the uplink NAS sequence number is used.

2.2 Applicability to Other State Transition Procedures
The discussion of the IDLE to ACTIVE transition can be taken in isolation, but in doing so synergies with other state transition procedures, such as DETACHED to ACTIVE will be lost. It can be seen that depending on how the solution for K_eNB management is designed, it may be possible to use it for other state transitions as well.

As the network triggered service request procedure (paging) uses the UE triggered service request procedure as a sub-routine, this case is seen as handled by the previous sections on UE triggered service request.

When going from DETACHED to ACTIVE, the attach procedure is performed by the UE (see clause 5.3.2 of TS 23.401). When the UE is in DETACHED state, no NAS security context can be assumed to exist. This implies that it is not possible to integrity protect the ATTACH REQUEST when the UE attempts to transit to ACTIVE state, as the AKA would be performed after the ATTACH REQUEST is sent.

The effect of this is that the natural extension of the nonce-based approach of S3-070530 cannot provide a nonce from the UE, since this would be based on the integrity tag of the ATTACH REQUEST message.

On the other hand, the ATTACH REQUEST will result in a NAS security context being established, with a well defined NAS sequence number. This means that the uplink NAS sequence number approach described above works also in this case. One could be worried that always using the same sequence number (due to initial values installed when no NAS security context existed) for this message could result in that the K_eNB would be the same. This is however not the case, since there will always be an AKA run resulting in a fresh K_ASME since no prior NAS security context existed.
It is a clear advantage for the uplink NAS sequence number approach that the same procedure can be used in both DETACHED to ACTIVE and IDLE to ACTIVE transition procedures.

3 Conclusions 
Comparing the uplink NAS sequence number approach to the nonce-based approach of S3-070550 and the downlink NAS sequence number approach it can easily be seen that the nonce-based and the downlink NAS sequence number solutions are unnecessarily complex.
Furthermore, uplink NAS sequence number approach also works for other state transitions (DETACHED to ACTIVE), it has an advantage over the nonce-based approach, which does not work for DETACHED to ACTIVE.

It is therefore proposed that the uplink NAS sequence number approach is adopted by SA3 and included in TR 33.821, by including Section 2 and appropriate parts of Section 3 to provide rationale, and including the Annex to describe the functionality.

It is further proposed to include the pCR in S3-070674 in the E-UTRAN TS skeleton.

Annex (uplink NAS sequence number approach)
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Figure: UE triggered Service Request procedure

The above message sequence diagram is taken from TS 23.401 v1.1.1, and shows the Service Request procedure, which is used for IDLE to ACTIVE transitions. The same procedure is used as a "sub-routine" for network triggered IDLE to ACTIVE transitions.
Since NAS security context exists when this procedure is applied, the NAS message sent in (1) and (2) is integrity protected. It further contains the NAS uplink sequence number. When the MME receivers the NAS Service Request, it verifies the integrity of the message and checks it for possible replay.

Note 1: This protects the uplink NAS message and NAS sequence number against replay attacks. The MME can be ensured that the sequence number is fresh.

Note 2: The UE can be ensured that the sequence number used for the NAS Service Request message is fresh, since it was generated by the UE itself.

If (3) is performed, a new K_ASME is established in the UE and the MME, and NAS sequence numbers are reset.

Before (4), the MME derives the K_eNB from current K_ASME, the sequence number of the NAS Service Request message (or zero if AKA was run in (3)), and possibly other parameters.

In (4), the MME transfers the K_eNB to the eNB.

When the Radio Bearer Establishment is performed in (5), the UE derives the K_eNB from the current K_ASME, the sequence number of the corresponding NAS Service Request (or zero if AKA was run in (3)) and possible other inputs.

Note 3: There can be no question about which NAS Service Request message the Radio Bearer Establishment refers to, since the UE does not initiate multiple NAS Service Requests simultaneously.
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