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1
Introduction 

There is a need to have a more efficient USIM application solution for machine-to-machine(M2M)-terminals. 

3GPP SA1 has completed a study on machine-to-machine communication in TR 22.868. Three aspects from that study are that: 
· M2M-terminals containing a USIM application, should provide tamper-protection, and mechanisms for detection and response on tampering.

· It should be possible to change subscription out in the field e.g. after contract expiry without human intervention.
· It should be possible to allocate the M2M-terminals at initial power up to a network without human intervention.

However if the M2M-terminal is tamper resistant, it would be possible to provide the USIM application functionality also on a non-UICC based M2M-terminal and the removable UICC would therefore not be required.

This discussion paper proposes that SA3 performs a feasibility study in Rel8 on a USIM application functionality that allows a USIM application and USIM parameters to be downloaded into M2M terminal. A downloadable USIM application would satisfy the needs coming from M2M. The purpose of this study is to evaluate the feasibility of downloadable USIM application solutions from a security point of view.
2
Machine to machine communication

2.1
What is machine-to-machine communication?
Machine to Machine (M2M) Communication is seen as a form of data communication between entities that when deployed do not necessarily need human interaction. M2M communication is characterised by the following: very low M2M-terminal costs, potentially a very large number of communicating M2M-terminals with little traffic per M2M-terminal, remote M2M-terminal control. Especially, new business opportunities arise among others in the following sectors: the security branch, tracking and tracing applications, payment applications, healthcare and telemetric.

2.2
Standardisation of M2M:

3GPP has been developing a technical report about M2M communication in 3GPP TR 22.868 in SA1.

2.3
Why downloadable USIM application?

One of the challenges with M2M communication is that deployed M2M-terminals are managed remotely without any direct human interaction with the device. Hence there is a need for M2M terminals that  provides tamper-protection, and mechanisms for detection and response on tampering. As there is no human who direct controls the device and the physical ramifications of having means to put in a UICC have negative cost and implications, the provisioning of subscription parameters connected to a separate module such as the UICC does not work well in general. Furthermore, the requirement of a removable UICC will in certain cases have negative impact on the user-friendliness and formfactor of M2M terminals. Still there is a strong need to reuse the 3GPP mobile network and infrastructure for M2M applications. Hence, USIM application functionality such as authentication and PLMN selection is required also for M2M terminals. A solution would be to have the USIM application functionality provided in the M2M-terminal such that the USIM application can be provisioned over the air. Obviously this can only be achieved if the M2M-terminal can provides a secure execution environment and protected storage.
As mentioned in the introduction of this paper, three of the aspects from TR 22.868 are that:

· M2M-terminals containing a USIM application, should provide tamper-protection, and mechanisms for detection and response on tampering.

· It should be possible to change subscription out in the field e.g. after contract expiry without human intervention.

· It should be possible to allocate the M2M-terminals at initial power up to a network without human intervention.

These three aspects points towards a downloadable USIM application being a viable solution. For instance, if an M2M-terminal provides tamper-protection, and mechanisms for detection and response on tampering, then it is impossible to remove the UICC from the M2M terminal resulting in that it is not possible to change the subscription at all. Aspects for remote subscription management naturally require a non-physical method. And possibilities to allocate M2M-terminals to a network at initial power up attractive in order to create a possibility for OEM manufactures to hide communication entities deep inside their products allowing a greater design flexibility. 
2.4
What is the benefit?

Enabling of over the air provisioning of M2M terminals would open up new business opportunities for operators and M2M-terminal vendors. Non-UICC based USIM application considerable reduce the M2M-terminal hardware cost paving the way up for a large set of new M2M cellular applications. With proper new standards in place, M2M terminal subscription parameter provision costs for the operators can also be considerably reduced. By licensing USIM application functionality, also a large new market is opened to the smartcard vendors. 

3.
Conclusions and proposal

A downloadable USIM application solution on M2M terminals will enable the operators to leverage the existing authentication infrastructure to new emerging markets. Hence, this contribution proposes that SA3 performs a feasibility study on how the network can provision a Downloadable USIM application in a M2M terminal in a secure way.

This study should include: 

· The definition of a trust model for a Downloadable USIM application;

· Identify security threats; and 

· Identify security requirements.

Furthermore, this study should include the following items: 
· define and specify the stage 2 security architecture so that the provisioning can take place in a secure manner;

· specify the signalling procedures for provisioning a downloadable USIM application in a M2M-terminal;
· identify what functionality of the current USIM application has to be covered by a downloadable USIM application
· identify what other functionality that may need to be added due to the new USIM application provisioning method 
The objective of this work item is not to directly study protected storage and execution environment in the M2M-terminal. These aspects are dealt with by the OMTP work group Hardware Defragmentation and specified as part of the work item Advanced Trusted Environment. However the study may identify principle requirements for protected storage and the execution environment and could provide input to other OMTP work items such as the already defined specification with UICC/SIM profiles also part of the OMTP Hardware group.
It is proposed that SA3 starts a feasibility study on downloadable USIM application on M2M-terminals and approves the accompanied WID.
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