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Abstract of the contribution:

Introduction

SA3 are currently designing the security for SAE/LTE. One important aspect of this design work is the method of establishing new security contexts. There is no list of the cases that will require the establishment of new security contexts that might be needed in SAE/LTE. Without this it is not necessarily possible to fully review each proposal to see if it is suitable in all the appropriate cases. It is expected that the list of procedures that include some procedures that mandatory (e.g. establishment of security at Attach) while others will be considered advantageous to some degree. When evaluating each proposed solution, the complexity of the supporting each non-mandatory procedure will need to be considered before a reaching a final conclusion about the most suitable solution. 

Procedures 
The sections list the potential SAE/LTE procedures that involve an establishment of a security context. For each procedure it is noted whether UE-eNB and/or UE to MME security context needs to be established and also discuss the importance of the procedure in SAE/LTE

Attachment 
· Both UE-eNB and UE-MME security needs to be established
· Mandatory
Idle to Active

· UE-eNB security must be established

· UE-MME may need to be established
· This is not expected to be frequent as there will be little NAS traffic, but it is not clear that it will never need to happen, e.g. errors cases when mobile went into Idle during a Security mode procedure 

· Mandatory
eNode B handover without MME change
· Only UE-eNB security must be established

· Mandatory

eNode B handover with MME change
· UE-eNB security must be established
· This could be done using a key derived from the key at the old eNode B or with a key derived from KASME at the MME. The latter provides the stronger security as it provides cryptographic separation from the previous eNode Bs. The solution chosen would be a balance between the security gained against any complexity added. 
· UE-MME security must be established

· This could be done by the passing of the NAS security context or may require a new context to be established if the MMEs support different security algorithms
· Mandatory 

Idle Mobility

· UE-MME security must be established

· This could be done by the passing of the NAS security context or may require a new context to be established if the MMEs support different security algorithms
· Mandatory 

Fresh AKA run 

· Both UE-eNB and UE-MME security needs to be established
· Mandatory
Changing security context (key plus optionally algorithm) in Active without changing K_ASME

· UE-eNB security may need to be established

· This procedure would ensure that there is cryptographic separation from the previous eNode Bs. If a UE has been in Active for a long time and/or has been connected with many different eNode Bs, then there is an increased risk of compromised keys. The frequency of the used of this procedure would depend on Operator policy of the perceived risks of a UE in Active over a long time. 

· UE-MME security may need to be established
· There is not as strong a requirement for this case as the above as the amount of NAS traffic is small and the risk of compromise of NAS keys should be much lower.

· Network initiated refresh of UE-eNB security is strong requirement with support of the other cases not so strong. 
Refreshing the keys at an eNode B
· Only UE-eNB security must be established

· This case needs to be mandatory if there is any risk of reaching the limit of ciphering under one key. Otherwise this procedure would be an Operator to set a limit on the amount of material protected a key. 

· Mandatory if the ciphering limit could be reached. 
Conclusion 

This contribution has provided a list of possible SAE/LTE procedures that include an establishment of a security context. The list should be used as a basis for comparing possible solutions for SAE/LTE security. 
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