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As a result of a paper by Barkan, Biham, Keller on A5 cryptanalysis published at Crypto 2003
, SA3 agreed in October 2004 that, from Release 6 onwards, terminals shall be required not to support A5/2 encryption (CR in S3-040862). Later, in February 2006, SA3 also agreed to modify Release 5 and earlier with a strong encouragement not to support A5/2 in new terminals after 1st July 2006 (CR in S3-060147). 
At SA3#45 in October 2006, GSMA reported to SA3 (in S3-060751) that A5/2 was still supported in new terminals despite the previously agreed CRs. In response to this, SA3 agreed new CRs (S3-060790/791/792) to change the strong encouragement in Release 99 -> Release 5 to a requirement to explicitly prohibit support of A5/2 from a cut-off date to be specified by SA plenary. At SA plenary it was reported that some operators still insist on having A5/2 in their mobiles. As a consequence the SA3 agreed CRs were not approved by SA plenary.

Vodafone believes that it is now timely to change the strong encouragement for A5/2 non-support in Release 99 -> Release 5 to a requirement to explicitly prohibit its support. Whereas in October 2006 we proposed to include a cut-off date in the specifications, we no longer feel that such cut-off date is necessary or appropriate. 
The problem with the current strong encouragement not to support A5/2 is that it still leaves the possibility for manufacturers of a new terminal that supports A5/2 to claim that it is compliant with certain releases of the 3GPP specifications. Vodafone believes that is necessary to prevent this possibility in order to further discourage continued support of A5/2.

In summary the message about prohibiting support of A5/2 in terminals is not as strong as it could be in the 3GPP specifications. This may lead to A5/2 being supported in some new terminals for longer which would make operators and end users vulnerable to attacks which exploit A5/2 weaknesses
Proposal

Vodafone proposes that SA3 agree the draft CRs provided in companion contributions which prohibit A5/2 support in mobile stations for Release 99 –> Release 5. 








































































































































































� http://www.cs.technion.ac.il/users/wwwb/cgi-bin/tr-get.cgi/2003/CS/CS-2003-05.pdf





