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Abstract of the contribution: This contribution analyzes the current handling of authentication failures in IMS as specified in 3GPP TS 33.203, 24.229 and 29.228, with the intention to identify any possible misalignments or security concerns.
Introduction
In the previous CT4 and SA3 meeting, there have been some contributions regarding the handling of authentication failures in the Cx Interface (CRs C4-070684 and C4-070685, LS S3-070435). The CT4 CRs to 3GPP TS 29.228 were proposed in order to align the handling of authentication failures in this specification with the handling in 3GPP TS 33.203 and 24.229. The main point seemed to be about the following paragraph in section 6.1.2.2 of 3GPP TS 33.203:
“

Upon receiving SM9, which includes the cause of authentication failure, the S‑CSCF shall set the registration-flag in the HSS tounregistered or Not registered, if the IMPU is not currently registered. To set the flag the S‑CSCF sends in CM3 a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF does not update the registration flag.

”

This paragraph refers to an update of the registration flag in the HSS to “unregistered” or “Not registered”, while in 3GPP TS 29.228 it is only possible to change the registration status to “Not registered” with the AUTHENTICATION_FAILURE Server-Assignment-Type.
Discussion

Security issues involved in the paragraph above
The difference between states “unregistered” and “Not registered” is that in the first, the user service profile is stored in a S-CSCF and the corresponding S-CSCF name is stored in the HSS, while in the second the user has no S-CSCF allocated and the user service profile is only stored in the HSS. This state is meant for avoiding too many downloads of the user service profile and to ensure that the same S-CSCF handles all traffic related to an IMS Subscription. The network response to a SIP request directed to this user will be the same for these two states (only perhaps a bit faster for the “unregistered”). For both states it will not be possible for the user to initiate requests. Considering all this, it follows that states “unregistered” and “Not registered” are equivalent from a security perspective.
Following the conclusion of the previous paragraph, the quoted text of 3GPP TS 33.203 could be interpreted as that in case of authentication failure for an initial registration (initial here refers to the registration of a public user identity that is not registered using the same private user identity as in this registration request) “the S‑CSCF shall set the registration-flag in the HSS to either “unregistered” or “Not registered” (that is any state different from “registered”). Although this kind of open statement is not appropriate for standard specifications, it reflects the fact that any of the two states complies with the security requirements. In addition to that, the last sentence specifies that the state does not change if the registration-flag has the value of “registered”.
Required behaviour in the Cx Interface

This is the required behaviour for authentication failures:
· In registration of a public user identity that is not registered using the same private user identity as in this registration request. => This registration shall be rejected, and the state of the public user identity shall not be “registered” unless it was registered with a different private user identity previously.
· In registration of a public user identity that is registered using the same private user identity as in this registration request. => This registration shall be rejected, and the state of the public user identity shall not be changed (it shall remain “registered”).
For the first case, it is not needed to change the state of the public user identity; since it cannot be “registered” (it was not registered with this private user identity or any other private user identity). This would be the best solution, since it allows keeping the user as “unregistered” in that S-CSCF if that was the state before the authentication attempt.
The second case can also be covered in this way (no update of the registration flag), since nothing needs to be updated in the HSS.

Conclusion
According to the discussion above, this paper proposes the following conclusions and actions:
· Authentication failures should mean the rejection of the initial registration of the user (initial here refers to the registration of a public user identity that is not registered using the same private user identity as in this registration request). For all other registrations, authentication failures should not affect registered users, in order to avoid attacks in which a malicious user without credentials could de-register another user.
· The handling of S-CSCF name and storing of the user service profile between S-CSCF and HSS (changes between “Not registered” and “unregistered”) does not have any security implications, as long as the handling fits within the current procedures for authentication. Security issues related with authentication failures are restricted to how they affect the “registered” registration status of the user, and that is as stated in the point above.
· The current text in 3GPP TS 29.228 seems to comply with the spirit of the authentication procedures in 3GPP TS 33.203. However the text in clause 6.1.2.2 of 3GPP TS 33.203 could be clarified and updated so that it does not limit the options in the Cx Interface. One proposal for the update, according to the discussion in this paper, would be:
________________________________________________________________________________

Upon receiving SM9, which includes the cause of authentication failure, the S‑CSCF shall clear the S-CSCF name in the HSS, if the IMPU is currently Not registered. To clear the S-CSCF name the S‑CSCF sends in CM3 a Cx-Put to the HSS. The S‑CSCF does not update the registration flag.
________________________________________________________________________________

The suggestion of changes for the corresponding text in clause 6.1.2.3 is the following:

________________________________________________________________________________

If the S‑CSCF does not receive a response to an authentication challenge within an acceptable time, it considers the authentication to have failed. The update to the HSS is performed in the same way as if receiving an SM9 indicating authentication failure (see message CM3 in clause 6.1.2.2).
________________________________________________________________________________
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