
3GPP TSG SA WG3 Security — S3#48
S3-070532

10 - 13 July 2007

Montreal, Canada

Source:
Nokia Siemens Networks, Nokia

Title:
Discussion on alternatives for MIP security bootstrapping

Document for:
Discussion and decision

Agenda Item:
6.14 SAE/LTE security
______________________________________________________
1 Introduction
TR 33.922 contains four different methods for bootstrapping security for Mobile IP signalling. No further evaluation of these four methods has been done in SA3 so far. However, progress in this context is needed as SA2 is discussing related matters. This contribution is meant to start such an evaluation. 

2 Requirements on methods for bootstrapping MIP security

We propose the following requirements for evaluation:

Req1: Both MIPv4 and MIPv6 need to be supported. This is clear from the requirements for SAE. The solutions for MIP v4 and MIP v6 should be as similar as possible.
Req2:  Methods of lower complexity are preferred. In particular, methods with a lower number of roundtrips and / or computational effort are preferred. E.g methods using shared key cryptography instead of public key cryptography have lower computational effort.

Req3:  Methods are preferred where issuing certificates for the purpose of MIP security bootstrapping can be avoided. This requirement is again proposed to reduce complexity and operational expenditure.
3 Discussion of methods for bootstrapping MIP security in TR 33.922

The goal of all four methods is to establish a security context, and in particular, keys between the UE and the Home Agent. The first three methods use shared key approaches; the fourth method relies on IKEv2 with EAP for client authentication and IPsec. 
Section 7.3.2: RFC3957 used in conjunction with GBA: In this method, the AAA server takes the role of a NAF. Distribution of the key to the HA is done by means of DIAMETER Mobile IP extensions. It is explicitly stated in section 7.3.2 that this section applies only to MIPv4. As it stands this method therefore does not satisfy Req1 above. It should be noted, however, that a variant of this method for MIP v6 may be made possible by using RFC 4285.  
Sections 7.3.3: Use GBA to generate MN-HA key: In this method, the Home Agent takes the role of a NAF. Distribution of the key to the HA is done by means of the Zn interface.  This method satisfies all three requirements in section 2. 
Section 7.3.4: Use partial GBA to derive MN-HA Keys: In this method, there is no NAF. Only the Ub and Zh interfaces of GBA are used. Distribution of the key to the HA is done by means of DIAMETER Mobile IP extensions. This method satisfies all three requirements in section 2 when the pseudo-CR proposed in the companion contribution, based on the new Internet-Draft “draft-ietf-dime-mip6-split-03” is taken into account.

Section 7.3.5: Using IKEv2: this method does not satisfy Req1 in section 2. It falls somewhat short of requirements Req2 and Req3. It is more computation-intensive, requires the issuing of certificates to Home Agents, and has more roundtrips than the methods in section 7.3.3 and 7.3.4.
It appears from this brief analysis that the methods in section 7.3.3 and 7.3.4, and possibly 7.3.2, once a MIP v6 version has been provided, are preferred.

4 Conclusion

We therefore propose the following SA3 working assumption for bootstrapping Mobile IP security:
(1) Shared key authentication mechanisms shall be used for securing Mobile IP signalling messages. Such mechanisms are defined in RFC 3344 (with the possible addition of RFC 3975) for MIP v4 and in RFC 4285 for MIP v6.
(2) Shared keys shall be distributed to the Home Agent either according to the full GBA method in sections 7.3.2 and 7.3.3, or the partial GBA method in section 7.3.4 (including the enhancement for MIP v6 presented in the accompanying pseudo-CR).
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