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Introduction

In SA3#47 the skeleton of TS33.abc (SAE: Security Architecture – S3-070479) was agreed. In this contribution we propose to move the agreed Security Procedures between UE and EPC access Network Elements from TR33.821 to TS33.abc. We propose that SA3 agrees to incorporate the text below into the TS.

-------------------------------- pCR to 33.abc ---------------------------

7 Security Procedures between UE and EPC Access Network Elements 

7.1 Mechanism for user identity confidentiality

Editor’s Note: cf. TR 33.102, sections 6.1, 6.2
7.2 Handling of user-related keys in E-UTRAN
Editor’s Note: cf. TR 33.821, section 7.4.7
7.2.1 E-UTRAN key hierarchy and key bindings

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure Y: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:
a) The EPC and E-UTRAN shall allow for keys of length 128.

b) The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The Key hierarchy includes following keys; KeNB, KNAS,int, KNAS,enc, KUP, enc, KRRCin and KRRCenc
KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic. KeNB shall depend on the identity of the eNB requesting it from the MME.
Keys for NAS traffic: 

· KNAS,int is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular integrity algorithm. 

· KNAS,enc is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular encryption algorithm. 

Keys for UP traffic: 

· KUP, enc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc c is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm (ffs). 
7.2.2 E-UTRAN key setting during AKA

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 
7.2.3 E-UTRAN key identification

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.6
7.2.4 E-UTRAN key lifetimes

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the KeNB and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB shall be deleted in the eNB while UE is in idle mode. 

If RRC/UP keys are corrupted (e.g. ciphering/integrity fails continuously, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 
In case KASME is invalid, a KSI with value "111" shall be sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful AKA authentication.
7.2.5 Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption, RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the capabilities of UE,

· the capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms




NOTE: Capabilities refer to the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to UE in an integrity protected way such that UE is ensured that the algorithm selection was not manipulated (“bidding down protection of networks choice”).

d) The capabilities the UE sends to the network shall be repeated in an integrity protected message to UE such that “bidding down attacks” against UE’s capabilities can be detected by UE.
7.2.6 Key handling in idle-to-active and active-to-idle transitions

Editor’s Note: cf. TR 33.821, sections 7.4.9. This subsection also includes considerations on key derivations.
As a general principle, on idle to active transitions, RRC protection keys and UP protection keys shall be generated as described in section 7.2.1 while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility. On active to idle transitions, eNBs shall delete the keys they store after a predefined period such that state for idle mode UEs only has to be maintained in MME. 

Idle to active transition 

On idle to active transitions the MME shall generate and transfer the keys for RRC protection to eNB in the same way as during initial attachment (See clause 7.2.1). In particular

· MME generates KeNB and transfers it to eNB
· eNB subsequently derives , KRRCint   and KUPenc from KeNB
·      eNB uses KRRCencfor encryption KRRCint  for integrity protection of RRC traffic and KUPenc for encryption of UP traffic. 

In case UE is connected to the same eNB after idle to active transition as during any previous active phase since the last AKA run, the same KeNB is transferred from MME to eNB as used during this previous active phase. In order to avoid the use of the same key stream with different instances of the same eNB, C-RNTI is included in the derivation of the keys KRRCenc , KRRCint  and KUPenc. 
Active to idle transition 

On active to idle transitions we assume that eNB does no longer store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. 

In particular, on active to idle transitions:

· The eNB deletes KeNB ,  KRRC enc and KRRC int   and KUPenc
· MME keeps KASME stored. 
On active to idle transitions MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 
7.2.7 Key handling in idle mode mobility
Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.

7.2.8 Key handling in handover
Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

7.2.9 Key-change-on-the fly
Editor’s Note: this section is ffs as this  feature has not been agreed yet by 3GPP. 
7.3 UP security mechanisms

7.3.1 UP confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
7.4 RRC security mechanisms



7.4.1 RRC integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5




7.4.2 RRC confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
7.5 Signalling procedure for periodic local authentication

Editor’s Note: cf. TS 33.102, section 6.4.7. It is ffs whether an equivalent is needed in E-UTRAN.
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� For the Reader: Only these requirements were moved which were assumed to be stable.





3
1

