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For MM purpose, the key update during inter-MME HO should be known by HSS.
Introduction

In the last meeting, when discussing document ‘TD S3‑070399 Security Mechanism during Mobility between 3GPP and non-3GPP networks’, the following concept was agreed about inter-3GPP handover:
“3.1 Security context transfer between 3GPP and trusted non-3GPP access networks

Security context is the information on the current state of a UE in the serving system required to re-establish the security association in the target system. Security context includes 
1. Agreed security algorithms between the UE and the serving network, 

2. Agreed/derived encryption and/or integrity protection keys and key identifiers.
3. Security association related information like key lifetime, sequence number, count values etc.
4. The temporary identity issued by the serving network 

Note: In 3GPP, temporary identity is used by the target network to identify the serving network, but it’s FFS for handover between 3GPP and non-3GPP networks whether temp IDs to be used for identifying the pervious access network.
As 3GPP has already adopted security context transfer procedures for optimizing authentication during handover, it is reasonable for SAE to enable security context transfer between the 3GPP and non-3GPP networks. ”
Figure 4.2.1-1 in 23.4021 illustrates the inter-working architecture for non-3GPP IP access:
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Figure 4.2.1-1. Non-Roaming Architecture for non-3GPP Accesses within SAE

The reference points S6a and Wx* transfer control plan signalling between MME and 3GPP AAA server, and the reference point Wa* and Ta* transfer control plan signalling between 3GPP AAA server and non-3GPP IP access networks. 
Then the security context transform is via HSS.

In 7.4.12.2 Key handling on handover within one SAE/LTE network, 3 alternations were described. For inter-MME HO, in alternative 2, a temporary KASME’ is generated and other keys for integrity protection and encryption are generated according to this temporary KASME’. After HO, the KASME’ used by UE and MME is different as the KASME in HSS. 
If at this time the inter-3GPP HO happens, then the security context will be transferred. Then the different KASME will bring confusion, and it makes HSS hard to decide which one to transfer. 
1. if KASME is transferred, then the MME and UE need to decides to dump the present KASME’ and use KASME again. 

2. if KASME’ is transferred, then KASME’ will not be used as a temporary key, then HSS should be updated with this KASME’ anyway.
To reduce the complexity and to save the processing, HSS should be updated with the KASME’ when inter-MME HO, and that makes it not a temporary key anymore. 

Proposal

For inter-MME handover, if the KASME is changed, then the new KASME’ will be updated to HSS. 

Conclusion

It is proposed to include the above proposal content in 33.821, chapter 7.4.12.2 Key handling on handover within one SAE/LTE network
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