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1. Introduction

During 2003, handset theft emerged as a significant media and regulatory challenge for the cellular industry prompting the GSMA’s Board to support a range of initiatives designed to combat handset theft. The Board undertook a concerted drive to extend the use of Equipment Identity Registers (EIR) across the operator community to bar network access to stolen handsets and it also acknowledged that the effectiveness of such measures would be largely dependent on a secure implementation of the IMEI.

A series of work streams was established between GSMA operator representatives and key handset manufacturers and these culminated in the development of a comprehensive set of design principles to provide guidance to handset manufacturers and to provide operators with a set of high level criteria against which handset security levels can be assessed. Additionally, the industry established a formal process to centralise the reporting of newly identified IMEI security weaknesses with a view to improving handset security levels during the manufacturing life cycle of the product.

Having developed and launched the technical security principles and the IMEI security weakness reporting and correction initiatives, industry representatives acknowledged that features other than the IMEI could be of additional benefit in reducing handset theft levels and to stop the international trafficking of stolen handsets. Discussions were then initiated to investigate what additional mechanisms could be developed.

2. Need for an Additional Anti-theft Mechanism

Even if a significant number of networks were to connect to the GSMA’s IMEI Database (IMEIDB) and if IMEI integrity was improved to the extent that IMEIs are resistant to change, stolen handsets will continue to cross borders. The IMEIDB and secure IMEI initiatives only address the use of stolen handsets within those markets connected to the IMEIDB. Despite GSMA’s best efforts, it is not anticipated that all networks around the world will connect to the IMEIDB. Since handsets are commodity items there is an expectation that handsets stolen in territories connected to the IMEIDB will continue to be shipped to countries and networks not connected to the IMEIDB, maintaining a viable international trade in stolen handsets.

A cross functional group, comprising members of GSMA SG and DG, agreed to work on solutions designed to prevent the use of stolen devices on networks that are not connected to IMEIDB. The stated intention is to ensure that devices will only work with the SIMs of networks that are connected to IMEIDB. The ultimate solution could be considered as an ‘overlay’ on SIM lock and, although similar in many ways to the traditional SIM lock implementation, the mechanism would operate differently to the commercial use of SIM lock that exists in some markets to ensure devices are locked to the IMEIDB coverage area.

3. Role of SIM Lock

From the outset it was felt that SIM lock has an important role to play in the fight against handset theft. However, during negotiations with the handset manufacturers this view changed slightly based on a realisation and acceptance that the SIM lock was never designed as an anti-theft feature and that it was only used to lock handsets to networks for subsidy protection reasons. 
 
The need to lock handsets to network or country codes (within the SIM) was identified as being a priority. In the early stages it was proposed that SIM lock security should be enhanced to allow handsets to be locked and to ensure the SIM lock mechanism cannot be removed by anything other than the direct entry of the correct 'Unlocking code'. However, as discussions developed it became apparent that it will never be possible to achieve the same level of security for the SIM lock as we can hope for with the IMEI. The fundamental reason for this is that there will always need to be a facility to remove the SIM lock so there will always be a backdoor.

SIM lock has traditionally been viewed with some hostility by some regulators so it was decided to position the operator requirements differently highlighting the fact that the underlying objective is to combat handset theft. A number of proposals were considered around the ability to restrict the use of handsets to SIM cards from operators operating within a certain geographic area. It is anticipated that, generally, this geographic territory would correspond to a nation state and that it will not be possible to simply export stolen handsets as they will refuse to accept SIM Cards from operators based in other territories. This concept became known as “Regional Theft Guard”. It is believed that the objective can be achieved using existing technology that would not affect free circulation of handsets, the use a legitimate customer may make of their handset, or adversely influence competition.

4. Regional Theft Guard

‘Regional Theft Guard’ is a working title given to a range of options that GSMA has been investigating as part of a package of measures designed to combat handset theft. The idea is to introduce a mechanism that will prevent the use of stolen devices on networks that are not connected to IMEIDB by allowing devices to work normally when they contain SIMs from networks that are connected to IMEIDB but to behave differently when a SIM is detected from a network that is not connected to IMEIDB.

The overriding objective is reduce the ease with which devices can be used after they have been stolen with a view to making stolen phones less attractive to thieves. A number of possible solutions, of very different types, have been proposed in outline terms. It was agreed from the outset that the chosen mechanism must fulfil the following requirements:

1. Be able to block handsets after being declared stolen

2. Be resistant to collusion between vendor and thief    

3. Be resistant to collusion between operator and thief        

4. Be easy to use by customers

5. Limit the impact on GSMA and network operators

6. Not introduce additional vulnerabilities

GSMA SG and DG has been asked to consider a range of proposed solutions and these are briefly described below.

Proposal 1: File on the SIM

This proposal envisages that an “IMEIDB Membership Verification File” is placed in SIM cards issued by network operators connected to IMEIDB and handsets can be “locked” to work only with SIM cards containing this file. On power up, the handset will check for the presence of this file and will only allow network access if the file is present.

This solution allows handsets of IMEIDB connected operators to operate as normal on the home and roaming networks with no customer impact. If the handset is stolen and tries to connect to an IMEIDB connected network it will not work because the IMEI will be blacklisted. However, if the handset has its SIM card replaced and tries to connect to a network that is not connected to the IMEIDB the customer will need to obtain an unlock code similar to a SIM lock removal code. It is envisaged that unlock codes could be held centrally by the GSMA and a request for an unlock code would trigger an IMEIDB check to ascertain if the handset has been reported stolen. The unlock code would only be released if the handset is not blacklisted.

It is acknowledged that the need for legitimate customers to enter unlock codes is not user friendly and that the management of unlock codes could be difficult. The solution also relies on SIM cards having the necessary file onboard so legacy SIM cards would not support the feature. There is an additional need to allow for some time to lapse before checking the IMEIDB to facilitate the blacklisting process to take its course and to register on IMEIDB. Therefore, this proposal is not without its problems.

Proposal 2: IMEIDB Interrogation

This proposition requires that a handset, when it detects a new SIM card, will trigger a query to the IMEIDB to check if the handset has been reported stolen.  Service will only be granted if the answer is in the negative.

There are various possibilities as to what “new SIM” could mean but to lessen the impact on customers and the IMEIDB it is proposed that the query will only be made when the handset identifies a SIM card from a network that it has not seen previously. 

This solution must be operable on any network and the response from the IMEIDB would need to be cryptographically protected. The major benefit of this option is that unlock codes would not be required and it would be invisible to all legitimate customers.

However, the bearer to carry the query and response would need to be identified and who pays for the communication also requires further discussion. The implications for the IMEIDB also need to be considered.

Proposal 3: Lock to Individual SIM(S)

The SIM lock standards currently allow a handset to be locked for use with an individual IMSI, although this is not widely deployed today. This feature could be used to allow customers to lock the handsets to their SIM cards by using the handset menu. The customer would be free to select their own unlock code at the time.

Customers who may have multiple SIMs could be allowed to add a number of SIMs in order that the handset could be locked to work with any of those SIMs. Handsets would communicate the unlock codes to the network so that in the event that customers forget their chosen unlock codes the network will have stored them and they can be provided to the customers on request.

The fact that this mechanism is within the control of the customer is likely to be more appealing to regulatory authorities and demonstrates a willingness on the part of industry to allow customers enable additional security measures. However, unless a large number of customers choose to use this locking mechanism a thief will still have a good chance of finding a handset that is not locked. Therefore, a significant customer education and awareness campaign would need to be undertaken to highlight the benefits and encourage use.

Proposal 4: IMEIDB Interrogation Performed By Customer

This proposal is a combination of proposals 2 and 3 above and envisages an IMEIDB interrogation that is performed by the customer. The scheme is based on a two-way handshake once the handset detects a SIM card from a network it has never seen before. The handset generates a CHALLENGE and the customer then enters that challenge, and the IMEI, on a public website, possibly maintained by GSMA, and waits for a RESPONSE. The RESPONSE is only provided if the handset has not been flagged as stolen on the IMEIDB. The customer enters the RESPONSE in the handset, which verifies the RESPONSE and provides service access.

The proposal could prevent stolen handsets from being used in networks other than the native one and does not require unlock codes to be managed. However, the scheme requires a high degree of customer awareness of the scheme’s existence and a service failure in relation to the generation of the RESPONSE could have significant impact.

In addition to the mechanisms described above, a number of others have been considered and rejected. These included the upload and maintenance of a master list of IMEIDB connected networks on the SIM card to which the handset would be locked and the handset querying the network to which it is attaching to provide some proof that it is IMEIDB connected.

5. Next Steps

The four solutions outlined above have been socialised with GSMA SG and DG and the operators have assessed the merits and drawbacks of each. The preferred short-term solution is to lock handsets to IMSIs and it was noted that this solution is essentially an enhanced secure implementation of SIM lock. The longer term preferred solution is to enable interrogation of the CEIR by a handset when a new SIM card is placed in the device.

It is recognised that implementation problems or weaknesses exist with each solution. It is also acknowledged that there is no guarantee that either of the preferred solutions is workable but renewed dialogue with manufacturers is critical for further consideration of the merits and problems associated with each. 

In this regard, additional work must be undertaken to refine the favoured solutions with a view to fully exploring the benefits and drawbacks of each as well as the implications for the industry in terms of implementation. The work to document the options and issues requiring consideration will commence in the early part of 2007 to facilitate further discussion with the handset manufacturing community.
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