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******************************END FIRST CHANGE***********************

*******************************SECOND CHANGE************************
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.
Authentication vector: A quintet (as defined in TS 33.102 [1]) or an SD-AV.
Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

ISIM – IM Subscriber Identity Module: For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The ISIM may be a distinct application on the UICC.
SIP Digest authentication vector (SD-AV) : Temporary authentication data that enables the IMS network to engage in SIP Digest with a particular user. An SD-AV consists of five elements: a) protection space user hint realm, b) protection space domain, c) the authentication algorithm, d) the quality of protection value qop and e) the hash of IMPI, realm and password H(A1).
Editor's Note: The inclusion of the domain parameter in the SD-AV is ffs.
******************************END SECOND CHANGE***********************

**********************************THIRD CHANGE**************************
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement
AV
Authentication Vector
CSCF
Call Session Control Function

HSS
Home Subscriber Server 
IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem

ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation

NAT
Network Address Translation
SA
Security Association

SEG
Security Gateway
SD-AV
SIP Digest Authentication Vector
SDP
Session Description Protocol

SIP
Session Initiation Protocol
TLS
Transport Layer Security
UA
User Agent

*******************************END THIRD CHANGE**********************

*********************************FOURTHCHANGE***********************
Annex H (normative):
The use of "Security Mechanism Agreement for SIP Sessions" [21] for security mode set-up

The BNF syntax of RFC 3329 [21] , with the addition of the "aes-cbc" value for the "ealg" parameter and the "UDP-enc-tun" value for the "mode" parameter,  is defined for negotiating security associations for semi-manually keyed IPsec or TLS in the following way:


security-client

= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-server

= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-verify

= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)


sec-mechanism

= mechanism-name *(SEMI mech-parameters)


mechanism-name

= "ipsec- 3gpp" / "tls"

mech-parameters

= ( preference / algorithm / protocol / mode / encrypt-algorithm / spi‑c / spi‑s / port‑c / port‑s )


preference



= "q" EQUAL qvalue


qvalue




= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )


algorithm



= "alg" EQUAL ( "hmac-md5-96" / "hmac-sha-1-96" )


protocol



= "prot" EQUAL ( "ah" / "esp" )


mode




= "mod" EQUAL ( "trans" / "tun"/ "UDP-enc-tun"  )


encrypt-algorithm
= "ealg" EQUAL ( "des-ede3-cbc" /"aes-cbc" / "null" )


spi‑c




= "spi‑c" EQUAL spivalue


spi‑s




= "spi‑s" EQUAL spivalue


spivalue



= 10DIGIT; 0 to 4294967295


port‑c




= "port‑c" EQUAL port


port‑s




= "port‑s" EQUAL port


port




= 1*DIGIT

The parameters described by the BNF above have the following semantics:


Mechanism-name: For manually keyed IPsec, this field includes the value "ipsec- 3gpp". "ipsec‑ 3gpp" mechanism extends the general negotiation procedure of RFC 3329 [21] in the following way:

1
The server shall store the Security-Client header received in the request before sending the response with the Security-Server header.

2
The client shall include the Security-Client header in the first protected request. In other words, the first protected request shall include both Security-Verify and Security-Client header fields.

3
The server shall check that the content of Security-Client headers received in previous steps (1 and 2) are the same.
Mech-parameters: Of the mech-parameters, only preference is relevant when the mechanism-name has the value "tls".

Preference: As defined in RFC 3329 [21].


Algorithm: Defines the authentication algorithm. May have a value "hmac-md5-96" for algorithm defined in RFC 2403 [15], or "hmac-sha-1-96" for algorithm defined in RFC 2404 [16]. The algorithm parameter is mandatory.


Protocol: Defines the IPsec protocol. May have a value "ah" for RFC 2402 [19] and "esp" for RFC 2406 [13]. If no Protocol parameter is present, the value will be "esp".

NOTE 1:
According to clause 6 only "esp" is allowed for use in IMS.

Mode: Defines the mode in which the IPsec protocol is used. May have a value "trans" for transport mode, and value "tun" for tunneling mode. If no Mode parameter is present, the value will be "trans".

NOTE 2:
According to clause 6.3 ESP integrity shall be applied in transport mode i.e. only "trans" is allowed for use in IMS.

Encrypt-algorithm: If present, defines the encryption algorithm. May have a value "des-ede3-cbc" for algorithm defined in RFC 2451 [20] or "aes-cbc" for the algorithm defined in IETF RFC 3602 [22] or "null" if encryption is not used. If no Encrypt-algorithm parameter is present, the algorithm will be "null".


Spi‑c: Defines the SPI number of the inbound SA at the protected client port.


Spi‑s: Defines the SPI number of the inbound SA at the protected server port.


Port‑c: Defines the protected client port.

Port‑s: Defines the protected server port.
It is assumed that the underlying IPsec implementation supports selectors that allow all transport protocols supported by SIP to be protected with a single SA.

*******************************END FOURTH CHANGE********************
************************************FIFTH CHANGE**********************
Annex N (normative):
Enhancements to the access security to enable SIP Digest

N.1 SIP Digest 
SIP Digest authentication and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications. 
Editor's Note: It is ffs how IMS network entities can enforce this condition.  It is envisioned that network-provided P-Access-Network-Info headers, cf. TR 33.803 and TS 24.229, can be used to solve this issue.
The provisions in Annex N are optional for implementation. The provisions in Annex N are optional for use. However, the use of one of the authentication mechanisms in this specification is mandated.
SIP Digest shall not be used in conjunction with IPsec.
NOTE 1: The use of SIP Digest in conjunction with IPsec, as specified in the main body and in Annex N of this specification, is technically impossible because SIP Digest does not generate session keys for use with IPsec security associations.
An additional scheme for authentication is SIP Digest as specified in RFC 3261 [6]. SIP Digest achieves mutual authentication between the UE and the HN, and is based on HTTP Digest as specified in RFC 2617 [12]. The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI. The HSS and the UE share a preset secret (e.g., a password) associated with the IMPI. The generation of the authentication challenge shall be done in the same way as specified in RFC 2617 [12] and this document. 

It is the policy of the HN that decides if an authentication shall take place for the registration of an additional IMPU that is not part of the already registered set of IMPUs associated with the same IMPI. 
If a UE supports SIP Digest as well as further authentication methods, the UE shall proceed as follows:  

-
If the access network is of a type defined in 3GPP specifications then the UE shall not select SIP Digest, in accordance with the requirement at the start of this clause. 
NOTE 2: The rules listed in TR 33.978 [25] say how a UE can select between IMS AKA and Early IMS. 
-
If the access network is of a type not defined  in 3GPP specifications then

-
if both the UE and network support IMS AKA according to the main body or Annex M of this specification, as determined by the use of sip-sec-agree [21], the authentication method shall be IMS AKA;
-
otherwise the authentication method shall be SIP Digest as specified in Annex N of this specification.

N.2 Authentication

N.2.1 Authentication Requirements

Before a user can get access to the IM services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar, i.e. the S‑CSCF, cf. figure N.1, which will perform the authentication of the user. The message flows are the same regardless of whether the user has an IMPU already registered or not. Every SIP REGISTER message shall contain the IMPI of the user.
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Figure N.1: The IMS Authentication using SIP Digest for an unregistered IM subscriber and successful mutual authentication

The detailed registration procedures are defined in TS 24.229 [8].
The NAT traversal procedures in draft-ietf-sip-outbound [aa] and in TS 24.229 [8] clause K.4 shall apply. 

NOTE 1: It is recognized that outbound can be useful for capabilities beyond NAT traversal (e.g. multiple registrations) however this annex does not consider such capabilities at this time.
The UE should include an indication of outbound support as defined in draft-ietf-sip-outbound [aa] in all REGISTER requests. Per outbound, the P-CSCF shall be able to accept registration request with or without an indication of outbound support. However, the P-CSCF should only accept a register request without outbound support if it can determine that no NAT is present in the signaling path between the UE and the P-CSCF.

NOTE 2: It is left to stage 3 specifications how a  P-CSCF can determine whether the conditions in the preceding paragraph are met. An operator may configure all UEs and P-CSCFs in his network not to use Outbound (provided there is no roaming). Cf. also the implications of the indication of outbound support for the P-CSCF procedures after receiving SM11.
SMn stands for SIP Message n and CMm stands for Cx message m which has a relation to the authentication process:

	SM1:

REGISTER(IMPI, IMPU)


In SM2 and SM3 the P‑CSCF and the I‑CSCF respectively forwards the SIP REGISTER towards the S‑CSCF.

After receiving SM3, if the IMPU is not currently registered at the S‑CSCF, the S‑CSCF needs to set the registration flag at the HSS to initial registration pending. This is done in order to handle UE terminated calls while the initial registration is in progress and not successfully completed. The registration flag is stored in the HSS together with the S‑CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or registered at a particular S‑CSCF or if the initial registration at a particular S‑CSCF is pending. The registration flag is set by the S‑CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF shall leave the registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to the same user.

The S-CSCF shall determine the type of authentication based on the rules in Annex P. If the IMS registration request is related to SIP Digest, then the procedures below apply.
Upon receiving the SIP REGISTER the S‑CSCF shall use a SIP Digest Authentication Vector (SD-AV) for authenticating the user. If the S‑CSCF has no valid SD-AV for the specific IMPI, then the S‑CSCF shall send a request for SD-AV(s) to the HSS in CM1 where the number m of SD-AVs wanted is equal to 1. 

	CM1:

Cx-AV-Req(IMPI, m)
	


Upon receipt of a request from the S‑CSCF, the HSS sends one SD-AV to the S‑CSCF using CM2. The SD-AV consists of the qop (quality of protection) value, the authentication algorithm, realm, and a hash, called H(A1), of the IMPI, realm, and password. Refer to RFC 2617 [12] for additional information on the values in the authentication vector for SIP Digest based authentication. 
The qop value shall be set to "auth" since SIP Digest, as used in IMS, can only provide authentication, not message integrity.
	CM2:

Cx-AV-Req-Resp(IMPI, realm, domain, algorithm, qop, H(A1) )
	


The S-CSCF stores H(A1) and the nonce, and then sends a SIP 401 Auth_Challenge i.e., an authentication challenge towards the UE including the nonce in SM4. It also includes the qop and algorithm parameters. RFC 2617 [12] specifies how to populate the parameters of a 401 Auth_Challenge . 
	SM4:

401 Auth_Challenge(IMPI, realm, nonce, qop, algorithm, domain)


The I-CSCF forwards the SIP 4xx Auth_Challenge message towards the P-CSCF as SM5.

When the P-CSCF receives SM5 it shall forward the message to the UE.
	SM6:

401 Auth_Challenge(IMPI, realm, nonce, qop, algorithm, domain)


Upon receiving the challenge, SM6, the UE generates a cnonce. It then uses the cnonce as well as parameters provided in the SM6 such as nonce and qop to calculate an authentication response according to RFC 2617 [12].  This response and other parameters are put into the Authorization header and sent back towards the network in SM7.
	SM7:

REGISTER(IMPI, realm, nonce, response, cnonce, qop, nonce-count, algorithm, digest-uri)


NOTE 3: As specified in RFC 3261 [6], when  the P-CSCF receives a SIP request from the UE, the P-CSCF checks the IP address in the "sent-by" parameter of the Via header field provided by the UE. If the "sent-by" parameter contains a domain name, or if it contains an IP address that differs from the packet source IP address, the P-CSCF adds a "received" parameter to that Via header field value. This parameter contains the source IP address from which the packet was received.
The P‑CSCF forwards the authentication response in SM8 to the I‑CSCF, which queries the HSS to find the address of the S‑CSCF. In SM9 the I‑CSCF forwards the authentication response to the S‑CSCF.

Upon receiving SM9 containing the response, the S-CSCF calculates the expected response using the previously stored H(A1) and stored nonce together with other parameters contained in SM9 (e.g.,  cnonce, nonce-count, qop, as specified in RFC 2617 [12]) and uses this to check against the response sent by the UE. If the check is successful then the user has been authenticated and the IMPU is registered in the S‑CSCF. If the IMPU was not currently registered, the S‑CSCF shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently registered the registration-flag is not altered. 
 NOTE 4: Depending on its local security policy, the S-CSCF may delete H(A1) immediately after checking the Digest response, but this may then lead to an increased exposure of H(A1) on the Cx-interface as H(A1) would then have to be fetched from the HSS more often.
It shall be possible to implicitly register IMPU(s) (see clause 4.3.3.4 in TS 23.228 [3]). All the IMPU(s) being implicitly registered shall be delivered by the HSS to the S‑CSCF and subsequently to the P‑CSCF. The S‑CSCF shall regard all implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S‑CSCF will keep track of a timer for this purpose but the expiration time in the UE is smaller than the one in the S‑CSCF in order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registration is refreshed.

If the user has been successfully authenticated, the S‑CSCF sends a SM10 SIP 2xx Auth_OK message to the I-CSCF indicating that the registration was successful. The 2xx Auth_OK message contains the Authentication-Info header with a response digest as specified in RFC 2617 [12]. The response digest allows the UE to authenticate the HN. 

In SM11 the I‑CSCF forwards the SIP 2xx Auth_OK towards the P-CSCF. 
The P-CSCF associates the UE's packet source IP address along with the "sent-by" parameter of the Via header, cf. RFC 3261 [6], of the REGISTER message with the IMPI and all the successfully registered IMPUs related to that IMPI. If draft-ietf-sip-outbound [aa] is used then the P-CSCF shall also include the UE's packet source port of the REGISTER message as part of the association. This association shall be used by the P-CSCF to identify the initiator of subsequent requests as follows: one of the public user identities associated with the packet IP address (and port if applicable) is selected and asserted to the S-CSCF according to the rules in TS 24.229 [8], section 5.2.6.3.
In addition, subsequent requests (e.g. INVITE) may be authenticated with SIP Digest.
Editor's Note: It will be reviewed in the joint meeting with TISPAN on 10 October 2007 whether it is acceptable to leave the IP address check as mandatory even in the case if authentication of non-REGISTER messages is used.
The P-CSCF forwards the SIP 2xx AUTH_OK towards the UE.
NOTE 5: If a P-CSCF associated the port with the IMPI even when draft-ietf-sip-outbound [aa] was not used then the UE would be unnecessarily restricted in opening new connections during a registration. The restriction is unavoidable in the presence of NAT.

NOTE 6: The assertion of IMPUs based on checks of IP address (and ports if applicable) provides a reasonable level of security only in environments where the risk from source IP address and port spoofing or from IP address re-assignment unnoticed by the SIP application is sufficiently low. If the environment does not fulfill this condition then it is recommended to use SIP Digest in conjunction with TLS, as specified in Annex O of this specification. It is not part of this specification to determine which environments fulfill the conditions in this NOTE. This is left to specifications, possibly maintained by standardization bodies other than 3GPP, describing these environments.
Upon receiving SM12, the UE shall calculate the expected response from the HN as described in RFC 2617 [12]. To authenticate the HN, the UE shall compare its expected response to the response provided by the HN. If the comparison fails the UE shall abort the communication.

N.2.2 
Authentication failures

N.2.2.1 
User Authentication failure

If the S-CSCF detects the user authentication failure due to an incorrect response (received in SM9), the S-CSCF sends a failure notification to the UE. The S-CSCF shall set the registration-flag in the HSS to unregistered or Not registered if the IMPU is not currently registered.  To set the flag the S-CSCF sends in CM3 a Cx-Put to the HSS as shown in Figure 5. If the IMPU is currently registered, the S-CSCF does not update the registration flag. The HSS responds to CM3 with a Cx-Put-Resp in CM4.
In SM10 the S-CSCF sends a 4xx Auth_Failure towards the UE indicating that authentication has failed. No security parameters shall be included in this message.

	SM10:

SIP/2.0 4xx Auth_Failure


N.2.2.2
Network authentication failure

For network authentication failures, the flow is identical as for the successful registration in N.2.1 up to SM12. After receipt of the 2xx Auth_OK, the UE shall attempt to validate the response digest. If the response digest authentication fails, the UE shall consider registration as failed and may start a new registration.
N.2.2.3
Incomplete Authentication

When the S-CSCF receives a new REGISTER request and challenges this request, it considers any previous authentication to have failed. It shall delete any information relating to the previous authentication, although the S-CSCF may send a response if the previous challenge is answered. A challenge to the new request proceeds as described in clause N.2.1.

If the S-CSCF does not receive a response to an authentication challenge within an acceptable time, it considers the authentication to have failed. If the IMPU was not already registered, the S-CSCF shall send a Cx-Put to the HSS to set the registration-flag for that IMPU to Not registered or unregistered (see message CM3 in clause 6.1.2.2). If the IMPU was already registered, the S-CSCF does not change the registration-flag.

N.2.3
SIP Digest synchronization failure

For SIP Digest based authentication, the UE can not detect synchronization failures when processing SM6 but the S-CSCF can check if the nonce value in SM9 is invalid with a valid digest for that nonce (indicating that the client knows the correct username/password) to determine that a synchronization failure has occurred. 
Another possible synchronization failure may occur (e.g. during a replay attack) when the nonce-count value (sent by the UE) is different from the one expected by the network. In order to detect such a synchronization failure, the S-CSCF shall store the value of the nonce-count value sent by the specific UE (in the SM7) during the last successful authentication.

In both of these situations, the S-CSCF shall reject the request and send out the challenge (i.e., SM4) again using a new nonce.  The stale parameter in the www-Authenticate header is set to TRUE (case-insensitive) in this message. 

For SIP Digest, when the UE receives the challenge with the stale parameter in the www-Authenticate header set to TRUE, it shall retry the REGISTER request with a new response with Digest computed over the new nonce (i.e., starting from SM7 in Figure N.1).
N.2.4
Network Initiated authentications

In order to authenticate an already registered user, the S-CSCF shall send a request to the UE to initiate a re-registration procedure. When received at the S-CSCF, the re-registration shall trigger a new SIP Digest procedure that will allow the S-CSCF to re-authenticate the user.

The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the UE does not initiate the re-registration procedure after the request from the S-CSCF, the S-CSCF may decide to de-register the subscriber or re-issue an Authentication-Required.
**********************************END FIFTH CHANGE*********************
************************************SIXTH CHANGE***********************
Annex O (normative):
Enhancements to the access security to enable TLS
O.1
TLS

O.1.1
TLS Access Security

TLS access security and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications.

SIP Digest, as specified in Annex N, shall be used when TLS access security, as specified in Annex O, is used. 

The provisions in Annex O are optional for implementation. The provisions in Annex O are optional for use.
NOTE: If the risk of man-in-the-middle attacks in the access network between UE and P-CSCF cannot be ruled out then the operator should configure the UEs such that the UEs always use either TLS, according to Annex O, or IPsec, according to the main body or Annex M, or abort the communication. Otherwise, there is a risk of a man-in-the-middle bidding down the UE to "no signalling security" without the P-CSCF even noticing, even when both, the UE and P-CSCF support TLS and want to use it.

O.1.2
Confidentiality protection

Operators shall take care that the deployed confidentiality protection solution and roaming agreements fulfils the confidentiality requirements presented in the local privacy legislation. 
When TLS is used to protect signalling information between the UE and the P‑CSCF, the following confidentiality mechanisms are provided for TLS based access security: 
1.
Negotiation of TLS related confidentiality protection features shall take place at the TLS layer as specified in clause O.2. 

2.
The UE shall always offer TLS CipherSuites to the P-CSCF to be used for the session, as specified in RFC 2246 [cc] and clause O.2.1. 
3.
The P-CSCF shall decide which TLS CipherSuites are used, as specified in RFC 2246 [cc].
Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].
O.1.3
Integrity protection

When TLS is used to protect signalling information between the UE and the P‑CSCF, the following integrity mechanisms are provided for TLS based access security:

1.
Negotiation of TLS related integrity protection features shall take place at the TLS layer. 
2.
The UE shall always offer TLS CipherSuites for P-CSCF to be used for the session, as specified in RFC 2246 [cc] and clause O.2.1. 
3.
The P-CSCF shall decide which TLS CipherSuites are used, as specified in RFC 2246 [cc].
4.
The UE and the P- CSCF shall both verify that the data is sent and received according to RFC 2246 [cc].  This verification is also used to detect if the received data has been tampered with.

5.
Replay attacks and reflection attacks shall be mitigated by using the mechanism provided by TLS.
6. UE and P-CSCF shall verify the identities of the TLS session endpoints according to clause O.2.1.

Integrity protection between CSCFs and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].

O.1.4
TLS integrity protection indicator

For REGISTER messages protected by TLS according to this Annex, the P-CSCF shall attach an appropriate indicator to the message when forwarding it to the S-CSCF. This indicator shall enable the S-CSCF to distinguish between protection by IPsec according to the main body or Annex M and protection by TLS according to this Annex. For more details on the use of this indicator cf. clause O.2.2. When a REGISTER message is not protected by TLS the P-CSCF shall not include any indication about integrity protection by TLS in the messages.
O.2
TLS Session set-up procedure

O.2.1
TLS Profile for TLS based access security
The UE and the P-CSCF shall support the TLS version as specified in RFC 2246 [cc]. 
Editor’s Note: TLS CipherSuites and X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs.
-
Protection mechanisms:

-
The UE and P-CSCF shall support the CipherSuites TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_AES_128_CBC_SHA.  All other CipherSuites as defined in RFC 2246 [cc] and RFC 3268 [bb] are optional for implementation.
-
CipherSuites with NULL encryption may be used. The UE shall always include at least one CipherSuite that supports (non-NULL) encryption during the handshake phase.

-
CipherSuites with NULL integrity protection (or HASH) are not allowed.
-
The key exchange method shall not be anonymous. Hence CipherSuites with anonymous Diffie-Hellman key exchange (all CipherSuites with key exchange algorithm DH_anon or DH_anon_EXPORT) are not allowed.

-
RFC 2246 [cc] supports the negotiation and use of compression methods. However, since these methods are not specified within RFC 2246 [cc], compression shall not be used. 

-
Authentication of the P-CSCF

-
The P-CSCF shall be authenticated by the UE as specified in RFC 2246 [cc] by presenting a valid server certificate.  The P-CSCF certificate profile shall be based on TLS certificates as presented in clause O.5.1.  

-
Authentication of the UE

-
The P-CSCF shall not request a certificate in a Server Hello Message from the UE.  The HN shall authenticate the UE as specified in Annex N of this specification. 

-
Verification of the TLS session endpoints

-
In order for the UE to be able to trust the TLS session endpoint, the P-CSCF certificate shall be used during the authentication procedure. 
-
In order for the P-CSCF to be able to trust that the UE, which was authenticated according to Annex N, is the TLS session endpoint, the P-CSCF shall use the mechanism for associating the TLS Session ID with registration parameters IP address, port, IMPI, IMPU(s), specified in clause O.2.2, and shall have assurance that man-in-the-middle attacks can be mitigated, e.g. by following the rules in the NOTE in clause O.1.1. 
-
TLS session parameters

· The TLS Handshake Protocol negotiates a session, which is identified by a Session ID. 
-
The lifetime of a Session ID is subject to local policies of the UE and the P-CSCF. A recommended lifetime is one hour (or at least more than the re-REGISTRATION time out). The maximum lifetime specified in RFC 2246 [cc] is 24 hours. The procedure for TLS session re-negotiation in IMS is specified in clauses O.4.1 and O.4.2.

-
Ports

-
The P-CSCF shall be prepared to accept TLS session requests on port 5061 or on a port published by the operator.

-
Forwarding requests

-
The procedures for forwarding requests by the edge proxy in draft-ietf-sip-outbound [aa] shall apply to the P-CSCF when managing TLS connections. 

NOTE 1: The use of draft-ietf-sip-outbound [aa] in conjunction with TLS is needed so that terminating requests can re-use an existing TLS connection.
O.2.2
TLS session set-up during registration 
The TLS session set-up procedure is necessary in order to decide what security services to apply and when the security services start. In the IMS, authentication of users is performed during registration. Subsequent signalling communications in this session will be integrity protected based on the TLS session that was established during the authentication process.

The set-up of the TLS session between the UE and the P-CSCF is based on the TLS profile specified in clause O.2.1. The sip-sec-agree negotiation according to RFC 3329 [21] is performed during the registration procedure to negotiate the choice of the security mechanism. Annex H of this specification describes the parameters of RFC 3329 [21] for the set-up of TLS sessions. 
The following describes how TLS session set-up is integrated with the initial registration procedure described in Annex N.1:

Up to and including message SM6 received by the UE, the procedures for the cases with and without TLS are identical, except for the following:

-
In SM1 the UE includes sip-sec-agree negotiation headers according to RFC 3329 [21], which must include one header with value "tls" (cf. annex H), if TLS is to be used.

-
In SM 6 the P-CSCF includes sip-sec-agree negotiation headers, which must include one header with value "tls" and the highest q-value of all security mechanisms common to UE and P-CSCF (cf. annex H), if TLS is to be used.

After receiving SM6, when TLS was selected by the P-CSCF the procedure continues as follows: 
-
the UE performs a TLS handshake with the P-CSCF;

-
after successful establishment of a TLS connection, the UE sends SM7 over this TLS connection, including sip-sec-agree negotiation headers; 

-
the P-CSCF then sends SM8, together with a TLS integrity protection indicator indicating the logical value "authentication pending". 

-
the S-CSCF receives this message as SM9 and treats it according to Annex N. If the authentication of the UE is successful the S-CSCF shall associate the registration with the local state "tls-protected". 

-
when the P-CSCF receives message SM11 (200 OK) it shall associate the UE's IP address and port of the TLS connection with the TLS Session ID, the IMPI and all the successfully registered IMPUs related to that IMPI. From this point on, the P-CSCF shall not accept any SIP signalling messages outside the TLS connection other than REGISTER messages, messages relating to emergency services in accordance with [8] and [31], and error messages.

-
after the UE has received SM12 it shall not accept any SIP signalling messages outside the TLS connection other than responses to REGISTER messages, messages relating to emergency services in accordance with [8] and [31], and error messages.

An S-CSCF shall accept a REGISTER message with a TLS integrity protection indicator indicating "authentication pending" only if it contains a verifiable Digest value computed over a valid challenge according to Annex N.

NOTE: The S-CSCF may have a local security policy to treat messages other than initial REGISTER messages, messages relating to emergency services, and error messages, differently depending on whether the registration is associated with the state "tls-protected".

O.3
Error cases in the set-up of TLS sessions

O.3.1
Error cases related to TLS

Errors related to SIP Digest failures are specified in Annex N. However, this clause additionally describes how these shall be treated, related to security setup.

O.3.1.1
User authentication failure

If the UE response does not match with the response calculated by the S-CSCF, the authentication of the user fails at the S-CSCF. The S-CSCF shall send a 4xx Auth_Failure message to the UE, via the P-CSCF.  Afterwards, both the UE and the P-CSCF shall close the TLS connection and delete the associated TLS session if one was established. 

O.3.1.2
Network authentication failure

If the UE is not able to successfully authenticate the network due to failed validation of the P-CSCF certificate, the UE shall send an alert message to the P-CSCF, which includes the failure information as specified in RFC 2246 [cc].

O.3.1.3
Synchronisation failure

When the UE receives the challenge with the stale parameter in the www-Authenticate header set to TRUE, the UE shall retry the REGISTER request with a new encrypted response.  The existing TLS session shall be used for the retry.

O.3.1.4
Incomplete authentication

If the UE responds to an authentication challenge from a S- CSCF, but does not receive a reply before the request times out, the UE shall start a new registration procedure if it still requires any IM services.  

O.3.2
Error cases related to the Security-Set-Up

The requirements in clauses 7.3.2.1 and 7.3.2.2 apply.

O.4
Management of TLS sessions

O.4.1
Management of TLS sessions at the UE

The UE shall be involved in only one registration procedure at a time, i.e., the UE shall remove any data relating to any previous incomplete registrations, including any TLS connection and session successfully created in a previous incomplete registration procedure.
The UE may initiate a TLS session renegotiation at any time. When the UE receives a HELLO request from the P-CSCF it should initiate a renegotiation. The UE shall send all TLS session renegotiation messages inside the existing TLS connection, according to RFC 2246 [cc].

When the TLS connection is lost the UE shall initiate a registration procedure according to Annex N.

O.4.2
Management of TLS sessions at the P-CSCF

The lifetime of the TLS session negotiated between the UE and the P-CSCF is subject to local policies. 
The P-CSCF may trigger a TLS session renegotiation at any time by sending a HELLO request message to the UE. The P-CSCF shall send this message and all TLS session renegotiation messages inside the existing TLS connection, according to RFC 2246 [cc]. According to its local policy, the PCSCF may abort the communication if the UE does not initiate a TLS session renegotiation.

When the TLS session renegotiation is successfully completed, the P-CSCF shall replace the old Session ID with the new TLS Session ID associated with the UE's IP address and port of the TLS connection, the IMPI and all the successfully registered IMPUs related to that IMPI, cf. clause O.2.2.

The P-CSCF shall accept TLS handshake messages outside TLS connections associated with an existing registration only during a registration procedure according to Annex N. 

O.4.3
Authenticated re-registration

If the UE has an already active TLS session, then it shall use this to protect the REGISTER message for re-registration. 

When the P-CSCF receives a REGISTER message protected by a TLS session whose TLS Session ID is associated with an IMPI from a previously successful registration (cf. O.2.2), then the P-CSCF shall verify that the IMPI in the REGISTER matches the IMPI associated with the TLS Session ID. If the IMPIs match, then the P-CSCF shall forward this REGISTER message together with a TLS integrity protection indicator indicating the logical value "authentication complete".

When the S-CSCF receives a REGISTER message with a TLS integrity protection indicator indicating the logical value "authentication complete" it may authenticate the user by means of SIP Digest, according to the local security policy of the S-CSCF. 
If the UE considers the TLS session no longer active at the P‑CSCF, e.g., after receiving no response to several protected messages, then the UE should send an unprotected REGISTER message. In this case, the S‑CSCF shall determine the applicable authentication scheme according to Annex P.
O.5
TLS Certificate Profile and Validation

O.5.1
TLS Certificate

X.509 digital certificates [dd] shall be used for authentication in TLS. All X.509 certificates shall be signed by a trusted party. The certificates shall be profiled as follows: 

Editor’s Note: TLS CipherSuites and X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs.
	TLS Server Certificates

	Subject Name Form
	C=<Country>
O=<Company>
CN=<FQDN>

Additional fields may be present in the subject name.

FQDN is the server’s fully qualified domain name (e.g., server.example.com). Only a single FQDN is allowed in the CN field.

	Intended Usage
	These certificates are used to authenticate TLS handshake exchanges (and encrypt when using RSA key exchange). 

	Validity Period
	Set by operator policy

	Modulus Length
	1024, 1536, 2048

	Extensions
	KeyUsage[critical](digitalSignature, keyEncipherment)

extendedKeyUsage (id-kp-serverAuth, id-kp-clientAuth)

authorityKeyIdentifier (keyIdentifier=<subjectKeyIdentifier value from CA cert>)


O.5.2
Certificate validation

TLS certificates shall be verified as part of a certificate chain that chains up to a trusted Root certificate.  The chain may contain intermediate Certification Authority (CA) certificates. 

Usually the first certificate in the chain is not explicitly included in the certificate chain that is sent by the P-CSCF to the UE. In the cases where the first certificate is explicitly included, it shall already be known to the verifying party ahead of time and shall not contain any changes to the certificate, with the possible exception of the certificate serial number, validity period and the value of the signature.  If changes other than the certificate serial number, validity period and the value of the signature exist in the root certificate that was sent by the P-CSCF to the UE in comparison to the known root certificate, the UE shall conclude that the certificate verification has failed. 

UEs shall build the certificate chain and validate the TLS certificate according to the "Certificate Path Validation" procedures described in [dd]. In general, X.509 certificates support a liberal set of rules for determining if the issuer name of a certificate matches the subject name of another. The rules are such that two name fields may be declared to match even though a binary comparison of the two name fields does not indicate a match. [dd] recommends that certificate authorities restrict the encoding of name fields so that an implementation can declare a match or mismatch using simple binary comparison. Accordingly, the DER-encoded tbsCertificate.issuer field of a certificate shall be an exact match to the DER-encoded tbsCertificate.subject field of its issuer certificate.  An implementation may compare an issuer name to a subject name by performing a binary comparison of the DER-encoded tbsCertificate.issuer and tbsCertificate.subject fields.

O.5.3
Certificate Revocation

Certificate Revocation Lists (CRLs) may be checked as part of certificate path validation. The CRL profile and how a UE obtains a CRL is not defined.
******************************END SIXTH CHANGE*************************

***************************START SEVENTH CHANGE***********************

Annex P (normative):
Co-existence of authentication schemes IMS AKA, Early IMS and SIP Digest

The authentication schemes IMS AKA and SIP Digest are specified in the main body and Annex N of this specification respectively. Early IMS is specified in TR 33.978 [25]. 
The way the S-CSCF will determine the authentication scheme associated with a registration request is ffs.
*****************************END SEVENTH CHANGE***********************
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