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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This document specifies the security architecture, i.e., the security features and the security mechanisms for the evolved packet system and the evolved packet core, and the security procedures performed within the evolved packet system (EPS) including the evolved packet core (EPC) and the evolved UTRAN (E-UTRAN).
Editor’s note: it should be considered adding tables with security-relevant data to be maintained in each entity, similar to TS 33.103.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.

[2]

3
Definitions, symbols and abbreviations

<Delete from the above heading those words which are not applicable.>

<Subclause numbering depends on applicability and should be renumbered accordingly.>

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Access Security Management Entity: this is an entity which receives the top-level keys in an access network from the HSS. For LTE access networks, the role of the ASME is assumed by the MME.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

||
Concatenation
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
 Access Security Management Entity

CP
Control Plane 

eNB
Evolved Node-B
EPC
Evolved Packet Core

EPS
Evolved Packet System
E-UTRAN
Evolved UTRAN
MAC
Medium Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

UE
User Equipment
UP
User Plane

3.4
Conventions

All data variables in this specification are presented with the most significant substring on the left hand side and the least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring. Where a variable is broken down into a number of substrings, the leftmost (most significant) substring is numbered 0, the next most significant is numbered 1, and so on through to the least significant.
4
Overview of Security Architecture 

<This section explains the  high-level architecture of SAE / LTE  security>
5
Security Features 

5.1 User-to-Network security

5.1.1 User identity confidentiality

User identity confidentiality is as defined by TS 33.102 clause 5.1.1

From subscriber’s privacy point of view, the MSIN (also IMEI) should be confidentiality protected.
5.1.2 Entity authentication
Entity authentication is as defined by TS 33.102 clause 5.1.2
5.1.3 User data and signalling data confidentiality 

Ciphering shall be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining when ciphering key is available. 
The NAS signalling shall be confidentiality protected.

User plane confidentiality protection shall be done at PDCP layer.
NOTE: The MAC layer does not provide confidentiality protection
5.1.4 User data and signalling data integrity

Integrity protection shall be provided to RRC-signalling.

Integrity protection shall be provided to NAS signalling.

User plane packets between the eNB and the UE shall not be integrity protected.
NOTE: The MAC layer does not provide integrity protection.

5.1.5 Mobile equipment identification
5.2 Security visibility and configurability

Editor’s Note: this covers stuff like ciphering indicator, and security settings which could be made by the user, cf. TS 33.102, section 5.5. Probably not a mere reference, but an adaptation of TS 33.102, section 5.5, would be appropriate.

5.3 Security requirements on eNodeB

Editor’s Note: the suitable location for these requirements and, possibly, implementation guidelines, is ffs. 

5.4 Other security features

Editor’s Note: in TS 33.102, section covers other topics, such as User domain security (e.g. user-UICC interaction) and application security (e.g. USIM toolkit). Currently, nothing new is expected here compared to UMTS, so it is ffs whether to include corresponding material here. Maybe a reference would be useful here?
6
Security Procedures between UE and EPC Network Elements

Editor’s Note: the core network elements under consideration in this section are ASME and HSS including Authentication Centre and, if applicable, AAA server. 
Editor’s Note: by definition, the ASME for E-UTRAN  is the MME. Security procedures involving the MME, but no other core network elements, are specified in section 7. 
6.1 Authentication and key agreement 

6.1.1 AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

The requirements on EPS AKA are:

a) EPS AKA shall be based on USIM and (possible) extensions to UMTS AKA. In particular, a Rel-99 USIM shall be sufficient for access to E-UTRAN.

b) Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.
c) EPS AKA shall produce keys forming a basis for user plane and control plane protection (ciphering, integrity) of NAS and AS.
NOTE: Key derivation requirements of AS and NAS keys can be found in clause 7.2.1

As EPS AKA is based on UMTS AKA (see TS 33.102), it is based on following long term keys shared between UE and HSS:

· K  is the permanent key stored on the USIM and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS context or a legacy context, as described in section 6.1.2
As a result of the authentication and key agreement, an intermediate key KASME  shall be generated which is shared between UE and ASME. How this is done is described in clause 6.1.2

6.1.2 Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more MME security contexts (RAND, AUTN, RES, KASME) including a fresh authentication vector from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure X: Distribution of authentication data from HE to MME

An MME security context is derived from the authentication vector defined in TS 33.102 clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity.

Editor's Note: The key derivation function is to be specified later.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors to the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of MME security contexts and retrieve them from the HSS database or may compute them on demand. 

The HE sends an authentication response back to the MME that contains the requested information.  If multiple MME security contexts had been requested then they are ordered based on sequence number.

6.1.3 Reporting authentication failures





6.2 SAE key identification

6.3 EPS key properties

Editor's Note: This refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8. text on Key Identification (KSI) is to be added.

If KASME is stored in the ME, it should be deleted when the ME is powered down or when the UICC is removed.
KASME shall never leave the EPC.
7 
Security Procedures between UE and EPC Access Network Elements 

7.1 Mechanism for user identity confidentiality

Editor’s Note: cf. TR 33.102, sections 6.1, 6.2
7.2 Handling of user-related keys in E-UTRAN
Editor’s Note: cf. TR 33.821, section 7.4.7
7.2.1 E-UTRAN key hierarchy and key bindings

Editor’s Note: cf. TR 33.821, section 7.4.7

[image: image4]
Figure Y: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:
a) The EPC and E-UTRAN shall allow for keys of length 128.

b) The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The Key hierarchy includes following keys; KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic.   
Keys for NAS traffic: 

· KNASint is a key, which may only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.
· KNASenc is a key, which may only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm. 
7.2.2 E-UTRAN key setting during AKA

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 
7.2.3 E-UTRAN key identification

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.6
7.2.4 E-UTRAN key lifetimes

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the KeNB and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB shall be deleted in the eNB while UE is in idle mode. 

If RRC/UP keys are corrupted (e.g. ciphering/integrity fails continuously, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 
In case KASME is invalid, a KSI with value "111" shall be sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful AKA authentication.
7.2.5 Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption, RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the capabilities of the ME,

· the capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms
NOTE: It is ffs whether the above bullet is needed.
NOTE: Capabilities refer to the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated (“bidding down protection of networks choice”).

d) The capabilities the ME sent to the network shall be repeated in an integrity protected message to the ME such that “bidding down attacks” against the ME’s capabilities can be detected by the ME.
7.2.6 Key handling in idle-to-active and active-to-idle transitions
Editor’s Note: cf. TR 33.821, sections 7.4.9. This subsection also includes considerations on key derivations.
As a general principle, on idle to active transitions, RRC protection keys and UP protection keys shall be generated as described in section 7.2.1 while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility. On active to idle transitions, eNBs shall delete the keys they store after a predefined period such that state for idle mode UEs only has to be maintained in MME. 

Idle to active transition 

Editor's Note: Still under discussion in TR 33.821

Active to idle transition 

On active to idle transitions we assume that eNB does no longer store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. 

In particular, on active to idle transitions:

· The eNB deletes KeNB ,  KRRCenc and KRRCint   and KUPenc
· MME keeps KASME stored. 
On active to idle transitions MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 
7.2.7 Key handling in idle mode mobility
Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.

7.2.8 Key handling in handover
Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

7.2.9 Key-change-on-the fly
Editor’s Note: this section is ffs as this feature has not been agreed yet by 3GPP. 
7.3 UP security mechanisms

7.3.1 UP confidentiality mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
7.4 RRC security mechanisms

7.4.1 RRC integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

7.4.2 RRC confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
7.5 Signalling procedure for periodic local authentication

Editor’s Note: cf. TS 33.102, section 6.4.7. It is ffs whether an equivalent is needed in E-UTRAN
8
Security mechanisms for non-access stratum signalling
Editor’s Note: it is ffs whether section 8 should rather be a subsection of section 7.
8.1 NAS integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

8.2 NAS confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
9
Security interworking between LTE and UTRAN 

9.1 Idle mode mobility

9.2 Handover

10
Security interworking between LTE and GERAN

10.1 Idle mode mobility

10.2 Handover

11
Network Domain Security 

Editor’s Note: cf. TR 33.821, sections 8
Editor’s Note: it is expected that the Network Domain security mechanisms are specified in 3G TS 33.210. It is specified in this section how 3G TS 33.210 is applied to SAE and LTE. It is ffs whether this section is needed or whether the application of Network Domain security in SAE/LTE-specific is entirely specified in 3G TS 33.210. 
Editor’s Note: it is ffs whether security mechanisms beyond those specified in 3G TS 33.210 are needed to secure the GTP-based or IETF-based S5/S8 reference point, cf. 3G TS 23.401, section 4.6.1. 
12
Security Aspects of Emergency Call Handling 
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