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1. Introduction

At SA3#48 an attack was discussed in which a compromised eNB can fool a non-compromised eNB into believing that a UE does not support a certain encryption algorithm in an active mode handover situation.
This contribution discusses the attack and some solution proposals.

2. The attack

The attack works as follows. A UE is attached to the compromised eNB (source) and performs a handover to a non-compromised eNB (target). The source eNB informs the target eNB that the UE is currently using a broken algorithm, or the NULL algorithm (the current algorithm is henceforth called CA). The source eNB may also modify the list of allowed algorithms (AA) received from the MME at attach before sending it to the target eNB. We assume that the AA is a subset of the algorithms supported by the UE, and only includes the ones that the EPC allows to be used.
Since the target eNB is assumed to continue using the CA, it will use the broken algorithm even though the UE is able to support stronger algorithms.

When the UE is further handed over to other non-compromised eNBs, the broken algorithm will continue to be used.
3. Solutions
Several solutions to the problem can be envisioned. 

3.1 Target eNB always tries to "upgrade" algorithms

One possibility is that all eNBs has configured a list of the algorithms it supports, sorted in preferred order. If the CA is not the best one supported by the UE (in the AA list) and by the eNB, the target eNB shall chose the best one they have in common.

One problem with this approach, is that the target eNB bases its knowledge on what the UE supports, on what it receives from the source eNB. Since the assumption is that the source eNB is compromised, it can modify the AA list before sending it to the target eNB.
3.2 UE informs eNB about AA
An amendment to the above scheme, is that the UE includes the AA in handover complete message. If the target eNB notices that the AA list received from the source eNB and the AA list received from the UE differ, it can conclude that something is wrong. Different actions can be taken:

1. In case the RRC SMC originates in the eNB, the eNB may send a new RRC SMC to the UE based on the AA list it received from the UE it self; effectively upgrading to the best common algorithm.

2. In the case the RRC SMC originates in the MME, the eNB can inform the EPC about the mismatch, and request that the RRC is restarted, or that a new AKA is run. This information can be sent, e.g., in the path-switch message.

It shall be noted that it may be possible for the source eNB to send a faked RRC message on behalf of the UE to the target eNB (and deleting the one sent by the UE). Since the source eNB has all the information to derive the RRC keys, it can also spoof the AA list sent from the UE to match the one it provides the target eNB with.
3.3 UE informs MME about the selected algorithm
The UE may inform the MME about the selected algorithm. This can be done by sending a NAS message after the handover is complete, or by piggy backing a NAS message in the handover complete message. If the NAS message is piggybacked on the handover complete message, the target eNB includes the NAS message in the path-switch message to the MME.
It is possible that the UE only sends this NAS message in those cases that it is running with an algorithm that is less preferable than the optimum, if it is seen as too much signalling. 

It can be argued that if also the target eNB is compromised, it could refrain from delivering the NAS message to the MME. A solution to this can be that the UE drops a connection or tries to find another eNB in case it does not get an ACK to the NAS message from the MME (the UE may retry several times before giving up).

When the MME receives the selected algorithm used by the UE, it can compare it to the UE's capabilities, and the eNBs capabilities and react according to operator policy if there is a mismatch. Appropriate actions can be to drop the UE, run a new AKA, send technicians to the eNB site (both the source and target eNB sites), etc.
Sending an integrity protected NAS message from the UE to the MME, also has the added benefit that the MME can be assured that the UE is presently connected to the eNB. This counters the threat that a malicious eNb sends faked path-switch messages to the MME. 
3.4 System wide algorithm policy
The MME can at attach send the UE a list of algorithms that are allowed to be used in the whole network, during the attach procedure (maybe in the NAS SMC). This solution has some draw backs:

1. Assuming both algorithms gets broken, and that a new stronger algorithm is introduced. In this case, it is not possible to require that the two broken algorithms are not used until all eNBs are upgraded with the new algorithm.
2. In case part of the network is running the NULL algorithm in some small area for testing purposes, then the entire network must allow the NULL algorithm.

3.5 Do nothing

One option is of course to leave the attack without a countermeasure. However, considering for example the case where an eNB located an airport is compromised and performs as described in Section 2, we do not think that this problem shall be ignored. Therefore, this is not an option.

4 Conclusions and proposal
The above described bidding down attack can be mounted unless something is done to prevent it. We consider the threat big enough to warrant some form of protection. 

The solution where the UE informs the MME (Section 3.3) about a non-optimal algorithm choice, provides sufficient protection to allow the operator to be aware of the situation and take appropriate action. If, in addition, algorithm "upgrading" (Section 3.1) is used, the network gets a possibility to self-heal from the attack.
We propose that SA3 protects against this attack, and an LS (where this contribution is attached) is sent to SA2, RAN2 and RAN3 to evaluate the above mentioned countermeasures or that they propose other ways to convey the information between the involved entities. 

If SA3 decides that this attack is not worth protecting against, it proposed that the attack is included in TR 33.821, and that the arguments for not protecting against it, is documented for future use.
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