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1 Introduction

This contribution provides an update of the attack model in appendix of TR 33.801. The updates include corrections to the model itself, and assignments of probability values to the leaf attacks.

Once these values are agreed, they can be propagated to the rest of the attacks, and in particular the root attacks. This gives the possibility to achieve the same type of ranking of the risks for the un-patched system, as is present in the main body of the TR.  In addition to this, the risks can also be ranked when the proposed countermeasures are applied. By doing this the different countermeasures (and combination of countermeasures) can be compared against each other from a security point of view.
The latest version (v1.2.0) of the TR is not present on the SA3 web-site, but is present in S3-060597.
2 Conclusion and proposal
It is proposed that SA3 agrees on the pseudo CR below, and in particular the probability values assigned to the leaf attacks at the end of the P-CR, since further analysis is not possible until those values are fixed.

	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Annex A (informative):
Alternative Threat Analysis

This annex describes an alternative threat analysis to Section 9, that is more formal in its nature.
Editor's Note: There may be contradictions between this annex and Section 9. There may be information missing here that is present in Section 9, and vice versa. It is still believed that this can be helpful in the analysis, so both alternatives are kept. Corrections to make the two versions converge are to be made when identified.

A.0 Basic attacks

This section defines a number of basic attacks (and relation between these in an attack graph) that are not interesting to an attacker by themselves, but are used as building blocks to combine attacks against the assets the attacker is ultimately interested in. For example, a basic attack may be to get hold of Ki, whereas what the attacker is really interested in is to make free phone calls using the Ki as authentication credential.

The following notation will be used throughout the remainder of the document.

The letters X, Y and Z are intended to be read as X is one of {CP, UP}, Y is one of {CS, PS} and Z is one of {TRP, AIR}. In some cases, an attack can be performed, e.g., either on the transport side or on the air interface to reach the same effect. In those cases the parameter Z has been left out. The same reasoning applies to X and Y as well.

The qualifiers AIR and TRP are defined as:

AIR := link between UE and BS

TRP := link between BS and node above RAN, i.e., SGSN/MSC

When an attack has a parameter for a qualifier, it means that any of the defined values can be substituted for the parameter. This must be done consistently, e.g.:

Attack_1_CP_CS_Z & Attack_2_CP_CS_Z 

is a shorthand for:

Attack_1_CP_CS_TRP & Attack_2_CP_CS_TRP    OR     Attack_1_CP_CS_AIR & Attack_2_CP_CS_AIR
A.0.1 Approach 

Each attack except the leaf-attacks in the graph is instantiated by one or more sub-attacks. Some of these sub-attacks must be performed together to instantiate the attack (they are connected by a logical AND). Therefore, if an attack A can be instantiated by sub-attack B or sub-attacks C and D taken together, it is possible to assign probability like values to the attacks B, C and D (depending on how likely it is that an attacker can perform the attack). The probability values are assigned according to Table 2, and the lower the probability value, the less likely it is that the attacker can perform the attack.To evaluate the expression "A = B OR C AND D", the AND-operator is taken to be the minimum of the values of attack C and attack D, since both these attacks must be performed to perform attack A; the OR-operator is taken to be the maximum of the value of attack B and the value of C AND D, since either of these paths lead to attack A. 
With the proposed countermeasures in mind, sub-attacks have been added so that the expressions above evaluates to the lowest possible probability value in case the countermeasure is implemented. For example, A/Gb tunneling within IPsec (see Section 11.6) requires that confidentiality of traffic must be considered in two parts:  the confidentiality provided by the IPsec tunnel and the confidentiality provided by the encryption between the UE and the base station. The attack against confidentiality of the traffic is hence defined as:

Break_confidentiality := Break_hop_by_hop_confidentiality & Break_e2e_confidentiality,
Where "hop_by_hop" refers to the UE to base station encryption and "e2e" refers to the IPsec tunnel. A countermeasure which implies that the traffic is protected between the UE and the base station in one hop, and from the base station to the MSC/SGSN in a second hop is also catered for (it was with this in mind that the name "hop-by-hop" for this protection appeared). To compute the probability value for that the confidentiality can be breached, the following procedure can be applied. If one is reasonably convinced that the attacker can break the encryption on the UE to base station interface, one sets Break_hop_by_hop_confidentiality to 3 . Now, if the IPsec tunnel is applied, one sets Break_e2e_confidentiality to 1 (if we believe that the attacker is not able to break the IPsec encryption) and the resulting value for Break_confidentiality will be the minimum of 3 and 1, since both attacks must be performed. If the IPsec tunnel is not applied, one sets Break_e2e_confidentiality to 5, because it is trivial for the attacker to break the non-existing IPsec protection, and the resulting value for Break_confidentiality will be the minimum of 3 and 5, i.e., 3.


By assigning probability values to all the leaf-attacks, and propagating the probability values to the internal nodes according to the rules defined for the AND and OR operators above, all attacks in the graph will have probability values assigned.
Countermeasures can be compared based on the probability values that are assigned to the "root-attacks", i.e., the attacks that are listed as accomplishing a threat. Note that it may be the case that a countermeasure only reduces the probability of non-root attacks, and that this countermeasure would still make sense to apply, since the non-root attack itself is worth countering. This approach will give fair points to all countermeasures currently on the table (to the best of our knowledge). It may report a countermeasure not currently considered as not helping even though it does help. For example, adding a countermeasure that states that the "barred access class" message should be sent point-to-point and be integrity protected, will not show up as effective, since all identified sub-attacks assume the message is broadcast. If such a countermeasure is added later, the relations between the attacks need to be reviewed (and new sub-attacks must be added).

A.0.2 Confidentiality



The identified attacks related to confidentiality of the UP and CP are listed below. Their relations are also depicted in Figure 1. 

It is assumed throughout the text that the attacker needs to break confidentiality protection to be able to identify which messages to modify or what messages to inject/delete.

	Attack:
	Break_confidentiality_X_Y_Z

	Instantiation(s):
	Break_hop_by_hop_confidentiality_X_Y_Z & Break_e2e_confidentiality_X_Y

	Notes:
	e2e refers to protection between the UE and a node above BS (i.e., SGSN, MSC or some security gateway). It is included to ensure that the IPsec tunnel countermeasure is taken into account. Hop by hop refers to protection terminated in the BS (between UE-BS and BS-node deeper into NW).


	Attack:
	Break_hop_by_hop_confidentiality_X_Y_Z

	Instantiation(s):
	· Hijack_base_station

· False_base_station & Break_mgmnt_NW_security

· Get_session_encryption_key_X_Y_Z
· Switch_off_ciphering
· Create_two_time_pad
· Authenticate_to_NW_as_another_subscriber_X_Y_Z
· Reuse_compromized_key


	Attack:
	Break_e2e_confidentiality_X_Y

	Instantiation(s):
	Get_e2e_session_encryption_key_X_Y


	Attack:
	Get_e2e_session_encryption_key_X_Y

	Instantiation(s):
	· None

· 
· 
· 

	Notes:
	It is assumed that IPsec is secure


	Attack:
	Get_session_encryption_key_X_Y

	Instantiation(s):
	· Break_encryption_algorithm_X_Y_Z & Get_read_access_AIR
· 
· Get_partial_session_encryption_key & Get_read_access_AIR  & Do_exhaustive_search_of_rest_of_key

· Reuse_old_key_with_insecure_algorithm (attack aims at decrypting previously recorded sessions)

	Notes:
	Session key (without e2e) refers to the today existent (i.e.,  hop by hop) session key.


	Attack:
	Do_exhaustive_search_of_rest_of_key

	Instantiation(s):
	The attacker has knowledge of some of the bits in the key, and discovers the rest of the bits by exhaustive search.


	Attack:
	Break_encryption_algorithm_CP

	Instantiation(s):
	Attacker breaks an encryption algorithm used on CP.


	Attack:
	Break_encryption_algorithm_UP

	Instantiation(s):
	Attacker breaks an encryption algorithm used on UP.


	Attack:
	Reuse_old_key_with_insecure_algorithm

	Instantiation(s):
	Replay_RAND & Create_cipher_mode_cmd


	Attack:
	Get_partial_session_encryption_key

	Instantiation(s):
	Exploit weak A8 where some relations of the output bits can be deduced without knowledge of Ki


	Attack:
	Switch_off_ciphering

	Instantiation(s):
	· Create_cipher_mode_cmd & MITM_AIR

· Create_cipher_mode_cmd & MITM_TRP

· Create_cipher_mode_cmd & Hijack_base_station

	Notes:
	The ME is fooled into switching off ciphering and attacker is able to modify user payload in a controlled way.


	Attack:
	Create_twotime_pad

	Instantiation(s):
	Get_known_UP_traffic & replay_RAND

	Notes:
	The ME uses a stream cipher and re-uses a non-compromised key (and other data) that was earlier used to protect data known to the attacker to create a two-time pad (see, e.g., Section 8.4.2).  The order of collecting data and creating the two-time pad is insignificant.


	
	

	
	

	
	


	Attack:
	Cryptanalysis_of_ho_fun

	Instantiation(s):
	The session integrity/encryption key is disclosed by passive cryptanalysis of a hand-over key conversion function in combination with exhaustive search of remaining (unknown) bits.

	Notes:
	The cryptanalysis aids the attacker in knowing which keys to include in the exhaustive search. E.g., if the conversion function does not have the linearity of C3 and C4, finding the reduced (after getting the session key in GSM) exhaustive search space may not be trivial. This attack should be a sub-case of Get_session_integrity_key_X_Y_Z and Get_session_encryption_key_X_Y_Z, but is a very special case (requires UTRAN/GERAN handover), and is hence treated separately.


	Attack:
	App_layer_cryptanalysis

	Instantiation(s):
	An attacker cryptanalyses an application security solution, where the GSM security context is used in an application independent way.

	Notes:
	This attack should be a sub-case of Get_session_integrity_key_X_Y_Z and Get_session_encryption_key_X_Y_Z, but is a very special case, and is hence treated separately
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Figure 1. The relation between the identified attacks on confidentiality. And-gates indicate that all the sub-attacks are required in combination (logical AND) to achieve the targeted attack.

Editor's Note: The figure needs to be beautified when the relations are agreed.
A.0.3 Integrity
	Attack:
	Break_integrity_UP

	Instantiation(s):
	Break_ integrity_UP_Y_Z

	Notes:
	This attack is a technicality of the modelling; it is included because of explicit referencing.


	Attack:
	Break_integrity_CP

	Instantiation(s):
	Break_ integrity_CP_Y_Z

	Notes:
	This attack is a technicality of the modelling; it is included because of explicit referencing.


	Attack:
	Break_integrity_X_Y_Z

	Instantiation(s):
	Break_hop_by_hop_integrity_X_Y_Z  & Break_e2e_integrity_X_Y

	Notes:
	e2e refers to protection between the UE and a node above BS (i.e., SGSN, MSC or some security gateway). It is included to ensure that the IPsec tunnel countermeasure (see section 11.6) is taken into account. Hop by hop refers to protection terminated in the BS (between UE-BS and BS-node deeper into NW)


	Attack:
	Break_hop_by_hop_integrity_X_Y_Z

	Instantiation(s):
	· Hijack_base_station  

· False_base_station & Break_mgmnt_NW_security 

· Get_session_integrity_key_X_Y_Z
· Authenticate_to_NW_as_another_subscriber_X_Y_Z


	Attack:
	Break_e2e_integrity_X_Y

	Instantiation(s):
	Get_e2e_session_integrity_key_X_Y


	Attack:
	Get_e2e_session_integrity_key_X_Y

	Instantiation(s):
	· 
· 
· None

	Notes:
	Breaking integrity protection is today trivial since it does not exist in GERAN. The reason for including it is that it may be introduced as a countermeasure, and this allows verification of the effects of such a countermeasure. It is assumed that IPsec integrity protection is secure.


	Attack:
	Get_session_integrity_key_X_Y_Z

	Instantiation(s):
	· Break_integrity_algorithm_X_Y_Z & Get_read_access_AIR
· 
· Get_partial_session_integrity_key & Get_read_access_AIR  & Do_partial_exhaustive_search_of_rest_bits_of_key

	Notes:
	The corresponding attack on confidentiality, which reuses the old key with an insecure algorithm, is not applicable in the integrity protection case, since there is no use in being able to fake MACs in an old session.


	Attack:
	Break_integrity_algorithm_CP

	Instantiation(s):
	Attacker breaks an integrity algorithm used on CP.


	Attack:
	Break_integrity_algorithm_UP

	Instantiation(s):
	Attacker breaks an integrity algorithm used on UP.


	Attack:
	Break_bcast_integrity

	Instantiation(s):
	Break integrity of broadcast signalling from network to UEs, enabling the attacker to send forged messages.


	Attack:
	Get_partial_session_integrity_key

	Instantiation(s):
	Exploit weak A8 where some relations of the output bits can be deduced without knowledge of Ki.
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Figure 2. The relation between the identified attacks on integrity and getting access to read/write resources in the network. And-gates indicate that all the sub-attacks are required in combination (logical AND) to achieve the targeted attack.

Editor's Note: The figure needs to be beautified when the relations are agreed.
A.0.4 Read, write, delete traffic and Man-in-the-middle

It is important to note that all attacks described below except Hijack_base_station does not give the attacker access to any keys.
	Attack:
	Get_read_access_to_TRP (attacker is able to read bits in the transport NW)

	Attack:
	Get_read_access_to_AIR  (attacker is able to read bits in the air)

	Attack:
	Get_write_access_to_TRP (attacker is able to write bits in the transport NW)

	Attack:
	Get_write_access_to_AIR (attacker is able to write bits in the air)

	Attack:
	Get_delete_access_to_TRP (attacker is able to delete bits from the transport NW)

	Attack:
	Get_delete_access_to_AIR (attacker is able to delete bits from the air)

	Notes:
	It is assumed that read/write/delete access to PS implies read/write/delete access to CS and vice versa. It is also assumed that it is the case that read/write/delete access to UP implies read/write/delete access to CP and vice versa. Hence, all the above attacks can be parameterized by CS/PS and UP/CP.


	Attack:
	Get_read_write_access_to_TRP

	Instantiation(s):
	Get_read_access_to_TRP & Get_write_access_to_TRP

	Notes:
	Only used for notational convenience.


	Attack:
	Get_read_write_access_to_AIR

	Instantiation(s):
	Get_read_access_to_AIR & Get_write_access_to_AIR

	Notes:
	Only used for notational convenience.


	Attack:
	MITM_TRP

	Instantiation(s):
	Get_read_write_access_to_TRP & Get_delete_access_to_TRP

	Notes:
	· In practice a MITM attack on the transport side is assumed to be implemented as a false BSC, a hijacked BSC or by hijacking the wire.

· As MITM is defined, it does not imply that the attacker can read plain text, the term MITM is only used in the sense of being able to relay/delete traffic .The reason for this is to be able to differentiate between attacks where the attacker raises his own transmitter/receiver in a cell from break-ins in a base station. There are attacks that do not make use of the full power a hijacked base station gives.


	Attack:
	MITM_AIR

	Instantiation(s):
	Get_read_write_access_to_AIR & Get_delete_access_to_AIR

	Notes:
	A MITM on the air interface can be implemented by a sender/receiver in the same cell as the UE.  As MITM is defined, it does not imply that the attacker can read plain text, the term MITM is only used in the sense of being able to relay/delete traffic.


	Attack:
	False_base_station

	Instantiation(s):
	MITM_TRP & MITM_AIR

	Notes:
	Attacker disables (for example by cutting the antenna connection or cutting the power) a real base station, puts up a false base station, faking a base station (e.g. over non-authenticated micro wave link) towards the NW and fakes a NW towards the ME. Note that it is assumed that an attacker capable of putting up a false base station is also capable of connecting it to a network.  As False_base_station is defined, it does not imply that the attacker can read plain text, the term False_base_station is only used in the sense of being able to relay/delete traffic.


	Attack:
	Hijack_base_station

	Instantiation(s):
	Attacker breaks into an exiting base station. It is assumed that the attacker is able to retrieve all keys from the base station.


	Attack:
	Break_mgmnt_NW_security

	Instantiation(s):
	Break (possible proprietary) security of NW management communication.

	Notes:
	This is trivial in today's NW if proprietary protection mechanisms are not considered (but these are out of scope).




A.0.5 Attacks on bootstrap traffic

Bootstrap traffic refers to the signalling traffic that is used before (and including) the ciphering is enabled. The messages that are covered are the authentication and attach messages.
	Attack:
	Create_cipher_mode_cmd

	Instantiation(s):
	Create_valid_integrity_tag_for_cipher_mode_cmd  &  Break_integrity_CP


	Attack:
	Create_RAND

	Instantiation(s):
	Create_equivalent_random_bits

	
	


	Attack:
	Predict_RES

	Instantiation(s):
	Get_read_access_Z & Exploit weak A3 where some relations of the output bits can be deduced without knowledge of Ki

	Notes:
	It is not necessarily the case that the attacker predicts the correct RES on every try. The attack may only give him a (significant) better chance than pure guess work.


	Attack:
	Create_identification_request

	Instantiation(s):
	Build_request_packet & Break_bootstrap_integrity

	Notes:
	The attacker creates a request for the (P)TMSI and is able to circumvent the integrity protection if such is applied as a countermeasure.


	Attack:
	Build_request_packet

	Instantiation(s):
	Attacker builds a valid identification request message. This is not an attack per se, but is included for completeness.


	Attack:
	Break_bootstrap_integrity

	Instantiation(s):
	Being able to create valid messages from NW side before security is enabled (i.e., before ciphermode_cmd is sent (assuming this is the point integrity protection would be started).

	Notes:
	· Breaking bootstrap integrity protection is trivial in GERAN today as no such protection exists.

· Integrity protection may be achieved like in authenticated cipher mode command, where the list of algorithms the ME sent to the network is echoed back to the client at a later stage, with integrity protection turned on.

· Confidentiality protection of bootstrap signalling is not considered to be possible to realize, hence it is not taken into account below. The reason is that probably the only solution for bootstrap confidentiality will be based on asymmetric keys, and it is not foreseen that UEs will have such keys.


	Attack:
	Create_GPRS_attach_message

	Instantiation(s):
	Build_GPRS_attach_packet & Break_bootstrap_integrity


	Attack:
	Build_GPRS_attach_packet

	Instantiation(s):
	Attacker builds a valid message. This is not an attack per se, but is included for completeness.


	Attack:
	Create_classmark_info_message

	Instantiation(s):
	Build_classmark_info_packet & Break_bootstrap_integrity

	Notes:
	This refers to classmark messages that are sent before cipher_mode_command.


	Attack:
	Build_classmark_info_packet

	Instantiation(s):
	Attacker builds a valid message. This is not an attack per se, but is included for completeness.


	Attack:
	Break_pilot_integrity

	Instantiation(s):
	Break integrity of pilot (beacon) signalling from base stations to UEs, enabling the attacker to send forged pilot signals.

	Notes:
	· There is no protection of the pilots today.

· This is separate from the Break_bcast_integrity attack, since the message size of the pilots is so small that adding a signature and a counter/timestamp for replay protection will be very costly. Hence, separating these attacks gives the possibility to add integrity protection to all other broadcast signalling except the pilot signalling.


	Attack:
	Create_equivalent_random_bits

	Instantiation(s):
	Either copy a known RAND or create and equivalent RAND using Wagner et al's attack.


	Attack:
	Create_valid_integrity_tag_for_cipher_mode_cmd

	Instantiation(s):
	Attacker is able to forge the integrity tag of the cipher mode command (if present).


	Attack:
	Create_CMC_matching_with_RAND

	Instantiation(s):
	Create a cipher mode command whose algorithm choice matches certain bits in the RAND or the derived key.

	Notes:
	The name indicates that the CMC only has to match the RAND, but in reality it must match any parameter input to the key derivation, e.g., also algorithm name. (Special RAND and post processing of Kc are examples of countermeasures that counters this attack).


	Attack:
	Break_RAND_integrity

	Instantiation(s):
	The attacker is able to break integrity protection of RAND.  It is also included that the attacker is able to break the replay protection in this attack.



[image: image3.emf]Create_identification_request

Build_request_packet

Break_bootstrap_integrity

Create_GPRS_attach_message

Break_bootstrap_integrity

Build_GPRS_attach_packet

Create_classmark_info_message

Build_classmark_info_packet


Figure 3. The relation between the identified attacks to bootstrapping traffic, i.e., the traffic related to authentication. And-gates indicate that all the sub-attacks are required in combination (logical AND) to achieve the targeted attack.

Editor's Note: The figure needs to be beautified when the relations are agreed.

A.0.6 Attacks on Ki
	Attack:
	Get_Ki

	Instantiation(s):
	· Get_Ki_by_passive_cryptanalysis_of_AKA_algorithms

· Get_Ki_by_active_cryptanalysis_of_AKA_algorithms


	Attack:
	Get_Ki_by_passive_cryptanalysis_of_AKA_algorithms

	Instantiation(s):
	· Invert_A3 & Get_read_access_Z
· Invert_A8 & Get_session_encryption_key_X_Y_Z


	Attack:
	Get_Ki_by_active_cryptanalysis_of_AKA_algorithms

	Instantiation(s):
	· Invert_A3 & Get_read_write_access_Z
· Invert_A8 & Get_session_encryption_key_X_Y_Z & Get_write_access_Z

	Notes:
	The difference between this attack and Get_Ki_by_passive_cryptanalysis_of_AKA_algorithms is that the attacker can be weaker, in the sense that writes are required to invert A3 or A8.


	Attack:
	Exploit_weak_A3

	Instantiation(s):
	Exploit weak A3 where some relations of the output bits can be deduced without knowledge of Ki


	Attack:
	Invert_A3

	Instantiation(s):
	Attacker is able to retrieve the input to A3 given its output.


	Attack:
	Invert_A8

	Instantiation(s):
	Attacker is able to retrieve the input to A8 given its output.



[image: image4.emf]Get_Ki_by_passive_cryptanalysis_of_AKA_algorithms

Invert_A3

Get_read_access_Z

Invert_A8

Get_session_encryption_key_X_Y_Z

Get_Ki_by_active_cryptanalysis_of_AKA_algorithms

Invert_A3

Get_read_write_access_Z

Get_write_access_Z

Get_session_encryption_key_X_Y_Z

Invert_A8


Figure 4 The relation between the identified attacks directly against Ki. And-gates indicate that all the sub-attacks are required in combination (logical AND) to achieve the targeted attack.

Editor's Note: The figure needs to be beautified when the relations are agreed.

A.0.7 Impersonation and miscellaneous basic attacks
	Attack:
	Authenticate_to_NW_as_another_subscriber_X_Y_Z

	Instantiation(s):
	· 
· Predict_RES & Get_write_access_X_Y_Z


	Attack:
	Get_known_UP_traffic

	Instantiation(s):
	· Guess_packet_headers 

· Web_based_phishing_attack 

· Call_another_subscriber 

· Etc…

	Notes:
	This attack is used to gather data that can be used to mount, e.g., a two-time pad attack.


	Attack:
	Web_based_phishing_attack

	Instantiation(s):
	Attacker entices the victim to visit a web-site known to the attacker in an atempt to collect known plain-text.


	Attack:
	Guess_packet_headers

	Instantiation(s):
	Attacker can make reasonable guesses of some fields in the packet headers, e.g., IP version, IP TTL, RTP payload type.


	Attack:
	Call_another_subscriber

	Instantiation(s):
	Not really an attack, but can be used to retrieve known plain-text.


A.1Threat Analysis

For each of the assets, a threat analysis is performed against each of the security objectives relevant for that asset. For each threat, possible attacks are listed. Also the most important "sub-assets", comprising the "total asset", are identified. To simplify analysis, data modification attacks where an attacker uses a radio transmitter to change the content of messages mid-air are not considered, since these are seen as very difficult to mount and does not give the attacker any more power than if he controls a relay node.

In reality, R99+ networks will run UMTS AKA over GSM BSS (see TS 33.102), and there is always the possibility that the UE has an established UMTS security context in UTRAN and then is hand over to GERAN. However in the analysis below these cases are not considered, hence only the "worst case", i.e., when all involved entities are legacy, is considered.

A.1.1

User payload

No sub-asset.

A.1.1.1
Threats to confidentiality/privacy

Threat: sensitive user conversation/packet data is revealed. 

	Attack:
	Break_confidentiality_of_user_plane_data

	Instantiation(s):
	· Break_confidentiality_UP_Y_Z & Get_read_access_Z

· Create_twotime_pad & Get_read_access_Z

· Switch_off_ciphering & Get_read_access_Z

· Reuse_compromized_key & Get_read_access_Z


A.1.1.2
Threats to integrity/authenticity/non-repudiation

Threat: a subscriber generates traffic on behalf of another subscriber.

	Attack:
	Generate_traffic_on_behalf_of_a_subscriber

	Instantiation(s):
	Break_confidentiality_UP_Y_Z & Get_write_access_Z


Threat: A subscriber’s payload data is received incorrectly by a service (e.g. a credit card number sent over GPRS) or by another subscriber.
	Attack:
	Modify_user_data

	Instantiation(s):
	· MITM_TRP & Break_integrity_UP_Y_TRP
· MITM_AIR & Break_integrity_UP_Y_AIR
· Hijack_base_station


A.1.1.3
Threats to availability

This is either a radio DoS attack (outside scope), or faked signalling (e.g. faked "detach", "hand-off", etc), which is handled below.

A.1.2
Call set-up signalling

Sub-assets: ME/NW control messages and "identifiers" (e.g. MSISDN).

A.1.2.1
Threats to data confidentiality/subscriber privacy

Threat:  Someone can get information on who calls whom.

	Attack:
	Sniff_MSISDN

	Instantiation(s):
	· Get_read _access_AIR  & Break_confidentiality_CP_CS_AIR 

· Get_read _access_TRP  & Break_confidentiality_CP_CS_TRP

· Hijack_base_station & Break_e2e_confidentiality_CP_CS & Break_e2e_integrity_CP_CS

	Notes:
	· The attacker sniffs the MSISDN during call set-up.
· Note that Break_confidentiality_X_Y_Z consists of breaking both e2e and hop-by-hop confidentiality, and that Hjack_base_station implies that hop-by-hop confidentiality is compromised.


A.1.2.2
Threats to integrity/authenticity/non-repudiation

Threat: Calls are redirected.

	Attack:
	Redirect_call

	Instantiation(s):
	· MITM_AIR & Break_confidentiality_CP_CS_AIR & Break_integrity_CP_CS_AIR

· MITM_TRP & Break_confidentiality_CP_CS_TRP & Break_integrity_CP_CS_TRP

· Hijack_base_station & Break_e2e_confidentiality_CP_CS & Break_e2e_integrity_CP_CS

	Notes:
	There have been headlines where VoIP operators have had problems with random redirections.  If it is possible to redirect a single call it may not be too serious, but it is here assumed that it can be done generally. If the attacker is able to divert many calls to one destination, he can perform a DoS attack. The attacker can also divert calls to destinations that induce a high charging rate.


Threat: Calls are dropped.

	Attack:
	Send_faked_hangup_callreject_during_call

	Instantiation(s):
	· MITM_AIR & Break_confidentiality_CP_CS_AIR & Break_integrity_CP_CS_AIR

· MITM_TRP & Break_confidentiality_CP_CS_TRP & Break_integrity_CP_CS_TRP

· Hijack_base_station & Break_e2e_confidentiality_CP_CS  & Break_e2e_integrity_CP_CS

	Notes:
	If encryption is secure then this is slightly more difficult to perform than the previous attack, because the attacker does now not have a particular message that he can change, but needs to create a message that decrypts to a "hang-up" or "call reject" message for an ongoing call. If on the other hand the encryption is weak, it may be easier, since the attacker can then inject the message during a silent period.


Threat: Calls are faked.

	Attack:
	Send_faked_call_setup

	Instantiation(s):
	· Get_write_access_AIR & Break_confidentiality_CP_CS_AIR & Break_integrity_CP_CS_AIR

· Get_write_access_TRP & Break_confidentiality_CP_CS_TRP & Break_integrity_CP_CS_TRP

· Hijack_base_station & Break_e2e_confidentiality_CP_CS & Break_e2e_integrity_CP_CS


Threat: A subscriber does not get charged for a call he/she did make.

	Attack:
	Deny_bill

	Instantiation(s):
	A subscriber denies making a call he/she did make.

	Notes:
	As long as the visited network provider is trustworthy and only a limited number of subscribers perform the attack, this is not big problem. A potentially more serious case would be if an attacker clones his own SIM. The cloned SIM is given to a collaborator who uses the SIM in a location different from the attacker (e.g. another country) for making one local call, and then switching power off. The attacker can now make a long distance call (close in time), and then provide the differences in location as evidence that the call could not have been made, and there is an error in the logs. Thus a hard to resolve non-repudiation scenario would occur.


Threat: A subscriber gets charged for call-time he did not use.

	Attack:
	Hijack_session

	Instantiation(s):
	· MITM_AIR & Break_confidentiality_UP_CS_AIR & Break_integrity_UP_CS_AIR
· MITM_TRP & Break_confidentiality_UP_CS_TRP & Break_integrity_UP_CS_TRP
· Hijack_base_station & Break_e2e_confidentiality_UP_CS & Break_e2e_integrity_UP_CS

	Notes:
	This requires that the other end of the call is not breaking the call, i.e., it is some form of automatic service rather than a human voice call. An example could be that the attacker first uses phishing to get a subscriber to call a high value service, then when the subscriber calls to the service the attacker does not terminate the call, and disturbs the hang-up message from the subscriber. This is a very complex attack


A.1.2.3
Threats to availability

 This is either a radio DoS attack (outside scope), or faked signalling (e.g. faked "detach", "hand-off", etc), which is handled below.

A.1.3
Mobility signalling

Important sub-assets: 

· Authentication signalling (e.g., AUTN, RAND and RES)

· Identification procedures

· (P)TMSI re-allocation signalling

· Location update (IMSI attach/detach)

· Access network discovery signalling.

A.1.3.1
Threats to confidentiality/ subscriber privacy

Threat: User/TE identity is revealed.

	Attack:
	Force_terminal_to_reveal_IMSI_Y_Z

	Instantiation(s):
	· MITM_Z & Create_identification_request

· Hijack_base_station & Create_identification_request

· MITM_Z & Break_integrity_CP_Y_Z & Break_confidentiality_CP_Y_Z & Create_GPRS_attach_message

	Notes:
	· An attacker sends a faked identification request, to which the ME responds. In GPRS the attacker performs a faked GPRS detach/attach.
· While the IMSI may be less useful in itself than the MSISDN, it allows tracking attacks etc.


	Attack:
	Sniff_IMSI_Y_Z

	Instantiation(s):
	Get_read_access_CP_Y_Z

	Notes:
	The attacker sniffs the IMSI when it is used by the terminal. The terminal uses it when the network does not have a (P)TMSI to use.


Threat: A subscriber/TE is tracked.

	Attack:
	Track_user_by_IMSI

	Instantiation(s):
	· Get_read_access_to_AIR & Break_confidentiality_CP_Y_AIR

· Get_read_access_to_TRP & Break_confidentiality_CP_Y_TRP

· Hijack_base_station & Break_e2e_confidentiality_CP_CS


A.1.3.2
Threats to integrity/authenticity/non-repudiation

Threat: ME is forced to use a different network.

	Attack:
	Forge_location_update_response_msg

	Instantiation(s):
	· MITM_Z  & Break_confidentiality_CP_Y_Z & Break_integrity_CP_Y_Z

· Hijack_base_station & Break_e2e_confidentiality_CP_CS & Break_e2e_integrity_CP_CS (only applicable in CS since in PS the packets are encrypted from SGSN to ME)

	Notes:
	· An attacker changes a "location update accept" message to an "location update reject" with a cause code of "PLMN not available".
· An attacker is able to stop a visited network operator from getting users to connect to the visited network.


Threat: The ME accepts faked authentication signalling messages.

	Attack:
	Replay_RAND

	Instantiation(s):
	· Create_RAND & Break_RAND_integrity & MITM_Z 

· Create_RAND & Break_RAND_integrity & Hijack_base_station

	Notes:
	Note that the attack Break RAND integrity is defined as also breaking possible replay protection.


Threat:  Successful impersonation of a subscriber.

	Attack:
	Authenticate_to_NW_as_another_subscriber_X_Y_Z

	Instantiation(s):
	· 
· Predict_RES & Get_write_access_X_Y_Z

	Notes:
	· 
· There are weak implementations of A3 in the market. If the security context is re-used in application independent way (e.g., in service protection at application layer), and the attacker uses real a SIM as an oracle it will be possible to impersonate a subscriber. This works if the application security is based only on that the authentication succeeded. Attacks of this type that uses the victim as an oracle are discussed in [27].


A.1.3.4 Threats to availability

Threat: The MEs batteries are drained and the network signalling is increased.

	Attack:
	Force_frequent_location_updates

	Instantiation(s):
	Break_integrity_CP_Y_Z  &  Break_confidentiality_CP_Y_Z  

	Notes:
	The reason to perform the attack is a bit unclear, it could be one operator disturbing another operator’s network. Note that there is no protection on these messages


Threat: ME is disabled.

	Attack:
	Force_frequent_location_updates

	Instantiation(s):
	See attack definition above.

	Notes:
	An attacker fakes a base station and changes an "location update accept" message to an "location update reject" with a cause code of "illegal equipment" to the ME. The attack is working as long as the SIM is not removed, or the ME is rebooted. Another attack is if the attacker is a MITM and changes the IMEI in the messages from the ME to an IMEI that is known to be listed as illegal equipment.


 Threat: The ME fails to authenticate properly.

	Attack:
	Force_authentication_failure

	Instantiation(s):
	· MITM_Z  &  Break_bootstrap_integrity (Modify  RAND or RES)
· Get_read_access_Z & Get_delete_access_Z  (Deletion RAND or RES)
· Hijack_base_station  &  Break_bootstrap_integrity (Modify  RAND or RES)
· Hijack_base_station (Delete RAND or RES)

	Notes:
	· The attacker forces the authentication protocol to fail, i.e., changes the RAND in the challenge, or changes the RES in the response from the ME, or he can just drop the messages.

· There are much easier ways to accomplish a DoS, so it is questionable if this attack is attractive to perform.

· The Hijack_base_station versions of the attacks just don’t make use of the power the attack gives beyond MITM.


Threat: A ME is illegitimately detached from NW.

	Attack:
	Forge_IMSI_detach_msg

	Instantiation(s):
	· Get_read_write_access_to_Z  &  Break_integrity_CP_Y_Z  &  Break_confidentiality_CP_Y_Z
· Hijack_base_station & Break_e2e_confidentiality_CP_CS & Break_e2e_integrity_CP_CS (only applicable in CS since in PS the packets are encrypted from SGSN to ME)

	Notes:
	Fake "IMSI detach" command from the attacker to the NW that a certain ME requests detach.


Threat: A ME is unable to establish IP connectivity to hosts due to lack of mappings in a NAT.

	Attack:
	Exhaust_NAT_state_space

	Instantiation(s):
	An attacker exhausts the state space of the NAT by initiating numerous connections.

	Notes:
	There are implementation decisions that has to be made to limit the number of mappings. Assuming a port based NAT the attacker can allocated 2^{16} mappings per IP address he has. Assuming the NAT has only one external IP address, only one attacker is sufficient to exhaust the mapping space (attacks of this type has been performed).  For "IP-address to IP-address mapping NATs", an attacker will only get as many mappings as he has addresses, hence it is unlikely that these kind of NATs will be exhausted (on the other hand, it is questionable if this type of NATs are commonly used


Threat: ME is tricked into camping on a false base station.

	Attack:
	Attract_ME_to_BS

	Instantiation(s):
	· Get_write_access_AIR  &  Break_pilot_integrity

· False_base_station  &  Break_pilot_integrity

· Hijack_base_station

· MITM_Z  &  Break_integrity_CP_Y_Z  &  Break_confidentiality_CP_Y_Z

	Notes:
	· The first three attacks: The attacker sets up network equipment that has better reception at the ME than the base station that attacker wants to entice the ME away from, e.g., transmits with a higher power than the real base stations in the area, making the ME select this base station instead. After this the ME will only get traffic from the false base station and will only be able to send traffic to the false base station.

· The fourth attack:  Attacker sends forged signalling towards the ME (in GPRS using the PACKET CELL CHANGE ORDER or PS HANDOVER COMMAND, and in GSM using the ??? command).

· Only MEs located in the same geographical area are affected


A.1.4
Radio resource management signalling

Important sub-assets:

· ME capability ("Classmark") info, 

· location/Cell-ID where ME is located,

· security setup signalling (e.g., cipher-mode command),  

· radio measurement data,

· NW detach signalling,

· handover procedures.

A.1.4.1
Threats to confidentiality/subscriber privacy

Threat: Outsider can deduce information about a subscriber’s location.

	Attack:
	Determine_which_cell_ME_moves_to

	Instantiation(s):
	· Get_read_access_Z & Break_confidentiality_CP_Y_Z
· Hijack_base_station & Break_e2e_confidentiality_CP_CS & Break_e2e_integrity_CP_CS (only applicable to CS, since the traffic in PS is encrypted between the ME and the SGSN)

	Notes:
	· Eavesdropper retrieves the information on which cell the UE will handover to from the signalling from the UE to the NW. The attacker listens to the measurement reports from the UE and retrieves the BSIC and frequency, which almost uniquely identifies a cell. Depending on if the UE have a strong reception from a BS, the attacker can make a pretty good guess if the UE will move or not.

· It is less serious than the IMSI/TMSI tracking attack, since the ID of the subscriber is not known by simply eavesdrop on the Cell ID of an unknown subscriber


Threat: Outsider can deduce information about the ME capabilities.

	Attack:
	Sniff_classmark_information

	Instantiation(s):
	· Get_read_access_to_Z

· Get_read_write_access_to_Z  &  break_bootstrap_integrity

· Get_read_access_to_Z  &  Break_confidentiality_CP_Y_Z & Break_integrity_CP_Y_Z

	Notes:
	· The attacker retrieves information about UEs capabilities by listening to the attach signalling (or requests the Classmark information).

· The bootstrap integrity protection must be broken in case the attacker is active and sends a request. The confidentiality and integrity must be broken in case the attacker requests classmarks sent after protection is started.


Threat: Attacker changes Classmark message to achieve a bidding down attack on the encryption algorithm.

	Attack:
	Bidding_down_attack_on_encryption_algo

	Instantiation(s):
	· MITM_AIR  &  Create_classmark_info_message  (Modify classmark from UE to BS (CS))

· MITM_Z  & Create_classmark_info_message  (Modify classmark from UE to SGSN (PS))

· MITM_TRP  & Break_mgmnt_NW_security (Modify allowed algorithms list sent to BS)

· Hijack_base_station  &  Create_classmark_info_message  (Modify classmark from UE to BS (CS))

· Hijack_base_station & Create_classmark_info_message  (Modify classmark from UE to SGSN (PS))

· Hijack_base_station  & Break_mgmnt_NW_security (Modify allowed algorithms list sent to BS)

	Notes:
	· Outsider may trick ME into using no/wrong /weak encryption algorithm. In GERAN access, a MITM changes the Classmark revision level (e.g., in Classmark 2 sent in CM Service Request message by the ME) from secure algorithm to an insecure one.


A.1.4.2
Threats to integrity/authenticity

Threat: A ME is illegitimately moved to another NW.

	Attack:
	Forge_radio_measurement_reports

	Instantiation(s):
	· MITM_Z  &  Break_integrity_CP_Y_Z  &  Break_confidentiality_CP_Y_Z

· Hijack_base_station

	Notes:
	· Attacker forges radio measurement data signalling from a ME, causing handover to another network.


Threat: MEs are made to hand over to non-existing/faked base station.

	Attack:
	Attract_ME_to_BS

	Instantiation(s):
	See attack definition above


Threat: Network gets the incorrect information about the status of the radio link.

	Attack:
	Forge_radio_measurement_reports

	Instantiation(s):
	See attack definition above

	Notes:
	The attacker sends incorrect/faked measurements to the network on behalf of a ME.


Threat: The ME sends traffic outside of its allocated timeslots.

	Attack:
	Force_timeslot_desynch

	Instantiation(s):
	· Get_read_write_access_to_Z  &  Break_integrity_CP_Y_Z  &  Break_confidentiality_CP_Y_Z

· Hijack_base_station

	Notes:
	· The attacker sends a message to the ME that instructs it to send traffic a little before the timeslot begins (this is used when the ME is at the border of the cell, to achieve correct synchronization.

· This is DoS against a particular ME. Its uncertain if this attack is persistent or not.


Threat: Forcing NW into performing unnecessary MAP signalling.

	Attack:
	DoS_by_multitude_of_attach_requests

	Instantiation(s):
	· Get_write_access_to_AIR

· Hijack_base_station

	Notes:
	· An attacker sends many attach request for random/selected IMSIs.

· Small annoyance for the network, unless a distributed version of the attack is performed.

· Even though the attack can be mounted by a technically skilled person, the gain of the attack is questionable.


A.1.4.3
Threats to availability

Threat: The MEs are not able to use signalling towards the network.

	Attack:
	Barr_multiple_MEs

	Instantiation(s):
	· Get_write_access_Z  &  Break_bcast_integrity

· Hijack_base_station &  Break_bcast_integrity

	Notes:
	An attacker broadcasts a "barred access class" message (currently unencrypted), that disables signalling between the network and a set of MEs. The MEs do not try to reconnect after this (except for emergency calls.


Threat: One or more MEs are illegitimately detached from NW (or are never able to attach).

	Attack:
	Forged_group_release

	Instantiation(s):
	· Get_write_access_Z  &  Break_bcast_integrity
· Hijack_base_station  &  Break_bcast_integrity

	Notes:
	Fake "Group Release" command from the NW to one or more MEs.


Editor's Note: Verify that the Group Release message is not UMTS only.

Threat: ME is tricked into camping on a (false) base station.

	Attack:
	Attract_ME_to_BS

	Instantiation(s):
	See attack definition above.




· 
· 
· 





A.1.6 Assignment of probability values to leaf attacks
Below, the leaf-attacks are listed together with an estimated probability value, describing how difficult it is assumed to perform the attack. The values are taken from Table 2. The maximum probability value is 5 and the minimum is 1. 

The assignments are listed in the following format: First there is a motivation for why a particular attack has been assigned a certain probability value. Following this, there is the name of the attack, and the probability value it has been assigned.

# There is no broadcast integrity protection in use today.

Break_bcast_integrity Probability: 5

# There is no integrity protection for bootstrap signalling in use today.

Break_bootstrap_integrity Probability: 5

# There is no integrity protection for RAND in GSM AKA

Break_RAND_integrity Probability: 5

# Breaking A5/1 is today possible in reasonable time on an ordinary PC.

Break_encryption_algorithm_CP Probability: 4

Break_encryption_algorithm_UP Probability: 4

# There is no integrity protection of the user-plane traffic today.

Break_integrity_algorithm_UP Probability: 5

Break_integrity_algorithm_CP Probability: 5

# It is assumed that the protection is state-of-the-art, but that it is possible for, e.g., organized crime organizations to break it.

Break_mgmnt_NW_security Probability: 2

# There is no integrity protection of the pilot signal today.

Break_pilot_integrity Probability: 5

# Tools for protocol message construction can be uploaded on the Internet by a one decently knowledgeable attacker and then downloaded by anybody.

Build_GPRS_attach_packet Probability: 5

Build_classmark_info_packet Probability: 5

Build_request_packet Probability: 5

# This attack is mounted to get known UP traffic; it is always possible.

Call_another_subscriber Probability: 5

# This is trivial in today's systems.  There is nothing tying the RAND to the actual cipher mode command.

Create_CMC_matching_with_RAND Probability: 5

# This can be done by simply copying the RAND, or using Wagner et. al.'s attack.

Create_equivalent_random_bits Probability: 5

# There is no integrity protection of the cipher mode command in today's systems.

Create_valid_integrity_tag_for_cipher_mode_cmd Probability: 5

# This is trivial to perform and probably happening relatively often.

Deny_bill Probability: 5

# It is possible to exhaust the NAT mapping space, unless there is a proprietary mechanism that limits the number of mappings allowed per UE.

Exhaust_NAT_state_space Probability: 5

# Equally hard as hijacking a base station.

Get_delete_access_AIR Probability: 3

Get_delete_access_TRP Probability: 3

# There is no e2e protection in today's GERAN

Get_e2e_session_encryption_key_CP_CS Probability: 5

Get_e2e_session_encryption_key_CP_PS Probability: 5

Get_e2e_session_encryption_key_UP_CS Probability: 5

Get_e2e_session_encryption_key_UP_PS Probability: 5

Get_e2e_session_integrity_key_CP_CS Probability: 5

Get_e2e_session_integrity_key_CP_PS Probability: 5

Get_e2e_session_integrity_key_UP_CS Probability: 5

Get_e2e_session_integrity_key_UP_PS Probability: 5

# This exploits a weak A8, where some relations of the output bits can be deduced without knowledge of Ki (input (RAND) can be assumed to be known and output of A3 (RES) can also be assumed known). This requires a very weak A8.

Get_partial_session_encryption_key Probability: 1

# No integrity protection is used today.

Get_partial_session_integrity_key Probability: 5

# All the following attacks can be performed by an attacker capable of putting up his own, or tinkering with existing, network equipment.

Get_write_access_CP_CS_AIR Probability: 3

Get_write_access_CP_CS_TRP Probability: 3

Get_write_access_CP_PS_AIR Probability: 3

Get_write_access_CP_PS_TRP Probability: 3

Get_write_access_UP_CS_AIR Probability: 3

Get_write_access_UP_CS_TRP Probability: 3

Get_write_access_UP_PS_AIR Probability: 3

Get_write_access_UP_PS_TRP Probability: 3

Get_read_access_CP_CS_AIR Probability: 3

Get_read_access_CP_CS_TRP Probability: 3

Get_read_access_CP_PS_AIR Probability: 3

Get_read_access_CP_PS_TRP Probability: 3

Get_read_access_UP_CS_AIR Probability: 3

Get_read_access_UP_CS_TRP Probability: 3

Get_read_access_UP_PS_AIR Probability: 3

Get_read_access_UP_PS_TRP Probability: 3

Get_read_access_TRP Probability: 3

Get_read_access_AIR Probability: 3

Get_write_access_AIR Probability: 3

Get_write_access_TRP Probability: 3

Hijack_base_station Probability: 3

# Packet headers can be guessed with reasonable accuracy by anyone competent to understand the protocol specifications. A tool can be written and uploaded on the Internet.

Guess_packet_headers Probability: 5

# Weak A3 algorithms exists today, but none is probably so weak that they are invertible without physical access to the SIM.

Invert_A3 Probability: 1

Exploit_weak_A3 Probability: 1

# Weak A8 algorithms exists today, but none is probably so weak that they are invertible without physical access to the SIM.

Invert_A8 Probability: 1

# This type of attack is happening frequently.

Web_based_phishing_attack Probability: 4

# This attack is hard to perform, it requires e.g., inserting trial encrypted packets on the radio link, and the possibility to verify that they arrive at the other end correctly.

2.1.1.1 Do_exhaustive_search_of_rest_of_key Probability: 1
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