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1 Introduction 

TR 33.828 identifies the 3GPP requirements for IMS media plane security. Version 0.2.0 of this TR was presented in S3-070465. The TR references the IETF Internet-draft (ID) "Media Security Requirements" (draft-wing-media-security-requirements-xx).
This contribution adds to the discussion about the requirements as currently stated.
Note: The TR still refers to version 00 of the related ID. This contribution refers rather to the current version 03 of the ID. 
2 Proposals to requirements in TR 33.828 V0.2.0 

(1) Requirement 1 "Lawful Interception shall be supported" might be interpreted in a way that it means that the network must always provide decrypted communication content or take some other active role regarding LI. This would preclude all solutions with true end-to-end security between endpoints which does not involve network entities in any way. However, we assume that users will want to set up end-to-end security associations independently of the mechanisms offered by the network, and we consider it not feasible that the network recognizes and prevents all such attempts. The network could then only deliver the communication content as it is transmitted, i.e. possibly encrypted. 
As it is out of the scope of this document to detail the specific LI requirements, we propose to use the following wording for requirement 1:

"Lawful Interception requirements shall be met."
(2) Requirement 4 (IETF) "A solution SHOULD support media recording (ffs)" is mentioned as an LI requirement. However, the Internet-Draft does not refer to LI in this requirement. Instead, this type of recording is meant to be done with knowledge and - if needed - cooperation of the user. (The Internet-Draft gives as an example banking applications, where intermediate nodes perform quality monitoring in call centers and record decrypted media for this purpose.) The requirement is related to requirement 23, as the purpose of media recording is an example where it is necessary to terminate the media plane security somewhere between the endpoints.
It is proposed to move the requirement to the section covering architectural requirements.

(3) The note in requirement 7 mentions "draft-ietf-mmusic-sdescriptions-12". This draft has now been published as RFC4568. The reference should be updated.
(4) The comment to requirement 10 states: "It should also be possible to protect against active attacks on core network interfaces and at core network nodes, except if such attacks are performed for the purposes of lawful interception."
But it should be considered whether to allow a similar relaxation as in the NOTE for requirement 7.

We therefore propose to append the following sentence to the comment:

“NOTE: 
It should be considered whether SA3 could relax the requirement concerning active attacks at core network nodes so that the measures mitigating such attacks, e.g. hardening, local access control, would be provided independently of a media plane security solution. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g. RFC4568.
 (5) (IETF-)requirement 17 about starting a session with RTP and upgrading later to SRTP is commented as a bad approach from an architectural point of view.
We propose to resume consideration of this IETF requirement and append the following sentence to the comment:

“However, the requirement is for further study, as there are possible usage scenarios for that approach. E.g. when calling a call center, it may be reasonable to receive unencrypted general announcements before proceeding to an encrypted individual conversation.”
(6) Requirement 37 currently states: "Since the IMS client may use different access authentication methods, both smartcard and non smartcard based, the key management solution for end-to-end security shall be able to be based on any of these authentication methods." In our opinion, "to be based on" may imply a strong dependency of the media security solution on the IMS authentication mechanisms, which we do not consider appropriate.

We therefore propose to change the requirement to:
“Since the IMS client may use different access authentication methods, both smartcard and non smartcard based, the key management solution for end-to-end security shall be able to work independently of any of these authentication methods.”
(7) Requirement 41 states "The use of media security shall be prohibited in case any two UEs in a call support and prefer to use media security but the network does not." This constitutes a very strong restriction, as it precludes all mechanisms that do not rely on specific network support. (Think of two UEs using an end-to-end method, e.g. SDES, MIKEY, others, over a pre-Rel-8 IMS network.) We further do not consider it feasible for a network to prohibit all kinds of network independent end-to-end security solutions.

We therefore propose to remove the requirement 41.

(8) Requirement 44 makes support of non RTP based traffic mandatory. However, we consider solutions that focus on SRTP have also their merits and should not be precluded. Moreover, we currently see no obvious use cases for this requirement.
We therefore propose to change the requirement 44 as follows:

It is desirable that a solution supports the possibility to protect non RTP-based IMS user plane traffic. Note: Use cases for this requirement need further study.
(IETF-)Requirement 48 then should be commented as follows:

Comment: The requirement is not applicable; concerning support of non-RTP-based traffic see requirement 44.






















































