
3GPP TSG SA WG3 Security — S3#48
S3-070529
10 - 13 July 2007

Montreal, Canada

Source:
Nokia Siemens Networks, Nokia
Title:
Pseudo-CR to TR 33.821: Key handling on idle mode mobility
Document for:
Discussion and decision
Agenda Item:
6.14 SAE/LTE security

______________________________________________________
1 Introduction
During SA3#48 it was decided to include the content of S3-070304 into TR 33.821, Section 7.4.11 on “Key handling on idle mode mobility. In S3-070304 it was suggested, that NAS keys, NAS counters, and KASME are transferred between MMEs during idle mode mobility. 
During the discussion concerns were raised, that the transfer of NAS keys may result in the use of the same NAS keys with different security algorithms if old and new MME do not support the same algorithms. In Section 7.4.7.3.6 or TR 33.821 it was suggested to bind keys to the cryptographic algorithms in SAE/LTE they are to be used on. 
We therefore suggest an addition to Section 7.4.11 of the TR: If the NAS algorithms change during idle mode mobility, this change is indicated in the TAU response message by including the identifiers of the new algorithms. In this case, new NAS keys are derived from the KASME with the identifier of the new algorithms as input parameters and the NAS counters are reset to zero. The TAU message is integrity protected with the new NAS integrity key.
2 Proposed Changes
********************** Begin changes *****************************************************************

7.4.11
Key handling on idle mode mobility (from S3-070099)

7.4.11.1
Within one SAE/LTE network

Idle mode mobility within one SAE/LTE network leads to cell reselections in which a UE chooses new eNBs to camp on, and it leads to location updates in which MME changes are indicated to the HSS. A cell reselection does not lead to new keys being provided to the new eNB. However, a new MME selected upon idle mode mobility has to be provided with keys. A new MME can be provided with keys by one of the three alternatives described for inter MME handover. However, in case of idle mode mobility, new keys could also be provided to the MME by a new run of AKA. (On handover a new run of AKA would be too time consuming). In this case, a location update would always result in a new run of AKA during which MME obtains a new KASME from the HSS. However, a new run of AKA is not required in order to provide key separation between MMEs. For key separation between MMEs it would be sufficient to provide the new MME with a KASME which HSS derived from CK, IK with help of PLMN-ID, and RAT type  as input. But this would not only require HSS to support some new form of fast re-authentication procedure but would also require the HSS to keep additional state about each UE, namely the CK, IK pair. 

It’s proposed that the specification shall allow a new run of AKA upon location update. But it is at the discretion of the operator to determine the frequency of AKA runs. If no AKA is run then the proposals are the same as for inter-MME handover. 

7.4.11.2 Between different SAE/LTE networks

Idle mode mobility between different SAE/LTE networks results in a MME change. It’s advised requiring a new AKA run in this case in order to provide MME with new keys that depend on the identity of the new PLMN, and the RAT type,. In addition a key caching mechanism (ffs) could be used to avoid new AKA runs on frequent network changes. 

7.4.11.3 Proposed procedure (S3-070304)

Upon idle mode mobility the old MME shall include the current values of the counters for NAS integrity and NAS encryption, as well as the old NAS keys and KASME in the MME context response message during tracking area updates. The procedure is illustrated in Figure 13: 
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Figure 13: Key handling on idle mode mobility

1. UE sends a tracking area update (TAU) request to the network and eNB forwards it to the new MME

2. New MME sends an MME context request including the TMSI (and optionally the TAU request, not decided yet) to the old MME
3. If the TAU request was included in the MME context request by the new MME (pending decision according to 23.401), the old MME verifies the TAU request.
4. The old MME sends back an MME context response to the new MME including the TMSI, KASME, KNASenc, KNASint as well as the current counter values for NAS to the new MME, the identifiers of the currently used NAS algorithms, and UEs security capabilities. 

5. If the TAU request was not sent to the old MME for verification, the new MME now verifies the TAU request using the received security context. 
6. Optionally, the new MME initiates a new authentication

7. The new MME select the NAS algorithms to use. If the same NAS algorithms are used as before, the NAS keys are reused unchanged. If MME selects different NAS algorithms (according to its own and UEs capabilities), it derives new NAS keys from KASME  using the identifiers of he NAS algorithms as input parameters to the key derivation and sets the counters to zero. MME includes the NAS algorithm identifiers in the TAU accept message and integrity protects the message with the new NAS integrity key. 
Editor’s note: it needs further study in the case that UEs need to change algorithms due to a handover (i.e. NAS Key handling when changing MME).
Editor’s note: verification of the TAU request in the new MME is only possible if old MME and new MME support the same integrity protection mechanisms. As a consequence, the support of all NAS integrity mechanisms has to be mandatory for all MMEs or the integrity protection of the TAU request has to be checked by the old MME. 
******************************** End Change Request *************************************************
3 Conclusion

We propose that SA3 adopts the proposed changes and includes the text in TR 33.821.
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