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1 introduction
In last SA3 meeting, alternative 1 for Security algorithm selection in 33.821 has been agreed as a working assumption by SA3. And an LS to RAN2/RAN3 is sent out to asking about whether a AS SMC is needed at the same time. This contribution proposes to update the alternative 1 based on the feedback from RAN2 by using separate AS and NAS level SMC procedures. NAS level SMC procedure is used only for detached to active case, AS level SMC for both from detached and idle to active state transitions.
2. Proposed Change

****************************Begin of the Change**********************************
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Figure 17a : Alternative 1, detached to active mode state transition, where MME selects all algorithms and MME protects the acknowledgement for NAS algorithms, eNB protects the acknowledgement for UP and RRC algorithms.
Editor’s Note: Initial radio layer messages not included.

Upon detached to active transitions:
1. UE sends a RRC connection request to eNB including initial NAS (L3) request to MME (see TR 23.882, Section 7.14). The initial L3 message includes all UEs security capabilities, UE identifier (IMSI or TMSI), and KSIASME. NAS-MAC is included if UE has valid NAS keys (i.e. KSI is also valid).
2. eNB forwards the NAS request to MME within eRANAP including eNB security algorithm capabilities
3. Optionally MME requests a new AKA authentication 

4. MME selects RRC, and UP algorithms. MME sends a list of allowed RRC algorithms, allowed UP algorithms, KeNB, selected RRC and UP algorithms to the eNB as part of the UE’s security context for the eNB via eRANAP.. MME additionally selects the NAS algorithms, starts NAS integrity and prepares to receive encrypted NAS traffic. MME sends the NAS SMC message to eNB.
Editor notes: It is ffs whether allowed RRC algorithms, allowed UP algorithms shall be acknowledged to UE in NAS SMC, so that UE can verify that AS SMC includes RRC and UP algorithms from the allowed set (in idle-to-active state transitions and also during mobility).
5. eNB starts integrity protection, gets ready to receive encrypted RRC and UP traffic and sends the AS SMC to UE, including the NAS SMC message received from MME. The AS SMC message includes the selected RRC algorithms and the selected UP algorithm and is protected with AS integrity protection.
6. UE verifies MAC-NAS on the NAS SMC and starts NAS integrity and NAS encryption. UE verifies MAC-RRC on the AS SMC message and starts RRC integrity and RRC and UP encryption. UE sends AS SMC Complete and NAS SMC Complete message.

7. Upon receipt of the RRC setup acknowledge message, eNB starts RRC and UP ciphering and forwards NAS SMC complete message for the MME. Upon receipt of the NAS SMC complete message, MME starts NAS ciphering 
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Figure 17b : Alternative 1, idle to active mode state transition, where MME selects RRC and UP algorithms and eNB protects the acknowledgement for UP and RRC algorithms.
Editor’s Note: Initial radio layer messages not included.

Upon idle to active transitions:
1. UE sends a RRC connection request to eNB including service request to MME. The service request message includes UE identifier (IMSI or TMSI), KSIASME and NAS-MAC.

Editor’s note: It is ffs whether KSIASME is needed on idle-to-active state transition if the NAS level service request message has to be length optimized. In case KSI is not included error handling must be designed properly to address KSI (i.e. KASME) mismatch.
2. eNB forwards the request to MME within eRANAP including eNB security algorithm capabilities
3. Optionally MME requests a new AKA authentication 

4. MME selects RRC, and UP algorithms. MME sends a list of allowed RRC algorithms, allowed UP algorithms, KeNB, selected RRC and UP algorithms to the eNB as part of the UE’s security context for the eNB via eRANAP.
Editor’s note: It is ffs whether NAS algorithms and keys can be changed during idle-to-active mode state transition using an additional NAS-SMC.
5. eNB starts integrity protection, gets ready to receive encrypted RRC and UP traffic and sends the AS SMC to UE. The AS SMC message includes the selected RRC algorithms and the selected UP algorithm and is protected with AS integrity protection.

6. UE verifies MAC-RRC on the AS SMC message and starts RRC integrity and RRC and UP encryption. UE sends AS SMC Complete.

7. Upon receipt of the RRC setup acknowledge message, eNB starts RRC and UP ciphering and sends an ack to MME.
****************************End of Change******************************************
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