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Abstract of the contribution:
Before handover from EUTRAN to non-3GPP IP access network and/or from non-3GPP IP access network to EUTRAN, UE and EPS core network use the present key and the same key derivation function to derive the new key, which is to be used after handover.
1 Introduction

In the last SA3#47 meeting, it is asked to study the security issues for inter-3GPP mobility and provide contributions. This document discusses the key handling for inter-3GPP handover.
In the last meeting, when discussing document ‘TD S3‑070399 Security Mechanism during Mobility between 3GPP and non-3GPP networks’, the following concept was agreed about inter-3GPP handover:
“3.1 Security context transfer between 3GPP and trusted non-3GPP access networks

Security context is the information on the current state of a UE in the serving system required to re-establish the security association in the target system. Security context includes 
1. Agreed security algorithms between the UE and the serving network, 

2. Agreed/derived encryption and/or integrity protection keys and key identifiers.
3. Security association related information like key lifetime, sequence number, count values etc.
4. The temporary identity issued by the serving network 

Note: In 3GPP, temporary identity is used by the target network to identify the serving network, but it’s FFS for handover between 3GPP and non-3GPP networks whether temp IDs to be used for identifying the pervious access network.
As 3GPP has already adopted security context transfer procedures for optimizing authentication during handover, it is reasonable for SAE to enable security context transfer between the 3GPP and non-3GPP networks. ”
For EUTRAN LTE AKA is used for key agreement. KASME is a key derived by UE and in HSS from CK, IK during an AKA run. KASME shall depend on the type of the radio access technology. If the RAT is LTE type then KASME shall also depend on the PLMN identity (MCC + MNC). (7.4.7.2)
From Figure 12 in 33.821, KASME is the root key for the other keys.
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Figure 12: Overview on proposed key hierarchy

For non-3GPP IP access network EAP AKA is used for key agreement. 
On EAP-AKA full authentication, a Master Key (MK) is derived from the underlying AKA values (CK and IK keys). The Master Key is fed into a Pseudo-Random number Function (PRF), which generates separate Transient EAP Keys (TEKs) for protecting EAP-AKA packets, as well as a Master Session Key (MSK) for link layer security and an Extended Master Session Key (EMSK) for other purposes.1
So MK is the root key for the other keys. 
Figure 4.2.1-1 in 23.4024 illustrates the inter-working architecture for non-3GPP IP access:
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Figure 4.2.1-1. Non-Roaming Architecture for non-3GPP Accesses within SAE
In order to save the time delay during the handover between EUTRAN and the non-3GPP IP access network, especially the time of key derivation process, for the UE1) who can support both the EUTRAN and the non-3GPP IP access network, and 2) whose user has subscribed to EUTRAN and non-3GPP IP access network services, when it access to one access network, e.g. EUTRAN, it is proposed to derived the root key, e.g. MK, for the other access network, e.g. non-3GPP IP access network, and vice-versa. 

Then after handover, the network and the UE can use the key which has already been derived. 

2 Proposal
2.1 Key handling principle for inter-3GPP HO
Before handover from EUTRAN to non-3GPP IP access network and/or from non-3GPP IP access network to EUTRAN, UE and EPS core network use the present key and the same key derivation function to derive the new key, which is to be used after handover.

2.2 Key derivation in MME/3GPP AAA Server

2.2.1 EUTRAN handover to non-3GPP IP access network
For EUTRAN handover to non-3GPP IP access network, when the UE access to EUTRAN, in both the UE and the EPS core, the MK for non-3GPP IP access should be derived from KASME using a key derivation function, which is a one-way function, and that means that KASME can not be derived from the MK, to protect KASME information. 
In EPS core, the entity who derives MK is MME.

When handover to non-3GPP IP access network, if MK already exists, then EPS core and UE do not run EAP AKA, but use the present MK.

The key derivation function is FFS.
The following figure illustrates the process of the key derivation during attach and the key handling during HO.
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UE attach to EPS through EUTRAN (step 1- step 7)
1，In attach request, UE indicates MME it has non-3GPP IP access capability. Then later UE is possible to handover to non-3GPP IP access network. 
2, UE, MME, and HSS take part in LTE AKA run. After successful LTE AKA run, UE, MME, and HSS keep the KASME. 
3, HSS inserts user subscription data to MME, and the data should include whether the user is subscribed to non-3GPP IP access network. If UE has non-3GPP access capability, and the user is subscribed to non-3GPP IP access network, then MME decides to derive MK. 
4, MME derives MK using KASME. The key derivation function is pre-set in MME, and it’s a one-way function. 
5, MME sends the derived MK to HSS to save, and then later on in HO process, this step is saved. 
6, In attach accept message, MME confirm UE that the user is subscribed to non-3GPP IP access network. If UE has non-3GPP access capability, and the user is subscribed to non-3GPP IP access network, then UE decides to derive MK. 
7, UE derives MK using KASME. The key derivation function is pre-set in UE and it’s the same as the function in MME, and it’s a one-way function. Since the KASMEs saved in MME and UE were agreed to be the same in AKA, so the MKs derived in MME and UE are the same. 
HO process (step 8-step 12)
8, UE initiates HO. 
9, 10, UE sends to the 3GPP AAA Server the UE identity information, and this information is forward by non-3GPP IP access network to 3GPP AAA Server. This information includes the information that MK exists in UE. Then 3GPP AAA Server decides not to run EAP AKA according to this information. 
11, 3GPP AAA Server requests MK from HSS 
12, HSS responses and sends MK to 3GPP AAA Server. 
2.2.2 Non-3GPP IP access network handover to EUTRAN

For non-3GPP IP access network handover to EUTRAN, when the UE initial accesses to non-3GPP IP access network, in both the UE and the EPS core, the KASME for EUTRAN should be derived from MK using a key derivation function, which is a one-way function, and that means that MK can not be derived from the KASME, to protect MK information. 

In EPS core, the entity who derives KASME is 3GPP AAA Server.

When handover to EUTRAN, if KASME already exists, then EPS core and UE do not run LTE AKA, but use the present KASME.

The key derivation function is FFS.
The following figure illustrates the process of the key derivation during initial access and the key handling during HO.
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Initial access process(step 1-step 9) 

1, UE obtain PLMN identity when access to non-3GPP IP access network 
EAP AKA process(step2-step 6)
2, 3, During EAP AKA, UE sends its identity to 3GPP AAA Server.2 In this message, it is indicated that UE has EUTRAN access capability. This message is forward by non-3GPP IP access network to 3GPP AAA Server. 
4, During EAP AKA, 3GPP AAA Server needs to retrieval user subscription data from HSS2. The subscription information should indicate whether the user is subscribed to EUTRAN. If UE has EUTRAN access capability and also the user is subscribed to EUTRAN, then the 3GPP AAA server can decides to derive KASME. 
5, UE and 3GPP AAA server generates MK. 1 
6, After successful EAP AKA run, 3GPP AAA server sends EAP success message to UE.1 In this message, 3GPP AAA server also indicates UE that the user is subscribed to EUTRAN. If UE has EUTRAN access capability and also the user is subscribed to EUTRAN, then the UE can decides to derive KASME. 
7, UE derives KASME according to MK and PLMN identity. The key derivation function was pre set in the UE. This key derivation function is a one-way function. It means that MK can not be derived from the KASME. 
8, 3GPP AAA Server derives KASME according to MK and PLMN identity. The key derivation function was pre set in the 3GPP AAA Server, and it’s the same as the key derivation function in UE as described in 7. Since the PLMN identities in the 3GPP AAA Server and UE are the same, and the MKs saved in 3GPP AAA Server and UE were agreed to be the same in AKA, so the KASME s derived in 3GPP AAA Server and UE are the same. 
9, The 3GPP AAA server sends KASME to the HSS to save. 
HO process (step 10-step 13) 
10, UE discovers EUTRAN and initiates HO. 
11, UE sends attach request message to MME, and this message includes UE identity.3 It is also indicated in this message that KASME exists in the UE. MME decides not to run LTE AKA according to this indication. 
12, MME sends UE location update request to HSS, and MME also request KASME in this message. 
13, HSS inserts user subscription date to MME, and in this message HSS also sends KASME to MME. 
2.3 Key derivation in HSS

If the key derivation is performed in HSS, then only one entity in the EPS core is set with the key derivation function, and then it’s easer to configure and maintain. Also the step 5 and step 9 in figure 2.2.1 and figure 2.2.2 can be saved respectively since other entities do not send keys to HSS.
2.3.1 EUTRAN handover to non-3GPP IP access network
For EUTRAN handover to non-3GPP IP access network, when the UE access to EUTRAN, in both the UE and the EPS core, the MK for non-3GPP IP access should be derived from KASME using a key derivation function, which is a one-way function, and that means that KASME can not be derived from the MK, to protect KASME information. 

In EPS core, the entity who derives MK is HSS.

When handover to non-3GPP IP access network, if MK already exists, then EPS core and UE do not run EAP AKA, but use the present MK.

The key derivation function is FFS.
The following figure illustrates the process of the key derivation during attach and the key handling during HO.


[image: image5.wmf]UE

MME

3

GPP AAA 

Server

HSS

Send MK

Derive MK

Derive MK

UE identity info

 (

MK exists

)

UE discover non

-

3

GPP 

IP access network and 

initiate HO

UE identity info 

(

MK exists

)

HO continues

Attach request

（

indicate non

-

3

GPP IP access capability 

）

LTE AKA 

Request for 

MK

Attach accept 

(

confirm subscribe to non

-

3

GPP IP access network

)

Attach

process

HO

process

Non

-

3

GPP IP 

access network

HSS insert user subscription data 

(

UE subscribe to nin

-

3

GPP IP 

access network

)

User Identity 

(

whether support 

non

-

3

GPP IP access network

)

用


UE attach to EPS through EUTRAN (step 1- step 7)
1，In attach request, UE indicates MME it has non-3GPP access capability. Then later on UE is possible to handover to non-3GPP IP access network. 
2, UE, MME, and HSS take part in LTE AKA run. After successful LTE AKA run, UE, MME, and HSS keep the KASME. 
3，MME sends user identity to HSS to retrieval subscription data. When MME sends user identity, it should also send the indication that UE support non-3GPP IP access network. If UE supports non-3GPP IP access network, and the user is subscribed to non-3GPP IP access network, then HSS decides to derive MK.  
4, HSS derives MK using KASME. The key derivation function is pre-set in HSS, and it’s a one-way function. 
5, HSS inserts user subscription data to MME, and this message should include whether UE is subscribed to non-3GPP IP access network. 
6, In attach accept message, MME confirms UE that the user is subscribed to non-3GPP IP access network. If UE has non-3GPP access capability, and the user is subscribed to non-3GPP IP access network, then UE decides to derive MK. 
7, UE derives MK using KASME. The key derivation function is pre-set in UE and it’s the same as the function in HSS, and it’s a one-way function. Since the KASMEs saved in HSS and UE were agreed to be the same in AKA, so the MKs derived in HSS and UE are the same. 
HO process (step 8-step 12)
8, UE initiates HO. 
9, 10, UE sends to the 3GPP AAA Server the UE identity information, and this information is forward by non-3GPP IP access network to 3GPP AAA Server. This information includes the information that MK exists in UE. Then 3GPP AAA Server decides not to run EAP AKA according to this information. 
11, 3GPP AAA Server request MK from HSS 
12, HSS response and send MK to 3GPP AAA Server. 
2.3.2 Non-3GPP IP access network handover to EUTRAN

For non-3GPP IP access network handover to EUTRAN, when the UE initial accesses to non-3GPP IP access network, in both the UE and the EPS core, the KASME for EUTRAN should be derived from MK using a key derivation function, which is a one-way function, and that means that MK can not be derived from the KASME, to protect MK information. 

In EPS core, the entity who derives KASME is also HSS.

When handover to EUTRAN, if KASME already exists, then EPS core and UE do not run LTE AKA, but use the present KASME.

The key derivation function is FFS.
The following figure illustrates the process of the key derivation during initial access and the key handling during HO.
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Initial access process (step 1-step 9) 

1, UE obtains PLMN identity when access to non-3GPP IP access network 
EAP AKA process (step2-step 6)
2, 3, During EAP AKA, UE sends its identity to 3GPP AAA Server.2 In this message, it is indicated that UE has EUTRAN access capability. This message is forward by non-3GPP IP access network to 3GPP AAA Server. 
4, During EAP AKA, 3GPP AAA Server sends UE identity to HSS to retrieval user subscription data. If UE supports EUTRAN, when 3GPP AAA server sends UE identity to HSS, this message not only indicates UE supports EUTRAN, but also sends MK to HSS. If UE has EUTRAN access capability and also the user is subscribed to EUTRA, then HSS decides to derive KASME. 
5, HSS inserts user subscription data to 3GPP AAA server, and this data indicates whether UE is subscribed to EUTRAN. 
6, UE and 3GPP AAA server generates MK. 1 
7, After successful EAP AKA run, 3GPP AAA server sends EAP success message to UE.1 In this message, 3GPP AAA server also indicates UE that the user is subscribed to EUTRAN. If UE has EUTRAN access capability and also the user is subscribed to EUTRAN, then the UE can decides to derive KASME. 
8, UE derives KASME according to MK and PLMN identity. The key derivation function was pre set in the UE. This key derivation function is a one-way function. It means that MK can not be derived from the KASME. 
9, HSS derives KASME according to MK and PLMN identity. The key derivation function was pre set in the HSS, and it’s the same as the key derivation function in UE as described in 8. Since the PLMN identities in the HSS and UE are the same, and the MKs saved in 3GPP AAA Server and UE were agreed to be the same in AKA, so the KASME s derived in HSS and UE are the same. 
HO process (step 10-step 13) 
10, UE discovers EUTRAN and initiates HO. 
11, UE sends attach request message to MME, and this message includes UE identity.3 It is also indicated in this message that KASME exists in the UE. MME decides not to run LTE AKA according to this indication. 
12, MME sends UE location update request to HSS, and MME also requests KASME in this message. 
13, HSS inserts user subscription date to MME, and in this message HSS also sends KASME to MME. 
3. Conclusion
It is suggested to include the above proposal in 33.821.
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