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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi (Nokia) opened the meeting which was hosted by the European Friends of 3GPP (EF3) in Tallinn, Estonia. Ms. Mireille Pauliac (Gemalto) welcomed delegates to Tallinn on behalf of EF3 and provided the domestic arrangements for the meeting. Mr. Maurice Pope, MCC, attended this meeting as interim Secretary.

2
Agreement of the agenda and meeting objectives

TD S3‑070300 Draft Agenda of SA WG3#47 meeting. This was introduced by the SA WG3 Chairman.

Meeting objectives:

-
A primary objective is to complete those three work items for which we got an extension time for late inclusion in release 7 (TR 33.803, TS 33.259 and GBA with HLR);

-
We have committed to a fairly aggressive time schedule for SAE/LTE security. It also seems that some of our SAE/LTE security work is on the "critical path" as regards the overall progress of the work. Therefore, we have to put high priority on this work area;

-
A secondary objective is to progress all other Rel-8 work items.

Preliminary schedule of the meeting:

-
We need to allow enough time for the remaining Rel-7 items. Please note here that this time there is no possibility for any email handling between our meeting and the Plenaries. Therefore, we should handle technical items 6.1, 6.7 and 6.15 during the first two days of the meeting. It is also important that we reserve enough time for SAE/LTE security.

-
Then, the planned milestones for each day of the meeting are as follows:

-
Tuesday: completion of items 1-5 and technical items in 6.15 and 6.7, hopefully a start with 6.1;

-
Wednesday: Technical items 6.1 - 6.6, hopefully most of 6.14;

-
Thursday: rest of 6.14 and items 6.8 - 6.13, 6.16, 6.17;

-
Friday: handling of output documents and agenda items 7-10.

-
Additional break-out sessions may be arranged in some evenings.

Discussion and conclusion:

The draft agenda was approved.

2.1
IPR Call Reminder


The chairman made the following call for IPRs, and asked ETSI members to check the latest version of ETSI's policy available on the web server:

	The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:.

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).


3
Assignment of input documents

The allocation of documents to their respective agenda items was reviewed and the document list updated accordingly.

4
Meeting reports

4.1
Approval of the report of SA3#46 meeting

TD S3‑070301 Draft Meeting Report of SA WG3 meeting #46. This was provided by the SA WG3 Secretary.

Discussion and conclusion:

The draft report was reviewed. The attendance list was questioned as there were more than 35 attendees in the Beijing meeting. MCC agreed to check this and update the report if necessary. With this to be updated, the report was approved.

Actions from the meeting:

AP 46.01
Mr. Vesa Lehtovirta and Miss Mireille Pauliac, to prepare Presentation of SA3 perspective on personal area networking (PAN) security for joint meeting. Completed.
AP 46.02
Mr Peter Howard to prepare a Presentation of the SA3 WI for joint meeting. Completed.
AP 46.03
Mr Steve Dotson to prepare a Presentation of Status of IMS enhancements for CableLabs for joint meeting. Completed.
AP 46.04
Miss Natacha Mach and Mr Guenther Horn to prepare a Presentation of Status Status of TR 33.803 for joint TISPAN WG7/SA3 meeting. Completed.
AP 46.05
Mr Valtteri Niemi to prepare to inform the chairman of  TISPAN WG7 of some changes to the agenda. Completed.
AP 46.06
Mr Colin Blanchard to study a way of getting the HTTP Digest part of the TIPSAN specifications to SA3 and Cablelabs in particular. Completed (TD S3‑070396, TD S3‑070442 and TD S3‑070443).
AP 46.07
Mr Rajavelsamy Rajadurai to compile a CR and liaison statement to CT1 regarding security for PS emergency sessions (S3-070150) (before end of March to kick off email discussion). Completed (TD S3‑070397 and TD S3‑070398).
AP 46.08
Mr Dajiang Zhang to start an email discussion on the CRs in TD S3-070117 on GAN testing. Completed, there was little response but it still needs to be discussed how the Network can know which type of (U)SIM is in the UE. This will be reviewed again under agenda item 6.17.
AP 46.09
Mr Dajiang Zhang to start an email discussion on the CR in TD S3-070079 on IMS emergency call over I-WLAN for UICC-less case and TD S3-070078 on Support of IMS emergency call over I-WLAN. Completed.
An additional action was for DIMS: TD S3-070143: The outcome of the e-mail review should be sent on the 7th March. Comments were expected by 28th February. The comments needed to be consolidated by the 2nd March. Comments against the consolidated version would be provided by the 6th of March so the comments could be sent on the 7th. Completed (but not by the timetable originally planned).
4.2
Report from SA3#46b ad-hoc and joint SA WG3-TISPAN WG7 meetings

TD S3‑070307 Draft Report for the SA WG3 SAE/LTE ad hoc 28-29th March 2007. This was provided by the SA WG3 Secretary.

Discussion and conclusion:

MCC were asked to add the attendees list. The report was then approved.

TD S3‑070308 Draft Report for the joint meeting between TISPAN WG7 and SA WG3 on 27th March 2007. This was provided by the SA WG3 Secretary.

Discussion and conclusion:

In 4.2.5, TD S3-070226, Ericsson commented that the text: "There was some discussion on the alternatives 1 and 2. Alternative 2 was probably the most accepted solution, but requires a CR in CT1 to 24.229" was misleading as no preference was agreed upon at the ad-hoc meeting. It was noted that CT WG1 have held a meeting and the decisions made by CT WG1 on this issue could be taken into account. Huawei reported that the current text was correct and would not like to modify the report. Nokia Siemens Networks explained that the decision was to see if CT WG1 could include this in the Rel‑7 timescale. It was decided to consider this further and try to resolve the issue at this meeting before deciding whether to change the report or not. It was agreed to add a note to the report about this issue which had been superseded by agreements at this meeting and the report was revised in TD S3‑070498 which was approved. 
4.3
Report from SA3-LI

Mr. B. Wilhelm gave a verbal report of Lawful Interception issues. There were a number of CRs to be approved at the meeting.

TD S3‑070418 33.107 CR0062: NSAPI (Network layer Service Access Point Identifier) optional in IRI. Summary of change: Additional effort for the LI implementation in the GGSN

TD S3‑070419 33.108 CR0090: NSAPI (Network layer Service Access Point Identifier) optional in IRI. ASN.1 version update Rel‑8. (Mirror to TD S3‑070418).

Discussion and conclusion:

These CRs were approved.

TD S3‑070420 33.107 CR0063: Direct Tunnel LI. Summary of change: To chapter 4, 7.2.1 and 7.3.2 clarifications on how to intercept target in a Direct Tunnel environment.

TD S3‑070421 33.108 CR0091: Direct Tunnel LI. (Mirror to TD S3‑070420).

Discussion and conclusion:

These CRs were approved.

TD S3‑070422 33.108 CR0092: Clarification of Usage of GPRS Terminology and umtsQOS. Summary of change: 1) Add clarifying information to clause 6.5 IRI for packet domain; and 2) Change QOS to umtsQOS in Table 6.13.

Discussion and conclusion:

It was noted that this will create the Rel‑8 version of TS 33.108, which will by default include any approved Rel‑7 CRs. This CR was approved.

4.4
Report from SA#35

TD S3‑070322 Report from TSG SA#35 plenary. This was introduced by the SA WG3 Chairman. Once again, no major drawbacks were encountered with SA WG3 input at the TSG SA#35 plenary meeting in Lemesos, Cyprus, 12-15 March 2007. The main points with impact to SA WG3 are listed.

1.
All of our proposed CRs were approved and only one was modified. It was found out that the release 6 version of CR to 33.234 "Mandate the format of PDG ID" (S3‑070195) had been prepared against the release 7 baseline, instead of against version 6.8.0 of the TS. These kind of shortcuts in preparing CRs are totally unacceptable and there is a real risk that implementation errors occur because of these kind of lapses. Michael corrected the CR in SP‑070218 which was then approved.

2.
The only contribution that proposed to overrule our decision to exclude SIM access to LTE was actually withdrawn during the meeting. Therefore, our LS (S3‑070155) was simply noted.

3.
Three out of our four requests to continue work still in Rel‑7 were granted. The work on TR 33.801 "Access Security Review" continues for Rel‑8. Typically, SA allowed exceptions only to those WIs that were estimated to be completed in June.

4.
The TR 33.905 on "Recommendations of Trusted Open Platforms" was approved, and it is now under change control.

5.
Our two proposed WIDs, "Lawful Interception in the 3GPP Rel‑8" (S3‑070215) and "Update of the SAE study WI description" (S3‑070152), were both approved. The former one was modified slightly, since the estimated dates for CR approvals had already passed. Therefore, dates were left empty. New dates should be included whenever we, esp. SA WG3 LI, have better estimates of the completion time of the Rel‑8 work (see SP‑070238 for the approved version of the WID).

6.
In the SAE/LTE area, some attention was devoted to the security issues around terminating user plane security in eNodeB. As you remember, we listed several countermeasures in our LS to SA WG2 (S3‑070153). It was agreed that we should include requirements on implementation security in the normative part of our SAE/LTE specifications. How and where to document detailed guidelines about what technologies could be used (and how) to meet these requirements, was left for further discussions. RAN requested that we provide information to RAN WG3 about the notion of tamper-resistance during or for their meeting 7-11 May (Kobe, Japan). We should discuss in the ad hoc meeting (28-29 March) whether some SA WG3 people could participate their meeting and/or whether we can create an informative enough LS on the subject. The SAE/LTE work plan was provided in SP‑070230, and we were reminded that we should aim at solving the critical RAN WG2/3 issues in our ad hoc meeting.

7.
The status of IMS expansion discussions can be found in docs SP‑070179,180,181,182,183. Practical implications for 3GPP work, e.g. on whether there is going to be a new WG, new sub-WG or something else, are planned to be decided in June. Documents 182 and 183 are about what is included in "Common IMS" and about how to handle existing work and possibly moving some of it. Documents 180 and 181 are about new work, especially about new requirements. Some discussions were held about "fairness rules" (see slide 3 of SP‑070180). The intention of these rules seems to be to guarantee that industries cannot block requirements coming from another industry just on the basis that they do not like these requirements. Anyway, we still work based on the interim process until we have decisions from June plenary.

8.
ITU-T had sent an LS to 3GPP (and many others) about recently established Focus Group on Identity Management (SP‑070171). SA plenary forwarded this LS to SA WG3.

9.
Issues of interest in SA WG1 area:

-
From SA#33 I reported that (inspired by our CR to 33.220 "Correction to the UICC selection procedure in GBA") SA WG1 wanted to take a look at whether the case of on-the-fly change of USIM should be supported. Now they have concluded that there is no requirement for this;

-
TS 22.153 "Multimedia Priority Service" (SP‑070232) was submitted for information. It contains two lines about security and privacy;

-
TR 22.868 "Machine to Machine communications" (SP‑070136) was approved, where security for unattended terminals had been added;

-
TR 22.980 "Network composition feasibility study" (SP‑070137) was approved. It contains many references to security, including two specific clauses;

-
TR 22.908 "Study on Paging Permission with Access Control" was presented for information;

10.
Issues of interest in SA WG2 area:

-
Status of SAE in SA WG2 can be found in slide 27 of SP‑070079;

-
A new SA WG2 WID was approved for supporting Cable Deployments in IMS (SP‑070105);

-
A study item for "Feasibility Study of Mobility between 3GPP-WLAN Interworking and 3GPP Systems" was approved (SP‑070106). It is mentioned that "The service continuity across the access systems shall not compromise the security mechanisms of the individual access system". This work relates to Rel‑6 architectures whereas SAE deals with Rel‑8 architectures. However, it was agreed that this work and SAE work has to be carefully coordinated;

-
TR 23.847 "Study on Enhancements to IMS Service Functionalities Facilitating Multicast Bearer services" was provided for information (SP‑070104). Security is one of the outstanding issues.

11.
Issues of interest in TISPAN area:

-
TISPAN progress was reported in SP‑070215. The hottest topic is IPTV, incl. some security issues, esp. lawful interception. New WG5 had been started for Home Environment/Customer Networks which handles also security aspects for that area.

12.
At the end of sessions on Wednesday, the freezing date for Rel‑7 Stage 3 seemed to be shifting to June 2007, as a result of many granted exceptions. My feeling was that further extensions seemed to be very difficult to get. This time I decided to send my report already on Wednesday, because only work plan and other administrative issues were left to Thursday.

Discussion and conclusion:

The SA WG3 Chairman was thanked for this summary which was noted.

5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3‑070431 LS from CT WG1: Stage 3 specification for NNI. This was introduced by Telecom Italia. CT WG1 thanks TISPAN WG3 and WG4 for their LS regarding the possible incompatibility issues between the ITU-T Recommendation Q.3401, "NGN NNI Signalling Profile (Protocol Set 1)" and TISPAN/3GPP specifications. It's CT WG1 understanding that the activity is aimed at identifying the protocols and profiles produced in 3GPP that are appropriate to the Ic and Iz interfaces. CT WG1 recommendation is that protocol changes or additional profiling identified in the TR will be taken to the WG owning such specifications for documentation in the base specifications. CT WG1 is aware that a study on the issue is being started in CT WG3 and it is open to provide feedbacks on the CT WG3 work for the aspects that are under CT WG1 responsibility.

Discussion:

An LS in TD S3‑070432 was also received on this subject:

TD S3‑070432 Reply (from CT WG3) to LS on Stage 3 specification for NNI.

Discussion:

The attached WI description was reviewed.

Conclusion:

Delegates were asked to review these LSs and issues around them for when related work comes into SA WG3 after approval of the WID. The LSs were then noted.

5.2
IETF

There was no report of IETF activities at the meeting.

5.3
ETSI SAGE

Mr. P. Christoffersson stated that there had been no SA WG3-related issues in ETSI SAGE since last meeting.

5.4
GSMA

Mr. C. Brookson described the last meeting which was held last week. There were 3 items for SA WG3 to note which are described. In addition it was noted that GCF had decided that from 15th August new terminals can no longer be certified if they contain A5/2. The next meeting was scheduled for 11-12th September, and if anyone wished to attend then they should contact the GSMA Chairman.

SMS/MMS Spam Work Item: In 2004, Orange submitted proposals to SG for consideration in relation to the detection and prevention of SMS and MMS spam. The innovative ideas put forward were strongly endorsed by SG and were submitted to SA WG3 to have the work initiated to deliver the desired solution. There are three input documents to SA WG3 related to spam that will be discussed in Tallinn. We now have a special sub group working on this topic. SG would like this item taken forward as it looks like this will become an issue.

A5/3 Support (S3‑070437 Liaison Statement (from GSMA SG): BSS vendor support for A5/3): The level of support for A5/3, (or the lack of it), was discussed and we approved the attached LS for input to SA WG3. The concern is that A5/3 is not widely supported by BSS vendors and the LS asks SA WG3 to review and update the specifications to ensure a clear deadline for A5/3 support in infrastructure is identified and it also asks SA WG3 represented BSS suppliers to respond to GSMA regarding their current/planned support for A5/3.

IST for GPRS: For some years now we have been discussing the absence of IST for GPRS as a standardised feature. Moreover, it remains unclear if we actually need any work undertaken at all as there is a view that GPRS IST is in fact already provided for. TS 23.060 specifies that the HLR can sent a Cancel Location message to the visited SGSN and this prompts the SGSN to remove all MM and PDP contexts. TS 29.002 also specifies that if the SGSN receives a MAP CANCEL_LOCATION message from the HLR the SGSN must release P-TMSI, terminate the dialogue and return to the idle state. After discussion, it was thought that this was indeed implicit in the standards, but it would be good if the GSMA published explicit guidance for operators to make the situation clear.

5.5
3GPP2

Mr. A. Escott provided a verbal report on the main SA WG3-related issues in 3GPP2.

  <Adrian may provide details?> 

5.6
OMA

Mr. R. Blom provided a verbal report on the main SA WG3-related issues in the OMA. OMA_SEC is currently working on:

1)
A Common Security Functions enabler which in principle is a OMA profiling of GBA. It has been noted that also 3GPP2 has adopted GBA which gives the enabler wide applicability.  

2)
A security solution for SUPL (Secure User Plane Location). For 3GPP the solution is based on GBA. For 3GPP2 which yet has no GBA deployment another key establishment mechanism is defined as a gap filler. This key establishment mechanism can also be used to establish keys to secure the push messages used when the location event is network initiated. We note that a GBA push solution would have solved this issue in a more generic way.

3)
A threat analysis and risk assessment guide, intended to be used by other OMA groups when analysing and defining their enablers.

5.7
TR-45 AHAG

The SA WG3 Chairman reported that the AHAG Chairman had asked whether he needed to come to the next SA WG3 meeting for the joint-control issues. It was decided that this could be handled by correspondence if the AHAG Chairman was not present.

5.8
TCG

Ms. T. Koskinen provided a verbal report on the main SA WG3-related issues in the TCG. TCG Mobile WG is making constant progress for specification launch what is estimated to happen very soon. The results are planned to be published in several events globally and more information can be found from TCG web pages.

The IPR review, compliance and conformance issues and use-cases testing are the main activities ongoing today in working group. Also some of the first formal liaison discussions have been started with some of the stake holders on the field.

5.9
Other groups

TD S3‑070309 LS from TISPAN WG5: Customer Networks activities started in TISPAN. This was introduced by Telecom Italia. ETSI TISPAN WG5, the Home Networking group would like to inform TSG SA, SA WG1, SA WG2, 3GPP SA WG3, TSG CT, CT WG1 and CT WG6 that new standardization activities on Customer Home Networking has been started in ETSI TISPAN. These new Home Networking activities focus on specifying detailed requirements (Stage 1), architecture and functionality (Stage 2) and protocols (Stage 3) for the Customer Home Network (Customer Home Devices (new and legacy devices), Customer Home Gateway, interfaces) supporting the NGN, and its services, including the IMS.

Discussion and conclusion:

It was asked whether the Stage 1 service requirements had been agreed already. This was not known, but it was noted that the main TISPAN approval date is 31 May 2007. This LS was then noted.

TD S3‑070311 Liaison statement (from the ITU-T Focus Group on Identity Management) concerning results of the first face-to-face meeting. This was introduced by the SA WG3 Chairman. ITU-T recently established an Identity Management (IdM) Focus Group. The first of a series of meetings was held in Geneva from 13 -16 February 2007. The objective of the Focus Group is to facilitate the development of a generic Identity Management framework, by fostering participation of all telecommunications and ICT experts on Identity Management. The FG IdM is open to ITU Member States, Sector Members and Associates as well as any individual from a country which is a member of ITU willing to contribute to the work; this includes individuals who are also members or representatives of interested Standards Development Organizations. Attached is the report from the first meeting of the FG for your review and comment. Key members from the IdM community attended this February 2007 meeting and we encourage members of your organization to participate in the next meeting which will be held in Geneva, 23-25 April 2007.

Discussion and conclusion:

It was noted that the Geneva meeting had already been held. Delegates were encouraged to review the meeting report attached to the LS and to consider attendance at their meeting, 18-20 July in Japan. This LS was then noted.

TD S3‑070321 LS from ETSI TISPAN: Additional supported feature numbering for 3GPP and ETSI. This was introduced by Alcatel-Lucent. Specifications in 29.228 and 29.229 (3GPP) and TS 183 033 (their ETSI TISPAN endorsements based on 29.229 v6.6.0 and 29228 v6.8.0) define a mechanism for two nodes to inform each other and negotiate a set of additional features that they support on top of the standard set. Table 7.1.1 of TS 183 033 currently lists two features with their feature bits set as "Tbd" which can be an issue for implementation. Also, when a new feature is introduced in the latest version of the specs we would like a way to set the feature bit without the risk of mutually clashing with 3GPP's specifications. We also have a related question about the use of Table 6.7 of 29.228. Regarding that, ETSI TISPAN has been considering possible ways forward to enable feature bits to be set for their two authentication methods and future features that might be added. A possible way forward should ensure IMS commonness among our organizations.

Discussion and conclusion:

A response from CT WG4 was provided in TD S3‑070433. This LS was then noted.

TD S3‑070433 LS (from CT WG4) on Additional supported feature numbering for 3GPP and ETSI Response to: LS (C4‑070745) on Additional supported feature numbering for 3GPP and ETSI from TISPAN WG 3. This was introduced by Alcatel-Lucent. CT WG4 would like to thank TISPAN WG3 for their LS with their proposed solutions. CT WG4 has discussed the relevance of the possible solutions taking into account the nature of functionality proposed as well as Rel‑7 and Rel‑8 timeframes for inclusion of the possible solutions. CT WG4 is of the opinion that Solution 1, namely the usage of ETSI vendor-ID and setting the feature bits by TISPAN WG3would be the cleanest solution. It is the understanding of CT WG4 that feature bits are independent for each vendor-ID (i.e. feature bit 1 and vendor-ID 3GPP may refer to a feature that has nothing to do with feature bit 1 and vendor-ID ETSI). According to this, TISPAN WG3 may use any feature bits when using ETSI vendor-ID. However some companies indicated that TISPAN WG3 may want to use a certain range of feature bits that does not overlap with the one currently used in 3GPP. In any case, CT WG4 does not see any problem if that is the agreement in TISPAN WG3. CT WG4 understands that if any Server Capability needs to be defined, it will be done only in the specifications that currently describe the capabilities that these Server Capabilities refer to. This means that for NASS Bundled Authentication and HTTP Digest MD5, TISPAN WG3 may decide to include Server Capabilities or not in their endorsement of TS 29.228, but no changes need to be done to 3GPP specifications as such.

Discussion and conclusion:

This LS was noted.

6
Work areas

6.1
IP multimedia subsystem (IMS)

TD S3‑070310 LS from CT WG1: Multiple Registrations. This was introduced by Qualcomm. CT WG1 discussed the issue of a single UE having several parallel contact addresses registered at the same time. CT WG1 seeks further guidance on the related requirements from SA WG2.

Discussion and conclusion:

This LS was noted and the responses to this LS from SA WG2, provided in TD S3‑070319 was reviewed.

TD S3‑070319 Response (from SA WG2) to: "Multiple Registrations". This was introduced by Qualcomm. SA WG2 thanks CT WG1 for the LS on simultaneous multiple registrations. For proper user experience, a solution for the UE to register simultaneously with multiple contact addresses must be backwards compatible. This means that the user experience should not differ based on which P-CSCF release the UE is connected to. For information, SA WG2 would also like to bring to CT WG1's attention that the use case for which simultaneous multiple registrations support was required in Rel‑7, is "IMS session continuity". The support for this use case requires more changes to the standards than simultaneous multiple registrations, and the support for this use case has been deferred to Rel‑8. Therefore SA WG2 has decided to remove the requirement for multiple simultaneous registrations from Rel‑7.

Discussion and conclusion:

It was noted that the issue will need to be considered further in Rel‑8. This LS was noted.

TD S3‑070435 LS (from CT WG4) on Authentication Failure and Authentication Timeout. This was introduced by Huawei. During the discussion of the CR C4‑070682 and CR C4‑070683 at the CT WG4#35 meeting about HSS's handling when receiving SAR with the Server‑Assignment‑Type equals to AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOUT, a discussion took place about when the HSS will receive SAR indicating authentication failure or authentication timeout and what is needed for the HSS to do. There was disagreement about the meaning of the following statements in the section 6.1.2.2 and 6.1.2.3 of the TS 33.203 about handling authentication failure and timeout. There are two questions:

1.
According to the section 5.4.1.2.3 of the TS 24.229, if one Public User Identity is registered, the S‑CSCF shall keep the registration state of the Public User Identity unchanged when the authentication fails or the authentication timeout occurs. It seems that it may not be clear, whether the S‑CSCF will send the SAR to the HSS indicating authentication failure or timeout. If not, whether and when the S‑CSCF will send SAR indicating that the authentication fails or the authentication timeout occurs if the Public User Identity is already registered.

2.
Another question is on that if the IMPU is not currently registered such as in unregistered state or not registered state, what the HSS will behave when it receives Cx‑Put from the S‑CSCF indicating that the authentication fails or authentication timeout occurs, i.e. whether to keep the S‑CSCF name and set the registration‑flag in the HSS to unregistered, or to clear the S‑CSCF name and set registration‑flag in the HSS to Not registered. In other words, if the IMPU is not currently registered, when to keep the S‑CSCF name and set the registration‑flag in the HSS to unregistered, and when to clear the S‑CSCF name and set registration‑flag in the HSS to Not registered, and whether the S‑CSCF needs to indicate to the HSS in the Cx‑Put message what to do.

Different understanding on the sentences may cause inconsistent registration state of the Public User Identity between the HSS and the S‑CSCF.

Discussion and conclusion:

It was commented that for question 1, the specification already covers this. For the second question, the system will wait for time out and no action should be needed. This should be checked off-line to ensure that the CRs are not needed and a response to CT WG1 was drafted in TD S3‑070459. There were some objections raised to this LS and it was agreed that as CT WG1 have their next meeting after the next SA WG3 meeting, this should be postponed to the next SA WG3 meeting. A. ?? agreed to run an e-mail discussion on this before the next meeting.

AP 47-01:
Mr. Alec Brusilovsky to run an e-mail discussion on TD S3‑070459 issues before the next SA WG3 meeting.
TD S3‑070320 LS (from SA WG2) on security implications for IMS registration for ICS users via CS access. . This was introduced by Nortel. It has not yet been determined whether an IMS Centralized Services (ICS) UE is required to do an IMS Registration when using CS access only. The attached paper (S2‑071863) related to TR 23.892 was presented in SA WG2#57 and was noted, but there is still an open question regarding potential security concerns related to the use of Registration. SA WG2 would like SA WG3 to perform a technical review of this paper and would like to hear if they have any technical concerns with this paper. SA WG2 would like SA WG3 to perform a technical review of this paper and would like to hear if they have any concerns about the technical content expressed in this paper.

Discussion:

The attached SA WG2 contribution was reviewed. An analysis of this was provided in TD S3‑070444.
TD S3‑070444 Analysis and proposed LS reply to LS from SA WG2 on Security implications for IMS registration for ICS. This was introduced by Ericsson on behalf of Ericsson and Nortel. Proposed response to LS in S3-070320 (S2-072244).

Discussion:

It was commented that ETSI TISPAN has done some work on NAS bundling and it should be checked whether the IMS registration for ICS can use a process based on this. It was asked what would happen for a USIM/UICC registering using Early-IMS. It was explained that the CS network can only be accessed with a USIM or SIM. SA WG2 have dismissed registration using IMS AKA, which may allow CS registration to IMS without ISIM, which is what is requested by fixed-access to IMS (i.e. TISPAN). The case where a device has access to both CS and PS needs to be covered, to ensure that the IMS AKA is used wherever possible. It was explained that this is network controlled and CS is used as a fallback when PS access fails. It was commented that the CS domain may be used for some real-time services, but the registration should be done in PS (using IMS AKA) wherever possible.

Conclusion:

A response LS to SA WG2 was drafted in TD S3‑070460, which was reviewed. Some clarification on the mechanisms used to verify the user were made. It was decided that this should show that the mechanisms are based on mechanisms similar to IMS security. The draft was updated with agreed changes and was approved.

TD S3‑070441 Liaison (from TISPAN WG7) to SA WG3 on work on prevention of unsolicited communication in the NGN. In this liaison we are pleased to inform you on the progress made by WG7 in the area of prevention of unsolicited communications (aka "SPAM"). WG7 recognized the start of a new WI within 3GPP dealing with protection against "SMS and MMS SPAM; Study of Different SPAM Protection Mechanisms (Release 8)" in Tallinn this month. TISPAN WG7 is working on a similar topic in WI07025 "Feasibility study of prevention of unsolicited communications in the NGN" To avoid duplication of work WG7 proposes an alignment of the work in these two standardization bodies. Please provide your feedback on the proposal below and keep us informed on your planned further steps in the area of aligning these two work-items.

Discussion and conclusion:

The split of work between 3GPP and ETSI TISPAN detailed in the liaison appeared acceptable and the proposal was agreed. A Work Item proposal related to this was provided in TD S3‑070458. A response LS was drafted in TD S3‑070461 which was reviewed and approved.
TD S3‑070458 Security Enhancements for common IMS. This was introduced by Ericsson on behalf of Ericsson, Telenor, T-Mobile and Vodafone. Objective The objective with this WI is to study security requirements for common IMS and find solutions to meet these requirements. The work on co-existence of authentication schemes should continue. It should be ensured that potential new solutions could co-exist with existing authentication methods. It should be studied how an operator can control what authentication schemes can be used in the network of the operator. SA WG3 has worked on identifying requirements on media protection for IMS. The requirements work should be completed and solutions to meet these requirements should be specified. As part of the work, it should be identified which parts of the work performed in TISPAN should be moved to 3GPP, and how the work in TISPAN is integrated into 3GPP specifications. The WI would also look into specifying mechanisms to protect users from unsolicited IMS communication. The work should aim at reducing the number of options for solving the same requirement. Lawful interception should also be studied in relation to this work.

Discussion and conclusion:

It was commented that the "common IMS' should not be used as this is a working method rather than a platform of Feature, the title should therefore be "Security Enhancements for IMS". CableLabs  commented that this Work Item is linked to the work item "Security Requirements in Support of Cable Deployments" and asked whether this would impact and delay the CableLabs work. It was explained that the timescales are not interdependent and this is proposed as a separate Feature. The objective to study new solutions was questioned as there are already 4 solutions and convergence towards a single solution should be aimed for and also that Media security is already part of a work item. It was explained that the current Media Security work item is in Rel‑7. The protection of users from unsolicited IMS communication may have an overlap with the anti-SPAM work Item and this should be either removed or added to the linked Work Items section. Delegates were asked to discuss the objectives off-line and provide comments. The WID was revised off line. It was noted that the Anti-SPAM WI should be linked to this WID. The objectives should not refer specifically to authentication or new security solutions.  The WID was updated in TD S3‑070462 which was reviewed and approved.

TD S3‑070417 Reply LS (from SA WG3 LI Group) on existing solutions for IMS media security and their impact on lawful interception requirements. This was introduced by BT. SA WG3-LI thanks SA WG3 for their LS in S3‑070213 on existing solutions for IMS media security and their impact on lawful interception requirements. SA WG3-LI would provide the answers given in the attached document SA WG3LI07_034r4.

Discussion and conclusion:

This LS was noted.

TD S3‑070358 Key management for IMS media security. This was introduced by Huawei. In the last meeting, only the scenario that the master key is generated by UE is considered, no scenario that the master key generated by the network entity is considered. This contribution will propose SA WG3 to make the current media security work assumption that the master key can be generated by the network entity as well as by the UE.

Discussion and conclusion:

It was commented that ECMA had requested UE-UE end-to-end protection for Corporate Networks in the TISPAN meetings and both Network-based and end-to-end approaches will need to be studied. It was asked how this impacts the requirements outlined by the LS from the Lawful Interception group. It was suggested that this should allow end-to-end encryption, as the requirement is for the operator to provide only the keys/decrypted media flows which it controls the encryption of. It was agreed that both Network-based and end-to-end approaches will need to be studied. The contribution was then noted.

TD S3‑070375 IMS Media security key management requirements. This was introduced by Ericsson. At SA WG3 ad-hoc #46bis a discussion paper on signalling path and media path key management was presented S3‑070268. Based on the analysis in S3‑070262 a working assumption was agreed that the key management work for media security should progress on signalling path based solution. The analysis in S3‑070268 described several issues that could be translated into requirements in Media Security TR 33.828. This contribution discusses those issues and proposes corresponding requirements to the TR and proposes also other new requirements.

Discussion and conclusion:

The requirement 4 was questioned as it was expected that the user may wish to have some control over the security level for some applications. It was clarified that the GSM requirements are only for providing security information to a user rather than having user intervention for the security. It was agreed that the provision of visibility and configurability should be studied. It was reported that requirement 3 is already captured in the TR. It was commented that requirement 5 appeared to imply that something better than already provided will be needed for identity notification. It was agreed that this could be included with an editor's note to indicate that a mechanism exists and some enhancements to the notification and confidentiality level of notifications to it may be studied. With these modifications, these proposals were approved for inclusion in the draft TR.

TD S3‑070465 Updated TR 33.828 with agreed changes. This was provided by the Rapporteur.

Discussion and conclusion:

This was approved for use with further updates.

6.1.1
TS 33.203 issues

There were no contributions under this agenda item.

6.1.2
Security for early IMS

There were no contributions under this agenda item.

6.1.3
Co-existence TR

TD S3‑070442 Liaison (from ETSI TISPAN) to SA WG3 on recent ETSI TISPAN decisions and progress on HTTP digest. This was introduced by Ericsson. In this liaison we are pleased to keep you informed on the recent decisions taken and the progress made by ETSI TISPAN WG3 and WG7 in the context of HTTP digest for NGN Release 1, co-existence and for NGN Release 2. We are also interested to hear your feedback and your planned further steps in the area of TR 33.803 and HTTP digest in 3GPP Rel‑8.

Discussion and conclusion:

It was commented that the user would need additional equipment for support of legacy devices and if this is being provided it would be easier to provide equipment which already supports the features. After discussion of the issues and related contributions, a response was drafted in TD S3‑070468 and was approved.

TD S3‑070401 pCR to TR 33.803: PANI header handling. This was introduced by Nokia Siemens Networks on behalf of Nokia, Nokia Siemens Networks and Ericsson. TISPAN WG7/3GPP SA WG3 joint meeting (March 27) agreed concerning the handling of P-Access-Network-Info header in TR 33.803: "Another suggestion was to have a working agreement that if the CR to 24.229 was accepted by CT WG1 then the Huawei solution would be adopted and the pCR in S3‑070254 would be implemented. It was noted that WG7 was not able to reach agreement on this issue either and were happy to let SA WG3 decide. This was agreed." As Huawei's CR C1‑071088 to TS 24.229 was not agreed in CT WG1#47 meeting, we propose that the editor's note in section 6.1 in TR 33.803 is removed as proposed in S3‑070226 (discussed in the joint meeting). We also propose to delete the editor's note in section 6.2.2 to reflect the change proposed to 6.1.

Discussion and conclusion:

Huawei clarified that a proposed CR had been discussed in CT WG1, but due to lack of time the CR was postponed. Huawei proposed that a Liaison Statement from SA WG3 should be sent to CT WG1 giving the SA WG3 agreement on the issue. It was noted that SA WG3 have not yet agreed on this but had agreed that CT WG1 should make the final decision. Nokia Siemens Networks commented that CT WG1 appeared to be happy with the current content of 24.229 Rel‑7 and Rel‑7 is functionally frozen, so only solutions to major operational problems can be added now. The current solution works and the TR should be closed at this point and any alternative functionality can be considered for the next Release. Vodafone commented that if there are two solutions which can work, then the preferred solution would be for the one which requires no Stage 3 changes for Rel‑7. There was support for this view. BT Group commented that this should be revisited for the Rel‑8 work with issues around the common IMS work. This contribution was approved for inclusion in the draft TR. It was noted that if CT WG1 approve the Huawei proposed CR, they will need to send a Liaison Statement to SA WG3 asking for alignment with the Stage 3.

TD S3‑070402 pCR to TR 33.803: Configuration vs. protocol based solution. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. SA WG3#46 discussed the issue how a S-CSCF can know which P-CSCF can be trusted to insert a P-Access-Network-Info header. The alternatives on the table were the so-called configuration-based and protocol-based solutions. From the draft official meeting report of SA WG3#46:
There was support to delete the protocol based solution for Rel‑7 from several quarters. It was decided that that the configuration based solution would be kept for Rel‑7. The question then moved on to whether the protocol based solution should also be put into Rel‑7. It was suggested to keep the protocol based solution for the time being and see CT WG1 can finish it for Rel‑7. In the end, it was decided to try and get this feature as an early implementation feature for Rel‑8. If CT WG1 put this as an exception, then SA WG3 could restore it to Rel‑7. An editor's note was added along these lines.

The editor's note which was agreed at SA WG3#46 to be put into section 6.3 of TR 33.803 v1.0.0 reads: Editor's note: during the SA WG3#46 meeting, there was a discussion regarding which solution should be mandatory to support. It was commented that configuration-based solution can be worked as a short-term solution only if protocol-based solution has not been worked out temporarily, and that anyway a protocol-based solution would be needed as a long-term solution. It was decided that the protocol based solution may not be considered for release 7, and would be considered as an early implementation for release 8 depending on the work progress within CT WG1. In the meantime, it has become clear that CT WG1 has not been able to complete a protocol-based solution within the Rel‑7 timeframe. This means that, for Rel‑7, only the configuration-based solution remains. The text referring to the protocol-based solution should therefore be removed. It is proposed to add a NOTE pointing to the possibility of a protocol-based solution in Rel‑8.

Discussion and conclusion:

This was approved for inclusion in the draft TR.

TD S3‑070403 pCR to TR 33.803: References and Definitions. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. This contribution provides a pseudo-CR to complete the sections 2 "References" and 3 "Definitions" of the TR 33.803.

Discussion and conclusion:

It was noted that the References introductory text should not be deleted (only the "Guidance" formatted text should be removed). The definitions of Legacy and TISPAN aware P‑CSCFs was discussed and it was decided to clarify where the functionality defining them is in section 6.1. With these changes, the proposed changes were approved for inclusion in the draft TR.

TD S3‑070428 Proposal for I-CSCF distinguish the authentication schemes. This was introduced by Huawei. The main issue is in TISPAN R1 specs whether the I-CSCF shall use the same solution as specified in 3GPP TR 33.978 to handle the IMPI in case the authorization header is absent in the REGISTER message. This contribution will give further suggestions on how to handle this issue.

Discussion:

The related contribution in TD S3‑070447 (and associated pCR in TD S3‑070448) and the attached proposal for changes to the TR were reviewed.

TD S3‑070447 Handling of private identities in Cx commands: recent decisions by TISPAN and impact on TR 33.803 "Co-existence between TISPAN and 3GPP authentication schemes". This was introduced by Nokia Siemens Networks on behalf of Ericsson and Nokia Siemens Networks. A 3G TR should not say which proprietary methods to apply to solve a problem specific to TISPAN R1. We propose instead to add a note to explain the problem and point to a simple possible solution. The proposed change can be seen from the companion pCR (in TD S3‑070448).

Discussion:

The associated pCR in TD S3‑070448 was reviewed, along with the proposals in TD S3‑070428.
TD S3‑070448 pCR to TR 33.803 v1.0.0 on Handling of private identities in Cx commands. This was introduced by Nokia Siemens Networks on behalf of Ericsson and Nokia Siemens Networks.

Discussion:

This was discussed with the proposals in TD S3‑070428.
Conclusion:

It was commented that a TISPAN Release 1 terminal cannot add the header and a solution is needed to handle situations where no header is given, such a solution is not available at present. Nokia Siemens Networks and Ericsson suggest adding a note to clarify that proprietary solutions may be used to distinguish between 3GPP and TISPAN I‑CSCFs. Huawei commented that TISPAN had reported to SA WG3 that there may be several proprietary solutions for this issue and suggest a method of distinguishing the I‑CSCF. Huawei asked how the Early-IMS can be handled in this case. It was explained that Early-IMS is only intended for 3GPP Accesses and the issue should not arise. It was agreed to accept the solution in TD S3‑070448 for the draft TR with the addition of text clarifying whether the request was "... sent over a TISPAN NAS network or a 3GPP Network ..." and to inform the reader that for Rel‑7 proprietary solutions are used for determination of the TISPAN client. TD S3‑070428 and TD S3‑070447 were then noted.
TD S3‑070492 Update of 33.803 with agreed changes and TSG presentation sheet. This was introduced by the Rapporteur (Orange). Abstract of document: The present document studies from a security point of view the coexistence between TISPAN authentication methods (as specified in TISPAN release 1) and existing 3GPP authentication schemes, i.e. both the IMS AKA (as specified in S 33.203 and TS 24.229) and the early IMS security (as specified in TR 33.978). This document also aims to provide solutions to handle potential compatibility issues. These issues are listed in detail in section 5 of this document. This document is meant to ensure that the same IMS core network entities can be used to support both 3GPP and TISPAN authentication schemes. In this context, rules are developed how an x-CSCF can decide from a registration request which authentication scheme to apply. If these rules are not adhered to compatibility problems may arise.

Discussion and conclusion:

This TR and presentation cover sheet was approved for forwarding to TSG SA#36 for approval.

6.1.4
Security Requirements in Support of Cable Deployments

TD S3‑070423 33.203 CR0106: Correction of several description mistakes. This was introduced by China Mobile. Summary of change: Remove the redundant references and modify the confusing descriptions.

Discussion and conclusion:

China Mobile apologised that the CR had been created without including the full sections being changed, but would correct this if the proposed changes are acceptable. It was asked whether it would be clearer to remove the first paragraph and keep the "repetition" used in the other paragraphs. The CR was revised off-line in TD S3‑070466 which was approved. 
TD S3‑070454 33.203 CR0105R1: Digest and TLS Procedures. This was introduced by CableLabs on behalf of Alcatel-Lucent, BT, CableLabs, HP, Nortel and Samsung. Summary of change: Procedures for supporting SIP Digest and TLS are added. The procedures are optional, backwards compatible and do not impose requirements on mobile networks.

Discussion:

Comments to this CR were provided in TD S3‑070443.

TD S3‑070443 Comments on S3‑070396: 33.203 CR0105. This was introduced by Nokia Siemens Networks. In our view, the addition of TLS and SIP Digest procedures to TS 33.203 is indispensable to fulfil requirements from fixed network operators, in particular, but not only, operators of cable networks. S3‑070396, which contains a CR to TS 33.203, provides an important step in this direction and should be taken as a basis for further discussion in SA WG3. However, an analysis of this CR show that questions relating not only to minor technical detail, but fundamental to the understanding of the security requirements assumed for SIP Digest and TLS in the context of TS 33.203 and to the relationship with existing security mechanisms in TS 33.203 and TR 33.978, are still open. We therefore propose that these questions be solved further before approving the CR in its current form.

Discussion:

This was discussed with the response comments provided in TD S3‑070464.

TD S3‑070464 Comments to S3-070443. This was introduced by CableLabs. This provides responses to this issues raised in S3‑070443.

Discussion:

This was discussed with the original comments provided in TD S3‑070443.

Conclusion:

It was agreed that the work on definition of HTTP Digest can be done separately from the TLS work as they are mutually independent (although the use of HTTP Digest without TLS may not be particularly useful). It was noted that for option b) operators could disable link-level security as integrity protection is provided in addition. It was commented that for option c), making HTTP Digest optional, there will be no consistent solution for SIP security. It was stated that option a) is not desirable as the authentication should apply only to registration and not all messages. CableLabs responded that this may be necessary for their configuration and it would need to be further studied if this is really needed. For section 2.1.3 (Selection of authentication method by UE), the problem still exists that multi-mode UEs need to determine the authentication procedure needed depending on it's access network environment. There is already a note about this issue in the Early-IMS TR and this will need more study for Rel‑8 and should be left as an open issue. It was agreed that the work was not complete enough for approval at TSG SA but the assumptions agreed can be forwarded to ETSI TISPAN to inform them and ask if some compromises can be made to progress common solutions. It was agreed as a working assumption that the checking is done in the S‑CSCF. The CR in TD S3‑070454 was updated off-line in TD S3‑070467 and was reviewed. The CR was agreed in principle and the proposal was approved as a working assumption.
Other discussion on the documents:

CableLabs suggested that in order to make progress, the system should be restricted for the moment and enhancements considered afterwards. It was clarified that the intention was to provide as unrestricted a solution as possible. BT commented that the only way to get convergence would be to apply pressure to have the legacy clients replaced in the field over time. An interim solution could be to have a Residential Gateway which acts as an IMS AKA client towards the IMS network. Nokia Siemens Networks concluded that TLS does not provide protection against a man-in-the middle attack and the authenticity of the client cannot be guaranteed. CableLabs argued that this was not clear as they intend to use TLS in a protected way (using a user password method). It was commented that secret keys would provide a more secure mechanism for providing passwords for HTTP Digest.
TD S3‑070404 Risk of man-in-the-middle attacks in sip-sec-agree with server-authenticated TLS and client authentication by Digest. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Highlights a risk of man-in-the-middle attacks when using RFC 3329 (sip-sec-agree) with server-authenticating TLS and client authentication

Discussion and conclusion:

This potential attack was accepted and the contribution was noted to have an impact on the use of TLS as requested by CableLabs, but this should be further studied.

6.2
Network domain security: TCAP layer (NDS/TCAPsec)

There were no contributions under this agenda item.

6.3
Network domain security: IP layer (NDS/IP)

TD S3‑070351 33.210 CR0022: Clarification on the use of the IPsec mode for the Zb-reference point. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Clarify that ESP in tunnel mode is mandated on the Zb-interface. Remove Transport mode from the definitions section as it is not used within the TS.

Discussion and conclusion:

It was commented that the new text will prevent operator using transport mode over the operator-defined Zb interface. It was clarified that changes to transport mode is not included in this proposal and would require a separate CR. It was commented that interoperability is still required on the Zb interface which should be taken into account. The CR was postponed and Members were asked to study whether transport mode should be allowed on the Zb interface and further discuss the issue at the next meeting. An e-mail discussion on this issue will be organised by Nokia Siemens Networks.

AP 47-02:
Mr. Marc Blommaert to run an e-mail discussion on Zb interface allowing transport mode, 33.210 CR0022 (TD S3‑070351).
6.4
Network domain security: Authentication Framework (NDS/AF)

TD S3‑070325 33.310 CR0009: Correction of MCC implementation error for CR0008. This was introduced by MCC.

Discussion and conclusion:

The title of the annex was also incorrect (should be TLS) and the CR was revised in TD S3‑070483 which was approved.

6.5
UTRAN network access security

TD S3‑070392 UTRAN key management enhancements. This was introduced by Ericsson. Objective The objective of this work item would be to study potential solutions for introducing the E-UTRAN key hierarchy, to ensure that a security breach in UTRAN will not propagate into E-UTRAN. The study should cover the technical feasibility and consequences. The impacts of such potential solution on UTRAN rel-8 should be identified. Interworking with pre Rel-8 UTRAN would need to be developed. In particular the following aspects must be covered: - Attacks countered - Solution impacts: Signalling SGSN-MME; Signalling SGSN-SGSN; Signalling UE-SGSN-HSS; Use of ME capabilities o Signalling SGSN-HSS; AV management o Key derivations and bindings
Discussion and conclusion:

It was decided that this needed further consideration and was postponed for off-line discussion until the next meeting.

TD S3‑070398 Reply LS on Security for PS emergency sessions. This was introduced by Samsung. SA WG3 confirms CT WG1 the necessary action taken to update the TS 33.102 on PS emergency sessions handling.

Discussion and conclusion:

This LS depended on the agreement of the CR in TD S3‑070397 and was approved.

TD S3‑070397 33.102 CR0202: Security for PS emergency sessions. This was introduced by Samsung. Summary of change: Subclauses on emergency call handling have been updated to reflect security for PS connections supporting emergency sessions in PS domain. Additionally, a reference to TS 23.167 is introduced in the reference subclause.

Discussion and conclusion:

This had been discussed over e-mail before the meeting. This CR was approved.

6.6
GERAN network access security

TD S3‑070437 Liaison Statement (from GSMA SG): BSS vendor support for A5/3
GSMA SG (SG Doc 63/21). The apparent lack of support of A5/3 in BSS equipment is seriously hampering the rollout of A5/3 in handsets despite the fact that the specifications already provide for it. GSMA SG's principal concern is that BSS suppliers may have not designed their architecture to accommodate new ciphering algorithms and this would place the industry in a very difficult position if A5/1 is compromised anytime in the near future. This matter is now considered to be extremely urgent and GSMA SG would greatly appreciate the support of SA WG3 and its BSS vendor members in this regard. BSS Vendors responding to the questions listed above should submit their answers to James Moran, Fraud and Security Director at the GSM Association (jmoran@gsm.org) who can also be contacted if any clarification is required in relation to any aspect of this liaison statement.

Discussion and conclusion:

It was decided to wait until responses had been received from the Vendors and return to this at the next SA WG3 meeting.

AP 47-03:
GSM BSS vendors to respond to the GSMA on their LS in TD S3‑070437.
6.7
GAA and support for subscriber certificates

TD S3‑070434 Response LS (from CT WG4) on Interface for GBA usage with HLR. This was introduced by Nokia Siemens Networks. CT WG4 thank SA WG3 for their LS on Interface for GBA usage with HLR (S3‑070177). It is CT WG4's understanding of the requirements that the MAP based Zh' interface is an interface between the Rel‑7 BSF and a pre-Rel‑6 HLR (which in pre-Rel‑5 stands alone and in Rel‑5 is part of the HSS). Therefore CT WG4 believe that the Zh' interface must not be described in normative text in any Rel‑7 specification. SA WG3 are asked to confirm this assumption. CT WG4 have conditionally agreed (conditions being the approval of the WID (see C4‑070829) and approval of a corresponding CR to TS 33.220) on the attached CR to TS 29.109 Rel‑7 which introduces in an informative annex a low impact solution (i.e. a solution that does not involve GUSS) for the Zh' reference point. The solution is based on the assumption that the requirements which are valid for the Zh reference point (as described in TS 33.220) are also valid for the Zh' reference point with the exceptions shown as follows:

-
The pre-Rel‑6 HLR supports handling of authentication vector requests received from a BSF.

-
The pre-Rel‑6 HLR does not support GUSS. CT WG4 suggest to add these requirements to an informative annex to TS 33.220.

It must be noted that strong concerns have been raised in CT WG4 with regard to the architecture introduced by the Zh' interface. Issues are:

1)
Duplication of options as we already have a Diameter interface that satisfies all of the requirements of Zh. It has always been 3GPP's understanding that minimising options is a prime directive within 3GPP unless very strong reasons can be given to justify an inclusion of an extra option.

2)
The handling of the introduction of this interface as a late exception without prior consultation with CT or its working groups causes concern as there has been minimal time to consider all aspects for its inclusion within CT.

Particular points are:

1)
Is it assumed that the BSF may support both interfaces.

2)
How can the BSF determine whether to use Zh or Zh'.

3)
How is the migration from Zh' to Zh done.

Discussion and conclusion:

The CR in contribution TD S3‑070329 was related to this topic which was reviewed. A response LS to CT WG4 (copied to TSG CT, TSG SA) was drafted in TD S3‑070452 and was reviewed. It was reported that in TS 29.109, the Zh' concerns only pre‑Rel6 HLR. It was agreed to remove the "... pre-Rel‑6 HLR" text, to avoid misunderstanding. The LS was then approved.
TD S3‑070329 33.220 CR0123: Details of HLR – BSF reference point. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Addition of new optional reference point in the GBA architecture. Specification of requirement details. Addition of new reference point to message flows.

Discussion and conclusion:

The need for this in the specifications was questioned. It was explained that an exception to make this change to Rel‑7 had been requested at TSG SA#35 so the need for this had already been agreed. It was clarified that this is introduced as an option by the CR in order to allow for compatibility with Rel‑6. Ericsson argued that this could be achieved also by an update to the HSS. It was commented that CT WG4 had added their changes in an informative Annex and asked SA WG3 to also make the changes in an informative Annex, whereas the CR proposed text in the main body of the TS. It was noted that operators who do not need the Zh' interface will not be impacted by this optional interface. It was suggested that CT WG4 are asked to include this optional functionality in the normative part of their specification, rather than an informative Annex. The CR was corrected editorially in TD S3‑070453 and was approved.

6.7.1
TR 33.719 GAA

There were no contributions under this agenda item.

6.7.2
TS 33.220 GBA

TD S3‑070330 33.920 CR0002: NAF_ID Encoding. This was introduced by Nokia on behalf of Nokia, Nokia Siemens Networks and Vodafone. Summary of change: Addition of reference to CR 0120 (SP‑070146).

Discussion and conclusion:

This CR was approved.

TD S3‑070350 33.220 CR0124: Clarifying the terms 2G and 3G for GBA. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Add a NOTE to clarify the access independence in relation to 2G GBA and 3G GBA.

Discussion and conclusion:

This CR was approved.

TD S3‑070328 BSF sharing for PLMNs under the same administrative authority. This was introduced by Nokia Siemens Networks on behalf of Nokia, Nokia Siemens Networks and T-Mobile. Discussion paper shows configuration approach for BSF sharing.

Discussion and conclusion:

This proposal was agreed. No further CRs were needed for this.

TD S3‑070326 GBA: Discussion of user identity privacy on Ub reference point. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Discussion paper on user identity privacy on Ub reference point. It is proposed to introduce TMPIs on Ub in GBA for Release 8 and approve the CR in the companion contribution.

Discussion and conclusion:

This was noted and the related CR in TD S3‑070327 was reviewed.

TD S3‑070327 33.220 CR0108R2: Introduction of temporary identifier for bootstrapping procedure. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: For each new bootstrapping run a new temporary user identifier is used. This temporary identifier is created on each bootstrapping run for use with the next bootstrapping procedure. It is generated locally in BSF and UE, thus it is used in the network only once.

Discussion and conclusion:

It was commented that the only UE change is to use HTTPS instead of HTTP, which is a configuration change. It had been suggested to use the same privacy mechanism also for IMS. However, after some study it was concluded that this was not so easy, and choosing a different privacy mechanism for IMS would have lesser impact on IMS. In the 3G environment, Certificates were not considered necessary for 3G GBA. The use of TLS was considered unnecessary by the authors of the CR as it would need changes in the ME for little benefit. BT supported this proposal and suggested some improvements in the "reasons for change" of the CR to avoid the misunderstanding that this is IMS related. It was clarified that the TMPI can only be used when it has been derived from running a Ub protocol and cannot be generated at any time. The CR was revised to incorporate comments in TD S3‑070457 which was approved.
6.7.3
TS 33.221 Subscriber certificates

TD S3‑070331 33.221 CR0008: Removal of editors note. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Summary of change: Removal of editor's notes.

Discussion and conclusion:

This CR was approved.

6.7.4
TS 33.222 HTTPS-based services

6.7.5
TS on GBA push

TD S3‑070361 Clarification for B-TID in Ua-application data. This was introduced by Huawei. In step 6 of procedure for bootstrapping, GBA-PUSH-INFO and Ua-application data are sent to the UE from NAF. There will be reverse order case if network sending delay, or packets lost are happened. In this case, GBA-PUSH-INFO and Ua-application data will be arrived at UE in reverse order and UE cannot match GBA-PUSH-INFO and Ua-application data. UE cannot use GBA-PUSH-INFO to decrypt the encrypted Ua-application data. So there needs to be a value to contain both in GBA-PUSH-INFO and the matched Ua-application data. In the description of step 7, there is the saying to solve the problem, "When the UE receives the Ua-application data, then the B-TID is used as a reference to find or create the correct NAF specific keys Ks_(ext/int)_NAF..". But it is not so clear what the B-TID functions are and why they are needed. Clarification is proposed.

Discussion and conclusion:

It was requested to clarify the meaning of "the reverse-order case". Text should be added for this. It should also be clarified that the Ua application data is sent with GBA information. The requirement should be merged with the second bullet as it is a related B‑TID requirement. It was asked if this should be requirements for the interface rather than for the B‑TID. It was commented that the second bullet may also need to refer to Upa, but this should be studied further. This proposal was agreed in principle and was discussed off-line to find the best place for such a requirement and to include the changes in the updated TS in TD S3‑070456.

TD S3‑070372 Usage of GBA Push. This was introduced by Ericsson. This contribution proposes how to progress in GBA Push work.

Discussion and conclusion:

It was asked whether the intention was to create a new TS for the generic layer. It was clarified that the WID should already have included this work and should be updated if it is not clear. This work could be defined in an Annex (normative) for the time being, in order to facilitate development of the work and separated out into a new TS in the future (before TSG SA approval of the TS). This proposal was agreed. The content of the Annex could be taken from this contribution and this will be discussed off-line and included in the updated TS in TD S3‑070456.

TD S3‑070352 GBA Push Interworking implications. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. This contribution gives an overview of the technical implications of the GBA PUSH models in the UE for interworking scenario's between components of different releases.

Discussion and conclusion:

It was noted that the contribution only dealt with situations without a return channel. Further study was needed on this and Member companies were invited to contribute use-cases and reliability information for both with and without a return channel to the next meeting. This contribution was then noted.

TD S3‑070359 Some clarification about key selection for GAA PUSH. This was introduced by Huawei. In the last SA WG3 meeting, a contribution about key selection mechanism for GAA push was proposed. It has been accepted that the Network shall indicate which key to be used in case of GBA_U. This contribution clarifies some issues brought out during the last meeting.

Discussion:

A proposed pCR was provided in TD S3‑070360 and this contribution was noted.

TD S3‑070360 Clarification about key selection mechanism. This was introduced by Huawei. Summary of change: 1. Remove editor notes from 4.3.2. 2. Replace the description "Policy management is performed as outlined in TS 33.220" with that "NAF shall select a proper key to encrypt push data based on policy of NAF or policy given by BSF" in step 5 of section 5 to make a more accurate description.

Discussion:

It was suggested to consider the proposals in TD S3‑070332, which impacts the same sections, before agreeing on these changes.

TD S3‑070332 Key Usage for GBA_PUSH. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. During last SA WG3 meeting, there was a discussion, if TS 29.109 can be used to inform the NAF and the UE which key to use for GBA Push functionality. It was not clear, how exactly this could be achieved for GBA Push. Currently, there is no requirement to encrypt the GBA_PUSH_INFO. The only security requirement for GBA_PUSH_INFO we have is an editor's note pointing out that the integrity protection for GBA_PUSH_INFO needs to be studied. Hence, the key indication which was introduced at SA WG3#46 belongs to the application specific Ua interface and not to the Upa interface and therefore, the section 4.3.2 needs to be changed. The attached Pseudo-CR targets to clarify the indication of the key usage in GBA Push.

Discussion:

It was agreed that the Note 2 in TD S3‑070360 should be modified to align it with this proposal.

Conclusion:

The handling of the indication in 33.220 and 29.109 should be checked for consistency and CRs proposed to these specifications, if necessary. TD S3‑070332 and TD S3‑070360 should be checked for overlap and consistency and were agreed in principle for inclusion in the updated draft TS in TD S3‑070456.

TD S3‑070456 Updated draft TS 33.223 with agreed changes. This was introduced by Nokia. 

Discussion and conclusion:

This was approved for use with further updates.

6.8
WLAN interworking

TD S3‑070406 33.234 CR0088R1: Support of IMS emergency call over I-WLAN. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Summary of change: Add the security requirements and description of support for IMS Emergency calls.

TD S3‑070407 33.234 CR0089R1: Support of IMS emergency call over I-WLAN for UICC-less case. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Summary of change: Add the procedure of support for Emergency Calls when I-WLAN is the IP-CAN and no UICC is present.

Discussion and conclusion:

It was reported that the separate section is to allow for WLAN Emergency Call set-up to happen without going through the IMS. It was asked if this is really needed now in Rel‑7 as there was still ongoing SA WG2 work and the new requirement for TLS is fairly late in Rel‑7. It was clarified that this CR is in response to the work ongoing in SA WG2. A check was made and it was noted that SA WG2 had included related a CR in TS 23.234. It was commented that SA WG2 may sill remove this from Rel‑7, in this case SA WG3 could also remove the provision with another CR. It was commented that the use of the tunnel being set up in 7.2 is outside the scope of the specification and it was asked why this is related to IMS. It was explained that this is because the SA WG2 text is for setting up emergency call through the IMS. With these clarifications, the CRs were approved.

6.9
Multimedia broadcast/multicast service (MBMS)

The related LSs were reviewed and discussed together:

TD S3‑070312 LS (from OMA BCAST) to 3GPP and 3GPP2 on UICC key storage. This was introduced by Gemalto. The Open Mobile Alliance Broadcast sub working group (OMA BCAST) defines specific features extending the MBMS features of a UICC card. As for MBMS, if the Smart Card Profile is used, the UICC may store keys and associated rights. However, the management of these keys is different from MBMS. In MBMS, for one service, the card stores two long term keys (MSKs): the key to use for the current broadcasted content, and the "next" key to use, in order to have a smooth handover. In OMA BCAST features, the UICC may store more than two keys per service:

-
keys to be used later, for example if a program was bought in advance by the user

-
keys to be used with downloaded content stored on the terminal.

For some content stored on the terminal, the key shall be kept on the card until the content is deleted by the end user. The terminal should then inform the UICC that the key shall be deleted. Besides, the terminal may inform the user through a discovery service called Service Guide, that key for a specific content is available in the UICC.

TD S3‑070313 LS (from OMA BCAST) to 3GPP and 3GPP2 on Authenticate Response. This was introduced by Gemalto. The Open Mobile Alliance Broadcast working group (OMA BCAST) defines specific features extending the MBMS features of a UICC card. Some of these extensions require the UICC to ensure that some conditions are satisfied before updating the service key or sending the decryption key to the terminal. When the conditions are not satisfied, the UICC should send an indication to the terminal (with eventually additional data), in order to inform the user. Here is described a use case where the Authenticate APDU command will not result in updating the service key or sending the decryption key to the terminal and where an indication needs to be sent to the terminal: The OMA BCAST specifications define a purse stored in the card and that is associated to MBMS keys. If the purse shall be decremented and if its amount is not sufficient, the Authenticate APDU command shall not deliver the decryption keys.

TD S3‑070314 LS (from OMA BCAST) to 3GPP and 3GPP2 on OMA BCAST card capabilities. This was introduced by Gemalto. The Open Mobile Alliance Broadcast sub working group (OMA BCAST) defines specific features extending the MBMS features of a UICC card. In order to achieve a consistent specification, the terminal needs to know if the UICC card supports or not the specific OMA BCAST features. The support of this feature is distinct of the support of the MBMS only feature.

TD S3‑070323 Reply LS (from CT WG6) on OMA BCAST smartcard capabilities. This was introduced by Gemalto. 3GPP CT WG6 would like to thank OMA BCAST working group for their three liaison statements on OMA BCAST card capabilities (C6‑070216 - OMA-LS_0183, C6‑070217 - OMA-BCAST-2007-0339, C6‑070222 - OMA-LS_190). CT WG6 have noted the requests in these liaison statements. CT WG6 kindly requests OMA-BCAST to confirm to CT WG6 that this proposal fits their needs and keep CT WG6 informed about the smartcard related changes to OMA BCAST specifications.

Discussion and conclusion:

It was commented that it appears that OMA BCAST are specifying MBMS security-related issues and it should be verified that this work will not conflict with the MBMS functionality and security. With the CT WG6 response that they will deal with these issues, these LSs were noted.

TD S3‑070474 LS (from OMA BCAST) to SA WG3 on DCF PDCF and KeyInfoBox. This was introduced by Nokia. The Open Mobile Alliance Broadcast working group (OMA BCAST) is working on broadcast services over IP, including service and content protection. Second consistency review period has been finalised in April 2007, leading to Candidate Enabler specifications (frozen specifications leading to interoperability testing). The service and content protection solution for both DRM Profile and Smartcard Profile download protection of DCF is inspired from the mechanism in section 6.6.3 "Protection of download data" of TS 33.246v690. Note: OMA BAC BCAST and OMA BAC DLDRM sub-working groups have become working groups. They are now named OMA BCAST and OMA DRM respectively.

Discussion and conclusion:

It was commented that the references being used could not be confirmed at present due to the changes that the draft specifications have undergone recently which need to be reviewed. A response LS was drafted in TD S3‑070484 which was reviewed and approved.
TD S3‑070343 33.246 CR0127: Adding missing requirements about PDP context and IP address handling for ptp key management. This was introduced by Nokia Siemens Networks on behalf of Nokia, Nokia Siemens Networks and Ericsson. Summary of change: Adding missing requirements about PDP context and IP address handling for ptp key management.

TD S3‑070344 33.246 CR0128: Adding missing requirements about PDP context and IP address handling for ptp key management. (Mirror CR to TD S3‑070343).

Discussion and conclusion:

These CRs were approved.

TD S3‑070345 33.246 CR0129: Adding a missing interworking scenario. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Correct the UE architecture with the case that GBA is supported on the USIM, but not a MGV-S/F (i.e. an MBMS application). Add clarity on key derivation.

TD S3‑070346 33.246 CR0130: Adding a missing interworking scenario. (Mirror CR to TD S3‑070345).

Discussion and conclusion:

It was asked why ME based key management based on GBA-U needs to be supported. It was clarified that there are MEs which only support GBA-U. It was also suggested that if the user has done a GBA-U run and then wishes to use MBMS, this would facilitate the generation of GBA-ME keys. These CRs were approved.

TD S3‑070341 33.246 CR0125: Mandating the support of MIKEY-RAND length of 128 bit. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Adding the requirement to support MIKEY-RAND of 128 bit.

TD S3‑070342 33.246 CR0126: Mandating the support of MIKEY-RAND length of 128 bit. (Mirror CR to TD S3‑070341).

Discussion and conclusion:

These CRs were approved.

TD S3‑070347 33.246 CR0131: Fixed cs_id for MIKEY PRF in case of download key derivation. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Specify a fixed cs_id value that shall be used for the key derivation in case of download.

TD S3‑070348 33.246 CR0132: Fixed cs_id for MIKEY PRF in case of download key derivation. (Mirror CR to TD S3‑070347).

Discussion and conclusion:

These CRs were approved.

TD S3‑070349 33.246 CR0133: Correct the SALT key generation during MSK processing. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Summary of change: Correct the sentence such that MIKEY internal SALT derivation is still allowed and it is clarified that no SALT key shall be derived from the key MSK.

Discussion and conclusion:
It was commented that this seemed to specify what MIKEY will not do, rather than specifying how the MUK shall be derived. It was explained that there had been misunderstanding from the text and another way of handling it would be to delete the sentence in 6.5.3. The CR was revised accordingly in TD S3‑070485 and was approved.
TD S3‑070324 LS to SA WG3 (from CT WG6) on MUK keys and GBA NAF keys handling. This was introduced by Gemalto. CT WG6 would like to ask SA WG3 for guidance regarding the handling of MUK keys and GBA NAF keys in the USIM and the handling of the GBA NAF keys in the ISIM. In the current 3GPP CT WG6 specifications, the behaviour of the UICC application for the storage of additional MUK keys or GBA NAF keys is not defined when the UICC application runs out of memory space. This would result in an unpredictable UICC application behaviour and a bad "User Experience". In fact some UICC implementations might decide to overwrite valid MUK keys. SA WG3 is kindly requested to review and validate the attached Change Requests, which were conditionally approved by CT WG6. In case SA WG3 find no problems at its May meeting then the CRs would be presented for approval at CT plenary in June.

Discussion and conclusion:

31.102 CR0348R2, 31.102 CR0349, 31.103 CR0049, 31.103 CR0050 were attached. It was noted that the MUK keys are not impacted by the CR as indicated on the cover sheets. It was commented that key management procedures are needed and CT WG6 should be asked to verify this is covered. The CRs were acceptable to SA WG3 and a response liaison statement to CT WG6 (copied to TSG CT) was drafted in TD S3‑070486 which was reviewed 

TD S3‑070427 GBA NAF Keys and MUKs policy storage on the UICC. This was introduced by Gemalto. CT WG6 sent SA WG3 a LS on "MUK keys and GBA NAF keys handling". This document describes the issues related to the policy storage of GBA NAF keys and MUKs keys.

Discussion and conclusion:

It was commented that the attack appeared valid and solution adequate. It was asked whether there could be a problem with overwriting the NAF pointers in different tables independently. It was clarified that the numbers in the tables do not refer to the same pointer locations. It was decided that as this was an example of a problem scenario, the detailed operation of the pointer tables was not too important. It was clarified that for MBMS each time a successful MIKEY message is received, the timestamp is updated. this was then noted.
TD S3‑070411 33.220 CR0125: GBA NAF Keys storage policy in the UICC. This was introduced by Gemalto. Summary of change: Definition of a consistent MUKs keys storage policy in the UICC. The UE should delete MUKs that are no longer needed in order to free up storage for MUKs. For UICC-based key management, the ME shall control the deletion of MUKs stored on the UICC.

TD S3‑070412 33.220 CR0126: GBA NAF Keys storage policy in the UICC. (Mirror CR to TD S3‑070411).

Discussion and conclusion:

It was asked which "identifier" is being referred to. The "shall" in the final change to G.2 was questioned. It was explained that it is a requirement for the MUK to continue to be available for the MBMS application. It was commented that the example of using another authentication command should be removed as this is a GBA specification. It was explained that these requirements were derived from the CT WG6 CRs. The CRs were revised to clarify them and remove the MBMS related examples in TD S3‑070487 and TD S3‑070488 respectively which were approved.
TD S3‑070413 33.246 CR0136: GBA NAF Key availability in the UICC. This was introduced by Gemalto. Summary of change: Procedure to apply in case that the Ks_int_NAF put in use as MBMS MUK key has been overwritten.

TD S3‑070414 33.246 CR0137: GBA NAF Key availability in the UICC. (Mirror CR to TD S3‑070413).

Discussion and conclusion:

It should be clarified that if the pointer refers to an invalid NAF then the UE should generate a new key (rather than request one). The CRs were revised off-line in TD S3‑070489 and TD S3‑070490 respectively which were approved.
TD S3‑070415 33.246 CR0138: MUKs storage policy in the USIM. This was introduced by Gemalto. Summary of change: Definition of a consistent MUKs keys storage policy in the UICC. The UE should delete MUKs that are no longer needed in order to free up storage for MUKs. For UICC-based key management, the ME shall control the deletion of MUKs stored on the UICC.

TD S3‑070416 33.246 CR0139: MUKs storage policy in the USIM. (Mirror CR to TD S3‑070415).

Discussion and conclusion:

It was commented that these changes should be included in the previous CRs as they add the text to the same place. It was commented that the phrase "no longer needed" was not precise enough. The CRs were revised off-line and merged into CRs 0136R1 and 0137R1.

TD S3‑070388 MBMS versioning and backwards compatibility. This was introduced by Ericsson. New features in MBMS may require enhancements to TS 33.246. It is not clear that such enhancements are always possible to achieve in a backwards compatible way. Below is an example where an enhancement would not be possible to introduce without affecting the user experience of Rel‑6 UEs. A simple solution for this problem is proposed. It is proposed that we already in Rel‑6 introduce such a version number for MBMS security, since it would have very limited effect if introduced in a later release. Two CRs for Rel‑6 and Rel‑7 respectively implementing this in TS 33.246 are accompanying this discussion paper in S3‑070389 and S3‑070390.

Discussion and conclusion:

The idea of updating the MBMS Rel‑6 and Rel‑7 specifications to include the MBMS security version number required by the ME and the MBMS security version number required by the USIM to access the service. It was explained that if, in the future, SHA1 is broken, there is currently no way of ensuring UEs go to SHA-256. This document was noted and the CRs reviewed.

TD S3‑070389 33.246 CR0134: Addition of backwards compatibility function. This was introduced by Ericsson. Summary of change: A new annex is added, which introduces a version number for the MBMS security solution used by the BM-SC. This version number is present in the user protection description. When the UE reads the protection description, it verifies that it supports that version (or higher), and does not register for the service if it does not.

TD S3‑070390 33.246 CR0135: Addition of backwards compatibility function. (Mirror CR to TD S3‑070389).

Discussion and conclusion:

It was commented that this will not guarantee that Rel‑6 UEs do not appear on the market, if they are under development based on the current Rel‑6 specification. It was also commented that the network would need to support both versions of Rel‑6 UEs and there is still a backward compatibility problem. It was commented that if a content provider wishes to use 256-bit protection for MBMS data, then this should be allowed even if this means the content will not be able to be provided to UEs which do not support it. Telecom Italia and Orange requested that other affected groups should be consulted on this proposal as impacts the USIM and ME specifications. Vodafone supported the principle of this CR as enhanced MBMS security should be possible to introduce in the future. Ericsson commented that UEs which do not support this will ignore the information and not mis-operate and that the proposal will also help with future backward compatibility for new Features needing a higher security level. MCC commented that the "normative" Annex X did not appear to contain any real normative provisions. It was explained that X.2 was the normative part and it was agreed to clarify this and move it to the main body of the TS and to make the Annex Informative. Gemplus stated that the USIM specification will be affected so this should be added to the affected specifications list on the CR cover sheet. It was decided that this could be updated by CT WG6 for Rel‑8 as it was not essential to change the Rel‑7 USIM specification. It was proposed to allow version number granularity so the indicator can be linked to implemented Features, renaming it to MBMS security capability code, or similar. The use of the code should be further considered in SA WG3. It was noted that SA WG4, TSG SA and CT WG6 would need to code this requirement so the change could wait a meeting before approval. It was suggested to copy the LS to) to give them warning of this functional change proposal to TSG SA. The CRs were therefore postponed and the Liaison Statement drafted in TD S3‑070493 which was reviewed and approved.
TD S3‑070391 Authorization over Mz in MBMS. This was introduced by Ericsson.
 This contribution raises the issue that SA WG2 MBMS TS and SA WG3 MBMS TS may be in conflict regarding authorization of MBMS user services in case of roaming. In order to ensure consistent authorization of users in MBMS it is proposed to send a LS to SA WG2 (and cc CT WG3) to request SA WG2 to clarify the raised questions.

Discussion and conclusion:

It was clarified that the important point is that the Home and Visited BM‑SCs have a dialogue about the user services. An LS was drafted in TD S3‑070494 and a draft was reviewed. The meetings list should be SA WG3 meetings and the attachment was not considered necessary. This was corrected and the LS was approved.

TD S3‑070495 Reply LS (from CT WG6) on "MSK storage on the USIM". . This was introduced by Gemalto. CT WG6 would like to thank SA WG3 for their LS on "MSK storage on the USIM" (C6‑070116 / S3‑070165). CT WG6 has consequently agreed two change requests to TS 31.102 to enable the ME to control the deletion of MSK keys stored on the UICC (see attached documents). During the discussions, it was noted that in some scenarios the ME might need to prompt the user to determine which MSK key(s) should be deleted. For example, after power-up, the ME may discover that the USIM stores some MSK keys with a Key Domain ID that is different from the broadcasted Key Domain ID. In such a case the ME may need to display user-friendly information that enables the user to decide which keys should be deleted. CT WG6 discussed whether there is a need to involve the user in the MSK(s) deletion operations when the USIM file is full or whether the ME should handle the deletion transparently to the user. In either case CT WG6 feels there is a need to indicate guidelines on the ME behaviour in SA WG3 specifications.

Discussion and conclusion:

Gemalto agreed to draft a response in TD S3‑070499 which was reviewed and approved.
6.10
Key Management of group keys for Voice Group Call Services

There were no contributions under this agenda item.

6.11
Selective disabling of UE capabilities

There were no contributions under this agenda item.

6.12
Trust requirements for open platforms

There were no contributions under this agenda item.

6.13
Liberty-3GPP security interworking

TD S3‑070383 33.980 CR0016: Specifying compliance levels. This was introduced by Ericsson. Summary of change: SAML 2.0 is stated as preferred implementation over ID-FF 1.2

Discussion and conclusion:

It was commented that the new paragraph 3 of 4.2 is similar to paragraph 4. It was suggested that the paragraph 3 is not added and the text in paragraph 4 is reduced to the essential text for clarity. The CR was revised accordingly in TD S3‑070482 which was reviewed and approved.
TD S3‑070384 33.980 CR0017: Clarification of SAML v2.0 description. This was introduced by Ericsson. Summary of change: Inclusion of updated references and rephrase of some statements to explicitly mention SAML v2.0.

Discussion and conclusion:

This CR was approved.

TD S3‑070385 Enhancements on the interworking GAA/GBA - Liberty Alliance scenarios. This was introduced by Ericsson. TS 33.980 provides some guidelines and recommendations on the interworking between the Generic Authentication Architecture (GAA) and the Liberty Alliance architecture. It also suggests that such interworking may be achieved by collocating different GAA entities with the Liberty Alliance Authentication Function (an Identity Provider or an Authentication Server). Two alternatives are explicitly mentioned: collocation of the Liberty Alliance authentication function with a NAF or with a BSF. However, only the first option, IdP/NAF collocation, is described in detail.

Discussion and conclusion:

Nokia Siemens Networks asked whether this is a new or extended feature or an additional case for the TR, i.e. was it the intention to allow for some messages to be sent when only knowledge of a successful UE authentication is needed, not the authentication of the message itself, which appears to be open to a man-in-the-middle attack. This threat was not fully understood and it was decided that this proposal needed further study.

TD S3‑070386 33.980 CR0018: Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP. This was introduced by Ericsson. Summary of change: A whole section describing the collocation of BSF and IdP has been added.

Discussion and conclusion:

This CR was postponed.

TD S3‑070387 33.980 CR0019: Use of SAMLv2 in applications which do not require a security association. This was introduced by Ericsson. Summary of change: Inclusion of a clause describing this interworking option, with an example considering the Authentication Proxy.

Discussion and conclusion:

This CR was dependent on the approval of the CR in TD S3‑070386 and was postponed.

6.14
SAE/LTE security

TD S3‑070315 LS (from RAN WG2) on Verification of security principles.

Discussion and conclusion:

It was noted that this has been handled in S3-46b ad-hoc.

TD S3‑070316 LS (from RAN WG2) on security requirements on the eNodeB.

Discussion and conclusion:

It was noted that this has been handled in S3-46b ad-hoc.

TD S3‑070318 LS (from SA WG2) on Location of PDCP in eNodeB.

Discussion and conclusion:

It was noted that this has been handled in S3-46b ad-hoc.

TD S3‑070317 LS (from RAN WG3) on IP multi-cast for S1-AP messages. This was introduced by Ericsson. RAN WG3 has discussed the usage of IP multi-cast as transport mechanism for S1-AP messages. RAN WG3 did reach a conclusion already at RAN WG3#55 but realised in their RAN WG3#55bis meeting that other working groups might not have been informed. For that reason, RAN WG3 would like to inform SA WG2, SA WG3 and RAN WG2 about the following:

1.
RAN WG3 has decided that S1-AP procedures and messages will make use of point-to-point transport.

2.
As a consequence of 1, RAN WG3 has excluded the usage of point-to-multipoint (i.e. IP multi-cast) as a transport mechanism for S1-AP messages.

a.
In particular RAN WG3 discussed the usage of IP multi-cast for S1AP paging messages, but it was felt that the added complexity for such solution was not compensated by a sufficiently corresponding gain.

3.
RAN WG3 has documented this decision in 36.300 in where the following agreed text is used to describe the S1AP protocol stack: 36.300 v1.0.0 section 19.2: In the transport IP layer point-to-point transmission is used to deliver the signalling PDUs.

Discussion and conclusion:

This LS was noted.

TD S3‑070425 LS (from SA WG2) on IMEI checking for SAE. This was introduced by Vodafone. SA WG2 has been considering the topic of "mobile equipment identity checking" (c.f. IMEI checking) for E-UTRAN and non-3GPP equipment using the Evolved Packet Core (c.f. SAE). Currently, SA WG2 are assuming that SAE will have similar requirements on Equipment ID checking as 2G/3G. SA WG2 request guidance from SA WG3 on any technical issues related to Equipment ID checking. For example:

1)
Should the IMEI (or its equivalent) be sent in as low a protocol layer as possible (e.g. is it better to send it as RR information than MM or IMS level information)

2)
Should (or shall ) the IMEI (or its equivalent) be sent only over encrypted connections.

Discussion and conclusion:

Nokia reported that they had not found any reason for sending IMEI on a low protocol layer and that the Identity should be protected. Vodafone commented that the sending of the identity on the lower (RR) layer would more closely bind it than on the IMS layer. BT commented that it was usually advantageous to send the identity on the lowest layer possible, whereas using higher layers may be useful for access technology independence. The IMEI is also used for blocking of out-of-specification UEs by Networks and it should be sent as early as possible for this reason. For the second question, emergency call needs to be taken into account and encryption may not then be possible or practical. Protection of the IMEI is recommended, but it should be noted that in practice there are instances when the IMEI is sent unprotected in current networks. A response Liaison Statement was drafted in TD S3‑070469 which was reviewed and approved.
TD S3‑070436 LS (from SA WG2) on Access Point Name Confidentiality. This was introduced by NTT DoCoMo. SA WG2 discussed the topic of LTE attach procedure in the SAE. During the discussion, the issue has been identified whether PDN information, e.g. Access Point Name, can be provided from the UE to the network before the NAS signalling security has been established. Especially SA WG2 discussed whether this PDN information is allowed to be provided in the attach request message. According to the signalling procedures for SAE, the attach request message is not encrypted and not integrity protected. SA WG2 kindly requests SA WG3 to investigate APN integrity and confidentiality, that means, whether it is acceptable from security point of view that the UE sends the PDN information before establishing the NAS signalling security.

Discussion and conclusion:

A response was proposed by Qualcomm Europe in TD S3‑070424.

TD S3‑070424 Proposed response to LS on APN from SA WG2. This was introduced by Qualcomm Europe. This contribution proposes a response to the question in the SA WG2 LS on APN.

Discussion and conclusion:

The issues were discussed and it was thought that privacy concerns with attach should be described to SA WG2. The LS was revised in TD S3‑070470 which was reviewed and approved.

TD S3‑070438 Reply LS (from RAN WG2) on Verification of security principles. This was introduced by Ericsson. RAN WG2 thanks SA WG3 for the detailed reply to the LS on Verification of security principles and confirms that the NAS AKA procedure is transparent to the RAN, which to RAN WG2's understanding corresponds to the AKA being "run in the background". Further, RAN WG2 noticed in SA WG3's reply that:

-
If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds. For the information of SA WG4, RAN WG2 has indicated in earlier correspondence with SA WG3 that RAN WG2 is studying the possibility to avoid changing keys while in state LTE_ACTIVE and some companies have proposed to perform key change by triggering an LTE_ACTIVE‑> LTE_IDLE‑>LTE_ACTIVE transition.

RAN WG2 understands that SA WG3 would prefer to enable an as early as possible key change, but also see a potential interaction issue with a codec application, would an interruption due to an ACTIVE‑>IDLE‑>ACTIVE-based key change occur immediately following an I-RAT handover. Hence, RAN WG2 would like to gain a better understanding of the SA WG3 requirement and the potential impact on the VoIP codec. In particular, RAN WG2 would like to know if there is a time between the HO and the key-change interruption which would be acceptable from both security and codec points of view.

Q1:
More exact, how long is the "within seconds" indicated in the key-change requirement and what is the stringency of this requirement

Q2:
From a codec application point of view, would it matter whether an interruption due to an LTE state transition (<100ms) occurs within milliseconds, within seconds or within minutes after an interruption due to a handover from, e.g. UTRAN to LTE.

Discussion and conclusion:

It was suggested to provide a response that the time should be minimised but that the expectation was around 5‑10 seconds. The response from SA WG4 should also be considered in determining the longest time needed as this can be negotiated as the timing is the risk of an already compromised key continuing being used, not the interruption of the media flows. A response LS was drafted in TD S3‑070471 and was reviewed and approved.

TD S3‑070439 LS (from RAN WG2) on Service Request for SAE/LTE. This was introduced by Alcatel-Lucent. RAN WG2 kindly ask SA WG3 to answer the following questions:

1)
Does SA WG3 see any security concerns with the use of a smaller integrity for the Service Request case? Note that there is no user verification in the Service Request for UMTS.

2)
Does SA WG3 have any preference between the use of PTMSI signature and a MAC if they both are the same size.

Discussion and conclusion:

It was commented that the note in question 1 was explained by the integrity protection used in UMTS, which is different in LTE. It was explained that RAN WG2 referred to the initial Layer 3 message not being protected, so it may not need protection in LTE either. It was clarified that this refers to the IDLE‑>ACTIVE mode transition and therefore the security set-up procedure has already been done. The limit of 72 bits was reported by RAN WG2 as the maximum size that could be handled without splitting the frame and increasing the re-transmission overheads. The threats of attacks should be considered before reducing the protection. For the second question, the proposal is to use non-integrity protected information, which could be faked, so MAC is considered better. It was suggested that a preliminary answer is provided asking for the issues to be better explained to justify the reduction in protection level for this message. A response was drafted in TD S3‑070472 and was reviewed and approved.

TD S3‑070440 LS (from RAN WG3) on Home eNodeB Security. This was introduced by Nortel. The Home eNodeB work as part of the on-going LTE work item and relative to the 3G Home NodeB Study Item is to develop a framework to provide LTE Home NodeB environment (RP‑070257). This study should focus on building the LTE Femto environment that is capable of providing users within LTE services in home environments. RAN WG3 currently investigates the implications of deployment and/or operational scenario for LTE Home eNodeB.

-
RAN WG3 kindly asks to SA WG3 if the Home eNodeB should be considered like a Macro eNodeB for the security impact during its architecture studies

-
If not, can SA WG3 please provide a summary of the main security issues, threats and areas of work for any such deployment

-
Does SA WG3 consider common security issue between LTE Home eNodeB and 3G Home NodeB.

Discussion and conclusion:

It was commented that a Home eNodeB is not the same as a Macro eNodeB and different security issues apply (e.g. the Home eNodeB is more vulnerable to attack). There are likely to be common issues between LTE Home eNodeB and a 3G Home eNodeB. RAN WG3 should be asked to keep providing SA WG3 with information on developments in this work. A response was drafted in TD S3‑070473 and was reviewed and approved.

The following proposals and comparison contribution were presented briefly followed by a discussion and conclusions:

TD S3‑070302 Solutions to ensure key stream freshness. This was introduced by Huawei. In last SA WG3#46bis meeting, it is decided that rather contributions for ensuring key stream freshness should be provided. This paper presents a solution to ensure key stream freshness.

TD S3‑070303 Key derivations at eNB to eNB handover. This was introduced by Ericsson. During SA WG3#46bis, it was decided that SA WG3 should decide which mechanism to use for deriving new keys at eNB to eNB handovers in LTE_ACTIVE mode. This contribution presents a previously discussed solution (S3‑060236) in terms of the current security architecture and LTE key hierarchy (which did not exist at the time S3‑060236 was introduced). Whenever the term "handover" is used below, it shall be read as "eNB to eNB LTE_ACTIVE mode handover". Furthermore, subscripts of keys are written using an underscore, e.g. KeNB is written K_eNB.

TD S3‑070304 Key handling on idle mode mobility. This was introduced by Nokia Siemens Networks on behalf of Nokia Siemens Networks and Nokia. The goal of this document is to describe key handling for idle mode mobility. The proposal differs from the one originally suggested in S3‑070234. Instead of the nonce-based approach we now propose to reuse NAS keys after idle mode mobility and transfer the state of the counter values between MMEs.

TD S3‑070305 Key refresh procedure on idle-to-active and detached-to-active state transitions. This was introduced by Nokia Siemens Networks on behalf of Nokia Siemens Networks and Nokia. In UMTS fresh encryption and integrity protection keys can only be established between a UE and a serving network by running a full authentication. This is due to the fact that encryption and integrity protection keys in UMTS are directly derived from the subscriber key. As a consequence, establishing fresh integrity and encryption keys in UMTS is costly. One of the advantages of the key hierarchy currently assumed for SAE/LTE is that the intermediate keys KASME and KeNB allow a UE and a serving network to establish fresh keys for encryption and integrity protection of NAS, UP and RRC traffic locally without having to run AKA. Such fresh keys can be derived from the intermediate keys with the help of appropriate local key refresh procedures.

TD S3‑070306 Key refresh on intra-MME handovers. This was introduced by Nokia Siemens Networks on behalf of Nokia Siemens Networks and Nokia. In the last SA WG3 ad-hoc meeting (SA WG3#46bis) key refresh was discussed for intra-MME and inter-MME handovers. In this contribution we refine the procedure and improve the security of the eNB key management by using key chaining as proposed in S3‑070273.

TD S3‑070368 Comparison of Key Refresh Solutions. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. This document compares the proposed key refresh procedures from Huawei (S3‑070302), Ericsson (S3‑070303), and Nokia and Nokia Siemens Network (S3‑070305, S3‑070306) for idle to active transitions and inter-eNB handovers.

General discussion and conclusions:

After some discussion on the solutions proposed it was agreed that TD S3‑070306 could be used when there is an MME involved, but the case where there is no MME involvement requires further study. Recovery from failed handover also needs further study as to how to re-use the original keys before the handover attempt. IDLE-ACTIVE mode issues need further study and discussion and RAN WG feedback is needed. The contributing companies were asked to develop some questions to ask the RAN WGs for the needed information, concerning the first message at IDLE->ACTIVE mode transitions in order to determine the security implications of accepting a reduction in the bit-length. It was also suggested to separate the IDLE-> ACTIVE and Handover proposals for clarity of the proposals in TD S3‑070302. TD S3‑070304 was supported in principle but issues were identified in the case that UEs need to change algorithms due to a handover (i.e. NAS Key handling when changing MME) needs to be studied. 

The following contributions were presented briefly followed by a discussion and conclusions:

TD S3‑070354 Evaluation of key change on the fly solutions. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. At SA WG3#46b in Sophia Antipolis, contribution S3‑070240 was discussed and requirements for key-change-on-the-fly (key change during LTE_ACTIVE) were derived. We now evaluate the solutions which were mentioned during the SA WG3 ad-hoc meeting. A decision whether a solution should be incorporated into the LTE standards, should be taken only after balancing the cost of the added complexity of the feature against the gain we can achieve for security. Section 2 repeats the requirements and the known solution approaches. Section 3 evaluates the know solutions at a high level. We propose to send an LS to RAN WG2 and RAN WG3 to ask them for further input in order to be able to make a decision for the key-change-on-the-fly feature at the next SA WG3 meeting.

TD S3‑070430 Relation between separate key identity and key derivation. This was introduced by ZTE. This purpose of this document is to analyze the relation between separate key identity and key derivation.

TD S3‑070366 Key Conversion and key transfer for inter-RAT handover. This was introduced by Huawei. This contribution discusses three requirements and a solution of key conversion and key transfer for inter-RAT handover.

TD S3‑070395 Update of discussion on characteristics of keys. This was introduced by Motorola. In SA WG3's meeting AH-26478, an extensive discussion was conducted on whether the keys (specifically the key KeNB and keys derived from it) should be required to be independent at different eNodeBs. SA WG3 concluded that it was not necessary to impose such a requirement for independence. It was decided to summarize the rationale for the decision in the working document TR 33.821 (see the meeting report S3‑070293). This document proposes a pseudo-change request for TR 33.821 for the same.

General discussion and conclusions:

For TD S3‑070354, it was commented if the forcing of a handover to achieve key change was the best method to use. It was clarified that this is intended for discussion and response from RAN WGs who may provide other solutions. It was commented that the complexity of solution 2 was not brought out in the proposal and RAN WGs may need this information. It was asked if for the triggering of key change in section 2 whether there would not be cases where it would be network initiated. Nokia Siemens Networks were asked to include the clarifications in the proposed LS to RAN WG2 and RAN WG3 which was drafted in TD S3‑070475 and was reviewed and approved.
For TD S3‑070430, the principle not to use different key identities where keys are being changed together was agreed. The application of the principle will need to be checked when the details of the key management are agreed.

For TD S3‑070366, it was commented that Handover from LTE to 3G/2G could be included but the handover from 3G/2G to LTE should be further studied for Rel‑8, as there is the issue that the UE would need to be able to determine if the network is Rel‑8 or pre-Rel‑8. This should be reflected when adding the changes to 7.4.3.2 of the draft TR. With these modifications this proposal was agreed for inclusion in the draft TR.
NOTE:
Nokia merged "LTE to 3G Release 8" and "LTE to 3G pre-Release 8"in TD S3‑070478 as: "LTE to 3G: MME convert Kasme with an one-way function to Ck,Ik. Then MME sends the Ck,Ik pair to 3G release8 SGSN as it's Ck,Ik pair".
For TD S3‑070395, a clarification should be added that there should be no re-keying performed. It should be clarified that the details of the intrusion detection systems will not be specified in 3GPP. It was asked what an operator should do on detection of an intrusion. It was agreed that the reaction of quarantining the eNodeB should be removed, as the action taken should be left up to the operator. With these modifications this proposal was agreed for inclusion in the draft TR.

The following contributions were presented briefly followed by a discussion and conclusions:

TD S3‑070363 Comparing of algorithm negotiation solutions. This was introduced by Huawei. In current TR 33.821, there are several alternatives for algorithm negotiation between UE and network. This document is to compare these alternatives and try to give a reference for selecting the solution.

TD S3‑070364 Security Algorithm Selection solution. This was introduced by Huawei. In the section 7.4.13.4 of current TR 33.821, there are mainly three alternative solutions for security algorithm selection each with some modification suggestions in editor notes. Since the solution suggested in editor notes are more simple solutions, it is suggested to modify the each alternatives as suggested in each editor notes.

TD S3‑070367 Security Mode Command procedure update. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. In this contribution we analyse the three different alternatives of Security Mode Command (SMC) procedures, which are contained in section 7.4.13.4 of TR 33.821 v0.2.0, and propose to adopt one alternative only.

General discussion and conclusions:

It was agreed that the NAS level security mode command is available in alternative 1 and this should be further studied. It was commented that there are two parts to the SMC, to negotiate algorithms and to initiate the ciphering. After some discussion on all the alternatives proposed, the SA WG3 Chairman asked whether a single alternative could be chosen and a description of the points where variations could be further studied, in order to provide a clearer set of the requirements to the RAN WGs. It was commented that it would be useful to have some confirmation on the NAS level that the UE is using acceptable algorithms, in case of a compromised Base Station removing ciphering. This would include additional signalling when the algorithm needs to be changed. It was reported that it had been agreed not to allow degrading from ciphered to non-ciphered after the initial attach. This could be covered by providing a list of allowed algorithms to the UE in the SMC (to be studied). An editor's note should be added to study this threat. The contributions were merged into new alternatives and variations and a liaison drafted to RAN WGs containing these and asking for their comments in TD S3‑070476 and was reviewed and approved.
TD S3‑070365 algorithms selection on handover update. This was introduced by Huawei. The current TR 33.821 includes solutions for algorithms selection on handover to and from 2G/3G in section 7.4.13.4.4. This contribution gives some proposals.

Discussion and conclusion:

This was approved for inclusion in the draft TR.

TD S3‑070429 A Problem caused by 256 bits keys. This was introduced by ZTE. This document put forward a problem caused by supporting 256 bits keys and the compatibility with the UMTS AKA protocol in LTE/SAE. In TR 33.821, the requirement for the supporting of 256 bits keys, as well as the compatibility with the UMTS AKA protocol is put forward. However, it will lead a problem. In current AKA protocol, CK is computed with long-term key K and random number RAND through algorithm f3，as well as IK with the same parameters through algorithm f4. The security level of IK and CK has a direct relation with the random number RAND. If a 256 bits keys are used in the USIM card of LTE, even the length of K is 256 bits, from the view of information theory, it can't achieve the encryption key CK and the integration key IK at the security level of 256 bits key, as the length of RAND is only 128 bits.

Discussion and conclusion:

It was commented that the base key is 256 bits so it was unclear why there is only 128 bit security achieved. The point is to decide whether 256 bit security is necessary. A SAGE liaison had indicated that 128 bit keys are adequate and the use of longer keys is to provide the "perception" of LTE security. It was reported that academic papers discussed the expected protection needed over time and 128 bits seemed to easily cater until at least 2030 from current analysis. Gemalto requested to keep the 256 bit keys. Oberthur Systems indicated that they also want 256 bit keys. Nokia Siemens Networks commented that many keys could be derived from the long-term keys and also that the production of 256 bit keys from different 128 bit keys was also possible. It was agreed that the RAND length shall remain as 128 bits. It was noted that 128 bit keys was acceptable for LTE access and the discussion was on the need for support for 256 bit keys which will give extended future-proofing. No consensus could be achieved on the supported key length and it was proposed to ask cryptographic experts (i.e. ETSI SAGE) for advice on this. A Liaison statement to ETSI SAGE was drafted, to ask for their opinion on the length of long term and short term keys and their expected security lifetimes in the LTE environment, in TD S3‑070477 which was reviewed and approved.

TD S3‑070455 Issues surrounding cryptographic algorithms for LTE. This was introduced by Ericsson. Due to the placement of UP ciphering in the eNodeB, security processing load on this node will not be negligible. It is important that SA WG3 as early as possible comes to a decision on the issues that effect security algorithm implementation in the eNodeB to allow vendors to start investigation of different implementation options as early as possible. Indeed, some issues may need to be handled by SAGE, in which case SA WG3 should already now ask for SAGE's assistance. The purpose of this contribution is to highlight issues that need to be settled.

Discussion and conclusion:

It was asked whether putting the algorithms in the home environment would cause problems with export licensing. It was clarified that the export licensing conditions were the same for Kasumi and this would only be a problem of the need for export of more algorithms. It was noted that there is still the issue of the user plane going through the eNodeB or not to determine if eNodeB will need to support extra algorithms. It was also reported that even if UEA1/UIA1 Kasumi are kept, some work may be needed in the algorithm specification work, as the input parameters may not be the same for LTE. It was agreed that the algorithms used at the beginning will be 128 bit keys with the possibility of longer key lengths if new algorithms are needed in the future. It was agreed to include these questions on the choice of algorithms in the LS to ETSI SAGE in TD S3‑070477. It was decided to remove section 7.5A.4 on differentiation from the P‑CR and to discuss the other parts into the updated TR in TD S3‑070478.

TD S3‑070356 eNB Security Requirements. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. At SA WG3#46bis in Sophia Antipolis, the contributing companies submitted S3‑070256 in order to counteract the threats that arose due to the decision of moving User Plane Ciphering into the eNB (S2‑071046). This contribution, as a follow up and slightly modified version of S3‑070256, represents the high level security requirements for eNBs. It is proposed to agree the security requirements as listed in chapter 2, and include them into the TR 33.821. We remind the reader that following guideline had been agreed during the ad-hoc meeting i.e. at SA WG3#46bis in Sophia Antipolis: "Security requirements for eNodeB shall not focus on any specific implementation technology in order to allow for future evolution in security technology".

Discussion and conclusion:

It was commented that the use of "secure environment" may be mis-interpreted as a physical environment for equipment. It was suggested to define this as a "secure processing environment". This should be considered for the next meeting and an editor's note added to indicate the term may be changed. It was commented that the keys should not leave the secure environment except in accordance with the handover specifications (where they are protected before transmission) and that the definition needs further study and clarification. Requirement 3 should be split into two, as it contains two requirements. With these changes, the proposal was agreed for inclusion in the draft TR in TD S3‑070478.

TD S3‑070355 Corrections to NDS/IP related sections of TR 33.821. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. TR 33.821 contains several Editor's Notes in the NDS/IP section 8 and one conflicting requirement on S1_U integrity protection. The proposed pCR in this contribution aligns the content of the related chapters. Also some other editorial changes have been performed. We propose that SA WG3 accepts the proposed changes to TR 33.821. Summary and potential reason for the conflicting text (one chapter mandating S1_U integrity protection, while the other did not require): S3‑060651 was discussed after the introduction of section 8, but the content was integrated into section 6.2. Section 8 was not updated according to the decisions made in the conclusions to section 6.2. It seems more logically to integrate the discussion from 651on S1_U integrity protection into section 8 and to insert a pointer in section 6.2 towards section 8. This change has been performed.

Discussion and conclusion:

This was approved for inclusion in the draft TR.

TD S3‑070399 Security Mechanism during Mobility between 3GPP and non-3GPP networks. This was introduced by Samsung. This contribution proposes the security mechanism during mobility between the 3GPP and non 3GPP networks for low latency handovers.

Discussion and conclusion:

It was agreed that sections 3.2 and 3.3 needed further study and discussion and should be removed from the proposal. It was commented that the only saving for non-3GPP would be the signalling between the MME/SGSN and the AAA Server, which may not be a major part of the delay calculations and the expected gain would be limited. It was agreed to add section 3.1 and Members were asked to study the issues and provide contributions to update it.

TD S3‑070393 Requirements on LTE AKA and security related signalling. This was introduced by Ericsson. A number of contributions in SA WG3 and other 3GPP WGs concern signalling procedures for initial attach, UE state transitions, mobility, etc. Although the exact procedures are yet to be decided, it is clear that all of these contain (critical) security signalling. It is felt that by agreeing on some fundamental principles, the number of possible signalling flows can be limited and standardization work can progress easier. The purpose of this contribution is to propose and motivate some requirements of this type.

Discussion and conclusion:

Requirements 3 and 4 need further study and were not accepted for inclusion in the draft TR at this time. For Requirements 2 and 5, it was asked why the AKA capabilities should be linked to the MME as it was a principle that the AKA should be under the control of the home operator. It was explained that these propose future-proofing. The need for future-proofing was recognised, so these requirements should be left open for further study. For Requirement 1 it was suggested to use "key derivation algorithms". This modified Requirement 1 was then agreed for inclusion in the draft TR.

TD S3‑070405 Skeletons for SAE and LTE security Stage 2 Technical Specifications. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. Skeletons for SAE and LTE security Stage 2 Technical Specifications.

Discussion and conclusion:

It was commented that TS 33.103 was developed to provide information of changes needed for implementation of the system and it may be useful to do the same for LTE Security. This could be considered once the security architecture is stable by producing an implementation TR or annex. It was suggested to include new architecture elements terminology introduced by SA WG2 (e.g. the ePDG) where appropriate.

Attachment 2 (Security aspects of non-3GPP accesses):

Section 8 of should be renamed "Establishment of Security" to avoid the use of "IPSec tunnels" specific terminology.

Attachment 1 (3GPP System Architecture Evolution: Security Architecture):

It was proposed to make section 8 into a subsection of 7, although it is debatable whether MME is considered an LTE Access element. It was noted that the sections can be moved in future if considered necessary. It was clarified that section 10 referred to PS Handover.

The editor was asked to update the skeleton. 

The skeleton TSs were updated in TD S3‑070479 (3GPP System Architecture Evolution: Security Architecture) and TD S3‑070480 (Security aspects of non-3GPP accesses).

TD S3‑070409 LTE/SAE security work plan. This was introduced by Vodafone. Latest version of LTE/SAE security work plan.

Discussion and conclusion:

This was provided for information and was updated according to the agreements reached in TD S3‑070481.

TD S3‑070481 Updated LTE/SAE security work plan n. This was introduced by Vodafone. Latest version of LTE/SAE security work plan. The draft version was reviewed:
Discussion and conclusion:

Slide 11: It was commented that the Backhaul link security could be confused with the Home eNodeB work and it was suggested to separate these in future slides. For the Status Red - Very little consideration of this so far. The move of user plane encryption to eNodeB makes this more critical, it was clarified that there may be some missing open issues as there is more study needed, it may be reduced to amber if moved to the slide Home eNodeB slide.

Slide 10: It was commented that this should be "trusted" access mobility.

Comments should be sent to Peter Howard by Friday 1 June and he will send out an updated slide set.

TD S3‑070478 Updated TR 33.821 with agreed changes.

Discussion and conclusion:

This will be distributed by the Rapporteur by 1 June and for e-mail review and finalisation by 8 June 2007.

TD S3‑070500 Updated TR 33.922 with agreed changes.

Discussion and conclusion:

This was approved for use as a basis for further updates.

6.15
Key establishment

6.15.1
Between UICC and other devices

TD S3‑070334 33.110 CR0005: Correction of Ua reference point. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Summary of change: Addition of new reference point in the GBA architecture and renaming of interface throughout the document in order to avoid confusion. Editor's note is removed.

Discussion and conclusion:

It was asked whether the reference points Uay, Uaz are the same as Uax, as the functionality appeared to be the same. It was decided that they have different termination points and therefore should be named differently for the time being and can be updated if it is found that they are the same interfaces. It was commented that the Ua reference point should be removed from the figure and sections referring to this, in order to avoid confusion. The CR was revised in TD S3‑070449 but this was not provided and was withdrawn.
TD S3‑070335 33.110 CR0006: Addition of reference to GAA Service Type Code. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Summary of change: Addition of reference to GAA Service Type Code is added.

Discussion and conclusion:

This CR was approved.

TD S3‑070410 33.110 CR0009: Addition of key confirmation and various other changes. This was introduced by Vodafone. Summary of change: Mutual key confirmation is added to the protocol. Also, the Ks_local Counter value is generated in the NAF Key Centre and passed to the UICC during each run of the key establishment protocol. To accommodate these two changes the order of the message flow is changed so that delivery of Counter Limit to the UICC can be combined with key confirmation for better efficiency. In addition, the new message flow means that the UICC does not derive Ks_local until the terminal has successfully obtained Ks_local from the NAF Key Centre. Parameter lengths for Terminal_ID, ICCID, and application IDs are also defined. It is also specified that Ks_local should not be deleted from the Terminal when the Terminal is powered down or when the UICC is changed. Some editorial changes are also made. In particular, the Counter name is changed to "Counter Limit".

Discussion and conclusion:

It was clarified that the 64000 was assumed to refer to the number of bits to be supported for the terminal ID and it was considered unreasonable to expect ETSI SCP to include support for this. The length is therefore reduced to 10 Octets. It was also clarified that normal procedure would be for the terminal to delete Ks_local when no longer needed but this allowed the UE to store the Ks_local when needed, rather than deleting at each power-down or UICC change of the UE. There were some objection to storing the Ks_local when the UICC is changed and also further study was needed to determine the impacts of keeping the key when a terminal is powered down (e.g. UE "crash" recovery). The Ks_local changes were discussed off-line and the CR was revised in TD S3‑070450 and was approved.

TD S3‑070369 33.110 CR0007: Addition of annex on key establishment UICC-Terminal interface. This was introduced by Gemalto. Summary of change: Addition of an annex describing the UICC-ME interface required to establish Ks_local shared between the UICC and the ME.

Discussion and conclusion:

It was noted that the specification version was 7.1.0. It was noted that the Vodafone CR proposed to change the parameters and so it was decided to use a reference to the list of parameters instead of writing each parameter in the CR. The CR was revised accordingly in TD S3‑070451 and was approved.
TD S3‑070370 33.110 CR0008: Creation of a key identifier for Ks_local. This was introduced by Gemalto. Summary of change: Creation of a key identifier for the key Ks_local.

Discussion and conclusion:

The cover page should list the affected core specifications. It was suggested that the MAC hash could be used instead. This was studied off-line and was postponed for further discussion.
6.15.2
Between UICC hosting device and other devices

TD S3‑070333 ME-ME Security. This was introduced by Nokia. Discussion paper on ME-ME Security between two GBA enabled devices.

Discussion and conclusion:

It was commented that the use-case assessment would be more appropriate for SA WG1. It was argued that it was unclear if this was about new use-cases or the need for new mechanisms. Nokia clarified that the use cases need to be studied to see if mechanisms need to be developed. Telecom Italia asked that no work is done until SA WG1 have reviewed the proposal and add any new requirements. It was decided that the SA WG1 requirements should be reviewed and if any use-cases are missing, then this should be contributed to SA WG1 and any further work to avoid unnecessary restrictions needed in SA WG3 can then be handled. This contribution was then noted.

TD S3‑070337 Correction of Ua reference point. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Correction of Ua reference point for this usage.

Discussion and conclusion:

It was clarified that the new interface between the NAF and remote device was proposed to be called "Uax". The title of 4.3.4 should be "Reference point Uax". There was a similar contribution TD S3‑070334 to TS 33.110 which was first revised and then withdrawn. The P-CR in TD S3‑070337 was therefore also not approved.
TD S3‑070338 Security Association between Remote Device and NAF Key Center. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. TS 33.222 specifies means to establish a secure communication between a device and a network server via two means, PSK TLS and TLS. TS 33.259 is based on the SA WG2 work on Personal Area Network and in such networks the remote device may not be computationally strong and support PKI, therefore we suggest that not only TLS from TS 33.222 can be utilized, but also PSK TLS in its general form, as outlined in RFC 4279.

Discussion and conclusion:

It was commented that the key to use for the TLS was not specified. It was also commented that the mechanism for administration was not specified. It was clarified that this was left open for the administration centre to manage. It was proposed that the text "If the PSK is based on GBA, then psk_identity_hint should be used as in TS 33.222 [5]." should be removed, as the device may not have the necessary psk key and a note about pre-configuration and administration of the shared keys should be added. The references to 33.222 should also be removed. With these changes the proposal was approved for inclusion in the draft TS.

TD S3‑070339 Addition of reference to GAA Service Type Code. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. The GAA Service Type Code has been added to the Zh interface to allow fine grained home network control enforcement in the BSF and HSS. The GAA Service Type Code values are used in GAA to indicate interpretation, coding and usage of GAA service type specific data. We propose to add a reference from TS 33.259 to TS29.109 to indicate the existence of the Service Type Code for the service provided by TS 33.259.

Discussion and conclusion:

This was approved for inclusion in the draft TS.

TD S3‑070376 Pseudo-CR: Black listing Remote Devices. This was introduced by Ericsson. An editor's note in TS 33.259 states that: Editor's Note: It is for further study if black listing is useful in case the remote device is not an ME or MT. For Remote Devices as MEs and MTs the IMEI will be used to identify the Device. For these types of Remote Devices it's possible to blacklist misbehaving Remote Devices in the network in order to block them for further services. The IMEI is a global and public identity. But for other types of Remote Devices not being a ME or MT, it may not be feasible for the network to blacklist misbehaving Remote Devices as the identity of these entities will be something else than IMEI. We don't know whether these identities are global and public identities. Therefore this p-CR proposes that the NAF Key Centre shall, if applicable, check if the Device_ID is blocked (blacklisted) in the case the Remote Device is not an ME or MT.

Discussion and conclusion:

It was asked why step 12 states "if applicable". It was explained that such a function may not be possible in all cases. This was therefore an optional feature. The text should be reworded to make the implementation clearer. It was explained that it is not optional to check the blacklist, but that if the Device_ID is not available, the call may continue the key establishment procedure (as it is not blacklisted by implication). It was commented that the device would be authenticated using a certificate so the device identity will be known, and it was intended to allow individual service authorisation policing for the device. The text should read if IMEI is provided as a device ID then the blacklist shall be checked, otherwise the blacklist checking is optional, depending on the type of identifier used. The condition of whether the device is an ME or MT is not part of this procedure. It was suggested to add a note that the source of the blacklist is outside the scope of the specification. It was suggested to add an editor's note to show that the handling of non-IMEI identities is for further study. Modifications were made off-line and the proposal was approved for inclusion in the draft TS.

TD S3‑070340 Connection between Remote Device and NAF Key Center. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. The TS 33.259 has an unresolved editor's note on the possibility that the remote device has no direct connection to the NAF key centre. The editor's note is replaced by a note.

Discussion and conclusion:

It was asked what "acting as a proxy" meant. It was clarified that this refers to the UICC hosting device, when the remote device does not have a direct connection, it uses the UICC hosting device as a proxy. It was suggested that this part is removed to avoid misunderstanding of the meaning of Proxy. The impact of the agreed Uax interface on this proposal should be considered. With these changes the proposal was approved for inclusion in the draft TS.

TD S3‑070377 Pseudo-CR: Cleanup of some editor notes and editorials. This was introduced by Ericsson. This p-CR proposes to clean-up some editor notes in TS 33.259 v 1.0.0. It also contains a number of editorials and minor corrections and clarifications.

Discussion and conclusion:

It was commented that the first editors note was proposed for removal, whereas there are no examples provided. It was clarified that no examples had been provided and the number of possible examples are likely to increase in time. This was approved for inclusion in the draft TR.

The following related contributions were introduced by the authors and then discussed together:

TD S3‑070336 Pseudo-CR: NAF Key Center in third party network. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks. The need to establish a secure channel between a terminal and a remote device can result from many usage scenarios. Some of those use cases relate closely to the personal area network idea, others are more related to service consumption. Depending on the business model and service offering each operator has, it may or may not be desirable to allow the NAF Key Centre (as defined by TS 33.259) also in networks outside the home network. The services may be offered by trusted visited networks or by other trusted services residing in a third party network.

TD S3‑070378 Discussion paper: NAF Key Centre in Visited Network. This was introduced by Ericsson. In section 4.4.5 of TS 33.259, there is an editor note regarding whether the NAF Key Centre dedicated to Key establishment can be located in a Visited Network: Editor's note: Whether the NAF Key Centre dedicated to the Key Establishment Mechanism can be located in a Visited Network is FFS. The Key establishment work specified in TS 33.259 is a generic work that can be utilised with many different usage scenarios but this paper attempts to discuss the Key establishment concept in relation to one of the potential usage scenarios, Personal Area Networks in SA WG1, in order to conclude whether we should allow that the NAF Key Centre (dedicated to Key establishment) could be located in a Visited Network as well.

TD S3‑070379 Pseudo-CR: NAF Key Centre in Visited network. This was introduced by Ericsson. A new requirement is proposed in this pseudo-CR in order to allow the NAF Key Centre to be located in the Visited network.

Discussion and conclusion:

It was commented that the use-cases were valid, but the statement "The NAF Key Centre should support USS" may cause problems as the UE cannot know if this is supported. It was clarified that the UE would not receive a valid key from an untrusted NAF Key Centre. It was argued that in the case of devices using a NAF to exchange keys, it needs to be ensured that the keys are subsequently deleted and not misused by the NAF. It was clarified that the justification for the use of the Visited Network NAF Key Centre was to reduce the complexity and load on Key Centres for key management to improve performance. A majority of companies thought this was a useful mechanism. Telecom Italia were opposed this procedure. It was commented that more study would be needed on the details of this Feature, e.g. for a NAF-discovery mechanism. It was suggested that the functionality is restricted to Home Network for Rel‑7 and this is studied for introduction of Visited Network functionality in Rel‑8, taking into account the need for backward compatibility to Rel‑7. This was agreed and the change should be only to remove the editors note from the Rel‑7 specification. Doubts were raised over the ability to complete any of the work for TS 33.259 and TS 33.110 in Rel‑7, as deletion of the editor's notes will not mean that the feature is complete. It was suggested that CT WG1 are asked whether they can introduce the necessary changes in the Stage 3 specifications for Rel‑7. An off-line discussion and drafting session was arranged to ask CT WG1 whether changes are still possible for Rel‑7. It was concluded that there was no need to change the interface at this point and these contributions were noted.
TD S3‑070382 Device-ID of the Remote Device on the local interface. This was introduced by Ericsson. The long term device identity of the Remote Device in TS 33.259 could be the IMEI. But IMEI is just one example of a possible identity that can be used in TS 33.259. We don't know today what other types of device identities that may come in the future. (Note that the definition of any other types of identity which uniquely identifies the Remote Device, is out of the scope of TS 33.259). These long term device identities can be used to track the movement of a particular user. It is considered good security design to avoid sending device or user identities in clear in order not to compromise the user privacy. It is much more easy to attack a local interface like Bluetooth, WLAN, IrDA, NFC and the like, compared to a wideband interface. It would be rather easy for someone that wishes to get hold of the device identity to do so. Hence, if it is possible to design the protocol such that the long term device identity is NOT revealed, then we think that the protocol shall be designed in that way, unless it gives some other significant complexity or performance penalties. In this case, we think it is indeed possible to design the protocol without such drawbacks. A simple solution which requires little effort to support could be introduced. Why should you reveal the long term device identity in the protocol if that can easily be avoided.

Discussion:

It was commented that MAC address and IMEI privacy is not required to be protected. This will not remove the threat of tracking a user via the "protected" IMEI and the added difficulty in tracking will increase the complexity. The related documents in TD S3‑070381 and TD S3‑070380 were reviewed.

TD S3‑070381 Solution for avoiding exposing the long term remote device identity in cleartext on the Local interface. This was introduced by Ericsson. If TD S3‑070382 is approved, then this paper presents a solution on how to avoid exposure of long term device identifiers on the Local interface between the UICC Hosting Device and the Remote Device.

Discussion:

It was explained that if a user's IMEI has been obtained by an attacker, then the attacker can determine that the user is on a local interface when reading the identity on the local interface and thereby track the user. Protection on the local interface would reduce this threat. It was clarified that the intention was to make the protection mandatory. It was commented that the device discovery mechanism may be impacted by this proposal and this should be studied before accepting this proposal.

TD S3‑070380 Pseudo-CR: Avoid exposing the remote device identity in clear text on the Local Interface. This was introduced by Ericsson. The UICC Hosting Device requires some unique identifier from the Remote Device to be able to calculate the Ks_local_device key, to ensure that the keys shared with different Remote Devices are differentiated. It would be natural to select the Device_ID, which for example could be the IMEI if the Remote Device is a ME or MT. But it could also be some other unique identifier derived from the device identifier, to ensure uniqueness. Exposing the Device ID as e.g. IMEI or any other long term device identity on the local interface should be avoided as the local interface could be unprotected. A simple potential solution is proposed in this pseudo-CR in order to avoid that the Device-ID is sent in clear text via the local interface.

Discussion and conclusion:

It was considered that further study on the impacts and complexity versus added security was needed and these contributions were therefore noted.

6.16
Protection against SMS and MMS spam

TD S3‑070426 TR 33.cde: 3rd Generation Partnership Project; Technical Report Group Services and System Aspects; Protection against SMS and MMS SPAM; Study of Different SPAM Protection Mechanisms Release 8. This was introduced by Orange SA.

Discussion and conclusion:

This was revised to include agreed changes in TD S3‑070496 and was agreed for use with further updates.

TD S3‑070400 Anti-spam work in OMA and IETF. This was introduced by Nokia on behalf of Nokia and Nokia Siemens Networks. Summary of Anti-spam work done in OMA and IETF to be included into SA WG3 draft TR "Study of Different Spam Protection Mechanisms".

Discussion and conclusion:

The proposed text was approved for inclusion in the draft TR.

TD S3‑070353 GPP defined mechanisms for SPAM control. This was introduced by Nokia Siemens Networks on behalf of Nokia and Nokia Siemens Networks.

Discussion and conclusion:

This was approved for inclusion in the draft TR.

6.17
Other areas

TD S3‑070408 DIMS security review. This was introduced by Vodafone. Draft LS to SA WG4 resulting from email discussion.

Discussion and conclusion:

The LS was revised to remove revision marks and comments in TD S3‑070497 which was approved.

7
Review and update of work programme

No review was made of the work program due to lack of time at the meeting. The SA WG3 Chairman and Secretary updated the SA WG3 parts of the 3GPP work plan after the close of the meeting to provide information to TSG SA#36.

8
Future meeting dates and venues

The planned meetings were as follows:
	Meeting
	Date
	Location
	Host

	S3#48
	10 – 13 July 2007
	Montreal, Canada
	NAF

	S3#49
	9 – 12 Oct 2007
	Munich, Germany
	EF3


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#26
	31 Jul - 2 Aug 2007
	US
	NAF

	SA3 LI-#27
	23 - 25 Oct 2007
	Sophia Antipolis, France
	ETSI


TSG SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSG SA #36
	4 - 7 Jun 2007
	Busan, South Korea
	TIA

	TSGs #37
	17 - 20 Sep 2007
	Riga Latvia
	EF3

	TSGs #38
	3 - 6 Dec 2007
	Cancun, Mexico
	NAF

	TSGs #39
	10 - 13 Mar 2008
	tbd
	

	TSGs #40 
	2 - 5 Jun 2008
	Prague
	EF3

	TSGs #41
	15 - 18 Sep 2008
	Japan
	

	TSGs #42
	8 - 11 Dec 2008
	Europe
	EF3


9
Any other business

No other issues were raised. Delegates were reminded that SA WG3 leadership elections are intended to be held at the next meeting #48 in Montreal.

10
Close

The SA WG3 Chairman thanked the hosts, the European Friends of 3GPP, for the meeting arrangements and facilities, the delegates for their hard work and cooperation and the Secretary for writing the report. He then closed the meeting.
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	Network domain security: IP layer (NDS/IP)
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.4
	-
	------
	Network domain security: Authentication Framework (NDS/AF)
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.5
	-
	------
	UTRAN network access security
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.6
	-
	------
	GERAN network access security
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.7
	-
	------
	GAA and support for subscriber certificates
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.7.1
	-
	------
	TR 33.719 GAA
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.7.2
	-
	------
	TS 33.220 GBA
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.7.3
	-
	------
	TS 33.221 Subscriber certificates
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.7.4
	-
	------
	TS 33.222 HTTPS-based services
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.7.5
	-
	------
	TS on GBA push
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.8
	-
	------
	WLAN interworking
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.9
	-
	------
	Multimedia broadcast/multicast service (MBMS)
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.10
	-
	------
	Key Management of group keys for Voice Group Call Services
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.11
	-
	------
	Selective disabling of UE capabilities
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.12
	-
	------
	Trust requirements for open platforms
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.13
	-
	------
	Liberty-3GPP security interworking
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.14
	-
	------
	SAE/LTE security
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.15
	-
	------
	Key establishment 
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.15.1
	-
	------
	Between UICC and other devices
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.15.2
	-
	------
	Between UICC hosting device and other devices
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.16
	-
	------
	Protection against SMS and MMS spam
	------
	-
	-
	-
	-
	-
	-
	-
	-

	6.17
	-
	------
	Other areas
	------
	-
	-
	-
	-
	-
	-
	-
	-

	7
	-
	------
	Review and update of work programme
	------
	-
	-
	-
	-
	-
	-
	-
	-

	8
	-
	------
	Future meeting dates and venues
	------
	-
	-
	-
	-
	-
	-
	-
	-

	9
	-
	------
	Any other business
	------
	-
	-
	-
	-
	-
	-
	-
	-

	10
	-
	------
	Close
	------
	-
	-
	-
	-
	-
	-
	-
	Latest: Friday 25 May 16:00
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	S3-070300
	AGENDA
	Draft Agenda of SA WG3#47 meeting
	SA WG3 Chairman
	-
	-
	-
	-
	-
	-
	-
	Approved

	4.1
	S3-070301
	REPORT
	Draft Meeting Report of SA WG3 meeting #46
	SA WG3 Secretary
	-
	-
	-
	-
	-
	-
	-
	Approved (MCC to check attendees list before updating FTP server)

	6.14
	S3-070302
	DISCUSSION
	Solutions to ensure key stream freshness
	Huawei
	-
	-
	-
	-
	-
	-
	SAE/LTE security
	Noted

	6.14
	S3-070303
	DISCUSSION / DECISION
	Key derivations at eNB to eNB handover
	Ericsson
	-
	-
	-
	-
	-
	-
	SAE/LTE security
	Noted

	6.14
	S3-070304
	DISCUSSION / DECISION
	Key handling on idle mode mobility
	Nokia Siemens Networks, Nokia
	-
	-
	-
	-
	-
	-
	SAE/LTE security
	Noted

	6.14
	S3-070305
	DISCUSSION / DECISION
	Key refresh procedure on idle-to-active and detached-to-active state transitions
	Nokia Siemens Networks, Nokia
	-
	-
	-
	-
	-
	-
	SAE/LTE security
	Noted

	6.14
	S3-070306
	DISCUSSION / DECISION
	Key refresh on intra-MME handovers
	Nokia Siemens Networks, Nokia
	-
	-
	-
	-
	-
	-
	SAE/LTE security
	Noted

	4.2
	S3-070307
	REPORT
	Draft Report for the SA WG3 SAE/LTE ad hoc 28-29th March 2007
	SA WG3 Secretary
	-
	-
	-
	-
	-
	-
	-
	Approved (MCC to check attendees list before updating FTP server)

	4.2
	S3-070308
	REPORT
	Draft Report for the joint meeting between TISPAN WG7 and SA WG3 on 27th March 2007
	SA WG3 Secretary
	-
	-
	-
	-
	-
	-
	-
	Revised in S3-070498

	5.9
	S3-070309
	LS In
	LS from TISPAN WG5: Customer Networks activities started in TISPAN
	TISPAN WG5 (13bTD176)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.1
	S3-070310
	LS In
	LS from CT WG1: Multiple Registrations
	CT WG1 (C1-070983)
	-
	-
	-
	-
	-
	-
	-
	Noted

	5.9
	S3-070311
	LS In
	Liaison statement (from the ITU-T Focus Group on Identity Management) concerning results of the first face-to-face meeting
	ITU-T Focus Group on Identity Management (FG IdM-LS 01Rev.1)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.9
	S3-070312
	LS In
	LS (from OMA BCAST) to 3GPP and 3GPP2 on UICC key storage
	OMA BCAST (OMA-LS_0183-BCAST)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.9
	S3-070313
	LS In
	LS (from OMA BCAST) to 3GPP and 3GPP2 on Authenticate Response
	OMA BCAST (OMA-BCAST-2007-0342R04)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.9
	S3-070314
	LS In
	LS (from OMA BCAST) to 3GPP and 3GPP2 on OMA BCAST card capabilities
	OMA BCAST (OMA-BCAST-2007-0339)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.14
	S3-070315
	LS In
	LS (from RAN WG2) on Verification of security principles
	RAN WG2 (R2-071105)
	-
	-
	-
	-
	-
	-
	-
	Handled in S3-46b ad-hoc

	6.14
	S3-070316
	LS In
	LS (from RAN WG2) on security requirements on the eNode B
	RAN WG2 (R2-071566)
	-
	-
	-
	-
	-
	-
	-
	Handled in S3-46b ad-hoc

	6.14
	S3-070317
	LS In
	LS (from RAN WG3) on IP multi-cast for S1-AP messages
	RAN WG3 (R3-070720)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.14
	S3-070318
	LS In
	LS (from SA WG2) on Location of PDCP in eNode B
	SA WG2 (S2-071046)
	-
	-
	-
	-
	-
	-
	-
	Handled in S3-46b ad-hoc

	6.1
	S3-070319
	LS In
	Response (from SA WG2) to: "Multiple Registrations"
	SA WG2 (S2-072240)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.1
	S3-070320
	LS In
	LS (from SA WG2) on security implications for IMS registration for ICS users via CS access
	SA WG2 (S2-072244)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070460

	5.9, 6.1
	S3-070321
	LS In
	LS from ETSI TISPAN: Additional supported feature numbering for 3GPP and ETSI
	ETSI TISPAN (13bTD491)
	-
	-
	-
	-
	-
	-
	-
	Noted

	4.4
	S3-070322
	REPORT
	Report from SA#35 plenary
	SA WG3 Chairman
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.9
	S3-070323
	LS In
	Reply LS (from CT WG6) on OMA BCAST smartcard capabilities
	CT WG6 (C6-070306)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.9
	S3-070324
	LS In
	LS to SA WG3 (from CT WG6) on MUK keys and GBA NAF keys handling
	CT WG6 (C6-070312)
	-
	-
	-
	-
	-
	-
	-
	CRs acceptable, Response LS in S3-070486

	6.4
	S3-070325
	[CR]
	33.310 CR0009: Correction of MCC implementation error for CR0008
	MCC
	33.310
	0009
	-
	F
	8.0.0
	Rel-8
	NDSAFTLS
	Revised in S3-070483

	6.7.2
	S3-070326
	DISCUSSION
	GBA: Discussion of user identity privacy on Ub reference point
	Nokia, Nokia Siemens Networks
	33.220
	-
	-
	-
	-
	Rel-8
	-
	Noted

	6.7.2
	S3-070327
	[CR]
	33.220 CR0108R2: Introduction of temporary identifier for bootstrapping procedure
	Nokia, Nokia Siemens Networks
	33.220
	0108
	2
	B
	7.7.0
	Rel-8
	TEI8
	Revised in S3-070457

	6.7.2
	S3-070328
	DISCUSSION
	BSF sharing for PLMNs under the same administrative authority
	Nokia, Nokia Siemens Networks, T-Mobile
	33.220
	-
	-
	-
	-
	Rel-7
	GAAExt
	Agreed

	6.7, 6.7.2
	S3-070329
	[CR]
	33.220 CR0123: Details of HLR – BSF reference point
	Nokia, Nokia Siemens Networks
	33.220
	0123
	-
	B
	7.7.0
	Rel-7
	GAAExt
	Revised in S3-070453

	6.7.2
	S3-070330
	CR
	33.920 CR0002: NAF_ID Encoding
	Nokia, Nokia Siemens Networks, Vodafone
	33.920
	0002
	-
	F
	7.1.0
	Rel-7
	2G GBA
	Approved

	6.7.3
	S3-070331
	CR
	33.221 CR0008: Removal of editors note
	Nokia, Nokia Siemens Networks
	33.221
	0008
	-
	F
	6.3.0
	Rel-6
	GAA-SSC
	Approved

	6.7.5
	S3-070332
	P-CR
	Key Usage for GBA_PUSH
	Nokia, Nokia Siemens Networks
	33.223
	-
	-
	-
	-
	Rel-8
	GAAExt
	Agreed in principle. Overlap to be checked

	6.15.2
	S3-070333
	DISCUSSION
	ME-ME Security
	Nokia
	33.259
	-
	-
	-
	-
	Rel-8
	-
	Noted

	6.15.1
	S3-070334
	[CR]
	33.110 CR0005: Correction of Ua reference point
	Nokia, Nokia Siemens Networks
	33.110
	0005
	-
	F
	7.1.0
	Rel-7
	KeyEstUTerm
	Revised in S3-070449

	6.15.1
	S3-070335
	CR
	33.110 CR0006: Addition of reference to GAA Service Type Code
	Nokia, Nokia Siemens Networks
	33.110
	0006
	-
	F
	7.1.0
	Rel-7
	KeyEstUTerm
	Approved

	6.15.2
	S3-070336
	P-CR
	NAF Key Center in third party network
	Nokia, Nokia Siemens Networks
	33.259
	-
	-
	-
	-
	Rel-7
	-
	Noted

	6.15.2
	S3-070337
	P-CR 
	Correction of Ua reference point
	Nokia, Nokia Siemens Networks
	33.259
	-
	-
	-
	-
	Rel-7
	-
	Not approved as S2-070449 was withdrawn

	6.15.2
	S3-070338
	P-CR
	Security Association between Remote Device and NAF Key Center
	Nokia, Nokia Siemens Networks
	33.259
	-
	-
	-
	-
	Rel-7
	-
	Approved with changes for inclusion in the draft TS

	6.15.2
	S3-070339
	P-CR
	Addition of reference to GAA Serivce Type Code
	Nokia, Nokia Siemens Networks
	33.259
	-
	-
	-
	-
	Rel-7
	-
	Approved for inclusion in the draft TS.

	6.15.2
	S3-070340
	P-CR
	Connection between Remote Device and NAF Key Center
	Nokia, Nokia Siemens Networks
	33.259
	-
	-
	-
	-
	Rel-7
	-
	Approved for inclusion in the draft TS.

	6.9
	S3-070341
	CR
	33.246 CR0125: Mandating the support of MIKEY-RAND length of 128 bit
	Nokia, Nokia Siemens Networks
	33.246
	0125
	-
	F
	6.10.0
	Rel-6
	MBMS
	Approved

	6.9
	S3-070342
	CR
	33.246 CR0126: Mandating the support of MIKEY-RAND length of 128 bit
	Nokia, Nokia Siemens Networks
	33.246
	0126
	-
	A
	7.3.0
	Rel-7
	MBMS
	Approved

	6.9
	S3-070343
	CR
	33.246 CR0127: Adding missing requirements about PDP context and IP adress handling for ptp key management
	Nokia, Nokia Siemens Networks, Ericsson
	33.246
	0127
	-
	F
	6.10.0
	Rel-6
	MBMS
	Approved

	6.9
	S3-070344
	CR
	33.246 CR0128: Adding missing requirements about PDP context and IP adress handling for ptp key management
	Nokia, Nokia Siemens Networks, Ericsson
	33.246
	0128
	-
	A
	7.3.0
	Rel-7
	MBMS
	Approved

	6.9
	S3-070345
	CR
	33.246 CR0129: Adding a missing interworking scenario
	Nokia, Nokia Siemens Networks
	33.246
	0129
	-
	F
	6.10.0
	Rel-6
	MBMS
	Approved

	6.9
	S3-070346
	CR
	33.246 CR0130: Adding a missing interworking scenario
	Nokia, Nokia Siemens Networks
	33.246
	0130
	-
	A
	7.3.0
	Rel-7
	MBMS
	Approved

	6.9
	S3-070347
	CR
	33.246 CR0131: Fixed cs_id for MIKEY PRF in case of download key derivation
	Nokia, Nokia Siemens Networks
	33.246
	0131
	-
	F
	6.10.0
	Rel-6
	MBMS
	Approved

	6.9
	S3-070348
	CR
	33.246 CR0132: Fixed cs_id for MIKEY PRF in case of download key derivation
	Nokia, Nokia Siemens Networks
	33.246
	0132
	-
	A
	7.3.0
	Rel-7
	MBMS
	Approved

	6.9
	S3-070349
	[CR]
	33.246 CR0133: Correct the SALT key generation during MSK processing
	Nokia, Nokia Siemens Networks
	33.246
	0133
	-
	F
	7.3.0
	Rel-7
	MBMS
	Revised in S3-070485

	6.7.2
	S3-070350
	CR
	33.220 CR0124: Clarifying the terms 2G and 3G for GBA
	Nokia, Nokia Siemens Networks
	33.220
	0124
	-
	F
	7.7.0
	Rel-7
	2G GBA
	Approved

	6.3
	S3-070351
	[CR]
	33.210 CR0022: Clarification on the use of the IPsec mode for the Zb-reference point
	Nokia, Nokia Siemens Networks
	33.210
	0022
	-
	F
	7.2.0
	Rel-7
	SEC1-NDS
	Postponed

	6.7.5
	S3-070352
	DISCUSSION
	GBA Push Interworking implications
	Nokia, Nokia Siemens Networks
	33.223
	-
	-
	-
	-
	-
	GBA
	Noted

	6.16
	S3-070353
	DISCUSSION
	3GPP defined mechanisms for SPAM control
	Nokia, Nokia Siemens Networks
	33.cde (SPAM)
	-
	-
	-
	-
	-
	SPAM
	Approved for inclusion in the draft TR.

	6.14
	S3-070354
	DISCUSSION
	Evaluation of key change on the fly solutions
	Nokia, Nokia Siemens Networks
	33.821
	-
	-
	-
	-
	-
	SAE/LTE
	LS drafted in S3-070475

	6.14
	S3-070355
	P-CR
	Corrections to NDS/IP related sections of TR 33.821
	Nokia, Nokia Siemens Networks
	33.821
	-
	-
	-
	-
	-
	SAE/LTE
	Approved for inclusion in the draft TR.

	6.14
	S3-070356
	P-CR
	eNB Security Requirements
	Nokia, Nokia Siemens Networks
	33.821
	-
	-
	-
	-
	-
	SAE/LTE
	Approved with changes for inclusion in the draft TR.

	6.1.3
	S3-070357
	DISCUSSION
	Proposal for I-CSCF distinguish the authentication schemes
	Huawei
	-
	-
	-
	-
	-
	-
	-
	WITHDRAWN: Revised in S3-070428

	6.1
	S3-070358
	DISCUSSION
	Key management for IMS media security
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.7.5
	S3-070359
	DISCUSSION
	Some clarification about key selection for GAA PUSH
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.7.5
	S3-070360
	P-CR
	Clarification about key selection mechanism
	Huawei
	33.223
	-
	-
	F
	0.3.0
	Rel-8
	GAAext
	Agreed in principle. Overlap to be checked

	6.7.5
	S3-070361
	P-CR
	Clarification for B-TID in Ua-application data
	Huawei
	33.223
	-
	-
	F
	0.3.0
	Rel-8
	GAAext
	Approved in principle for inclusion in the draft TS

	6.7
	S3-070362
	DISCUSSION
	A requirement for UE split
	Huawei
	-
	-
	-
	-
	-
	-
	-
	WITHDRAWN

	6.14
	S3-070363
	DISCUSSION
	comparing of algorithm negotiation solutions
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Merged into LS in S3-070476

	6.14
	S3-070364
	P-CR
	Security Algorithm Selection solution
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Merged into LS in S3-070476

	6.14
	S3-070365
	DISCUSSION
	Algorithms selection on handover update
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Approved for inclusion in the draft TR.

	6.14
	S3-070366
	DISCUSSION
	Key Conversion and key transfer for inter-RAT handover
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Approved with changes for inclusion in the draft TR.

	6.14
	S3-070367
	P-CR
	Security Mode Command procedure update
	Nokia, Nokia Siemens Networks
	33.821
	-
	-
	-
	-
	-
	SAE/LTE
	Merged into LS in S3-070476

	6.14
	S3-070368
	DISCUSSION
	Comparison of Key Refresh Solutions
	Nokia, Nokia Siemens Networks
	33.821
	-
	-
	-
	-
	-
	SAE/LTE
	Noted

	6.15.1
	S3-070369
	[CR]
	33.110 CR0007: Addition of annex on key establishment UICC-Terminal interface
	Gemalto
	33.110
	0007
	-
	F
	7.1.0
	Rel-7
	KeyEstUTerm
	Revised in S3-070451

	6.15.1
	S3-070370
	[CR]
	33.110 CR0008: Creation of a key identifier for Ks_local
	Gemalto
	33.110
	0008
	-
	C
	7.1.0
	Rel-7
	KeyEstUTerm
	Postponed

	6.14
	S3-070371
	P-CR
	
	Gemalto
	33.821
	-
	-
	F
	0.2.0
	Rel-8
	SAES
	

	6.7.5
	S3-070372
	DISCUSSION
	Usage of GBA Push
	Ericsson
	-
	-
	-
	-
	-
	-
	SEC7-GAA2
	Agreed. New Annex to be created

	6.1
	S3-070373
	WID
	Security Enhancements for common IMS
	Ericsson
	-
	-
	-
	-
	-
	Rel-8
	-
	Revised in S3-070458

	6.1
	S3-070374
	DISCUSSION
	Analysis and proposed LS reply to LS from SA2 on Security implications for IMS registration for ICS
	Ericsson
	-
	-
	-
	-
	-
	-
	IMS-SE
	Revised in S3-070444

	6.1
	S3-070375
	DISCUSSION
	IMS Media security key management requirements
	Ericsson
	-
	-
	-
	-
	-
	-
	IMS-SE
	Approved with changes for inclusion in the draft TR.

	6.15.2
	S3-070376
	P-CR
	Pseudo-CR: Black listing Remote Devices
	Ericsson
	33.259
	-
	-
	-
	-
	-
	PNPAN-key
	Approved with changes for inclusion in the draft TS

	6.15.2
	S3-070377
	P-CR
	Pseudo-CR: Cleanup of some editor notes and editorials
	Ericsson
	33.259
	-
	-
	-
	-
	-
	PNPAN-key
	Approved for inclusion in the draft TS.

	6.15.2
	S3-070378
	DISCUSSION
	NAF Key Centre in Visited Network
	Ericsson
	-
	-
	-
	-
	-
	-
	PNPAN-key
	Noted

	6.15.2
	S3-070379
	P-CR
	Pseudo-CR: NAF Key Centre in Visited network
	Ericsson
	33.259
	-
	-
	-
	-
	-
	PNPAN-key
	Noted

	6.15.2
	S3-070380
	P-CR
	Pseudo-CR: Avoid exposing the remote device identity in clear text on the Local Interface
	Ericsson
	33.259
	-
	-
	-
	-
	-
	PNPAN-key
	Noted

	6.15.2
	S3-070381
	DISCUSSION
	Solution for avoiding exposing the long term remote device identity in cleartext on the Local interface
	Ericsson
	33.259
	-
	-
	-
	-
	-
	PNPAN-key
	Noted

	6.15.2
	S3-070382
	P-CR
	Device-ID of the Remote Device on the local interface
	Ericsson
	33.259
	-
	-
	-
	-
	-
	PNPAN-key
	Noted

	6.13
	S3-070383
	[CR]
	33.980 CR0016: Specifying compliance levels
	Ericsson
	33.980
	0016
	-
	F
	7.4.0
	Rel-7
	LibSec
	Revised in S3-070482

	6.13
	S3-070384
	CR
	33.980 CR0017: Clarification of SAML v2.0 description
	Ericsson
	33.980
	0017
	-
	F
	7.4.0
	Rel-7
	LibSec
	Approved

	6.13
	S3-070385
	DISCUSSION
	Enhancements on the interworking GAA/GBA - Liberty Alliance scenarios
	Ericsson
	-
	-
	-
	-
	-
	-
	LibSec
	Noted

	6.13
	S3-070386
	[CR]
	33.980 CR0018: Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	Ericsson
	33.980
	0018
	-
	B
	7.4.0
	Rel-7
	LibSec
	Postponed

	6.13
	S3-070387
	[CR]
	33.980 CR0019: Use of SAMLv2 in applications which do not require a security association
	Ericsson
	33.980
	0019
	-
	F
	7.4.0
	Rel-7
	LibSec
	Postponed

	6.9
	S3-070388
	DISCUSSION
	MBMS versioning and backwards compatibility
	Ericsson
	-
	-
	-
	-
	-
	-
	MBMS
	Noted

	6.9
	S3-070389
	[CR]
	33.246 CR0134: Addition of backwards compatibility function
	Ericsson
	33.246
	0134
	-
	B
	6.10.0
	Rel-6
	MBMS
	Postponed to SA WG3 meeting #48

	6.9
	S3-070390
	[CR]
	33.246 CR0135: Addition of backwards compatibility function
	Ericsson
	33.246
	0135
	-
	A
	7.3.0
	Rel-7
	MBMS
	Postponed to SA WG3 meeting #48

	6.9
	S3-070391
	DISCUSSION
	Authorization over Mz in MBMS
	Ericsson
	-
	-
	-
	-
	-
	-
	MBMS
	LS in S3-070494

	6.5
	S3-070392
	WID
	UTRAN key management enhancements
	Ericsson
	-
	-
	-
	-
	-
	Rel-8
	-
	Postponed

	6.14
	S3-070393
	DISCUSSION
	Requirements on LTE AKA and security related signalling
	Ericsson
	-
	-
	-
	-
	-
	-
	SAES
	Modified Req 1 agreed for inclusion in the draft TR

	6.14
	S3-070394
	P-CR
	Issues surrounding cryptographic algorithms for LTE
	Ericsson
	33.821
	-
	-
	-
	-
	-
	SAES
	Revised in S3-070455

	6.14
	S3-070395
	P-CR
	Update of discussion on characteristics of keys
	Motorola
	33.821
	-
	-
	-
	-
	-
	-
	Approved with changes for inclusion in the draft TR.

	6.1.4
	S3-070396
	[CR]
	33.203 CR0105: Digest and TLS Procedures
	Alcatel-Lucent, BT, CableLabs, HP, Nortel, Samsung
	33.203
	0105
	-
	B
	7.5.0
	Rel-8
	FBI-PCBL-Security
	Revised in S3-070454

	6.5
	S3-070397
	CR
	33.102 CR0202: Security for PS emergency sessions
	Samsung
	33.102
	0202
	-
	B
	7.1.0
	Rel-7
	SEC1
	Approved

	6.5
	S3-070398
	LS OUT
	Reply LS on Security for PS emergency sessions
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070399
	DISCUSSION
	Security Mechanism during Mobility between 3GPP and non-3GPP networks
	Samsung
	-
	-
	-
	-
	-
	-
	-
	6.1 agreed for inclusion in the draft TR

	6.16
	S3-070400
	DISCUSSION
	Anti-spam work in OMA and IETF
	Nokia, Nokia Siemens Networks
	33.cde (SPAM)
	-
	-
	-
	-
	-
	SPAM
	Approved for inclusion in the draft TR.

	6.1.3
	S3-070401
	P-CR
	pCR to TR33.803: PANI header handling
	Nokia, Nokia Siemens Networks, Ericsson
	33.803
	-
	-
	-
	-
	-
	FBI-SEC
	Approved for inclusion in the draft TR.

	6.1.3
	S3-070402
	P-CR
	pCR to TR33.803: Configuration vs. protocol based solution
	Nokia, Nokia Siemens Networks
	33.803
	-
	-
	-
	-
	-
	FBI-SEC
	Approved for inclusion in the draft TR.

	6.1.3
	S3-070403
	P-CR
	pCR to TR33.803: References and Definitions
	Nokia, Nokia Siemens Networks
	33.803
	-
	-
	-
	-
	-
	FBI-SEC
	Approved with changes for inclusion in the draft TR.

	6.1.4
	S3-070404
	DISCUSSION
	Risk of man-in-the-middle attacks in sip-sec-agree with server-authenticated TLS and client authentication by Digest
	Nokia, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	FBI-PCBL-Sec
	Noted

	6.14
	S3-070405
	DISCUSSION
	Skeletons for SAE and LTE security Stage 2 Technical Specifications
	Nokia, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	SAE/LTE
	Updated in S3-070479 and S3-070480

	6.8
	S3-070406
	CR
	33.234 CR0088R1: Support of IMS emergency call over I-WLAN
	Nokia, Nokia Siemens Networks
	33.234
	0088
	1
	B
	7.4.0
	Rel-7
	WLAN
	Approved

	6.8
	S3-070407
	CR
	33.234 CR0089R1: Support of IMS emergency call over I-WLAN for UICC-less case
	Nokia, Nokia Siemens Networks
	33.234
	0089
	1
	B
	7.4.0
	Rel-7
	WLAN
	Approved

	6.17
	S3-070408
	[LS OUT]
	LS on DIMS security review
	Vodafone
	-
	-
	-
	-
	-
	-
	-
	Revised in S3-070497

	6.14
	S3-070409
	WORKPLAN
	LTE/SAE security workplan
	Vodafone
	-
	-
	-
	-
	-
	-
	SAE/LTE
	Revised in S3-070481

	6.15.1
	S3-070410
	[CR]
	33.110 CR0009: Addition of key confirmation and various other changes
	Vodafone
	33.110
	0009
	-
	C
	7.1.0
	Rel-7
	KeyEstUTerm
	Revised in S3-070450

	6.9
	S3-070411
	[CR]
	33.220 CR0125: GBA NAF Keys storage policy in the UICC
	Gemalto
	33.220
	0125
	-
	F
	6.12.0
	Rel-6
	SEC1-SC
	Revised in S3-070487

	6.9
	S3-070412
	[CR]
	33.220 CR0126: GBA NAF Keys storage policy in the UICC
	Gemalto
	33.220
	0126
	-
	A
	7.7.0
	Rel-7
	SEC1-SC
	Revised in S3-070488

	6.9
	S3-070413
	[CR]
	33.246 CR0136: GBA NAF Key availability in the UICC
	Gemalto
	33.246
	0136
	-
	F
	6.10.0
	Rel-6
	MBMS
	Revised in S3-070489

	6.9
	S3-070414
	[CR]
	33.246 CR0137: GBA NAF Key availability in the UICC
	Gemalto
	33.246
	0137
	-
	A
	7.3.0
	Rel-7
	MBMS
	Revised in S3-070490

	6.9
	S3-070415
	[CR]
	33.246 CR0138: MUKs storage policy in the USIM
	Gemalto
	33.246
	0138
	-
	F
	6.10.0
	Rel-6
	MBMS
	Merged into S3-070489

	6.9
	S3-070416
	[CR]
	33.246 CR0139: MUKs storage policy in the USIM
	Gemalto
	33.246
	0139
	-
	A
	7.3.0
	Rel-7
	MBMS
	Merged into S3-070490

	6.1
	S3-070417
	LS In
	Reply LS (from SA WG3 LI Group) on existing solutions for IMS media security and their impact on lawful interception requirements
	SA WG3 LI Group (SA3LI07_041r1)
	-
	-
	-
	-
	-
	-
	-
	Noted

	4.3
	S3-070418
	CR
	33.107 CR0062: NSAPI (Network layer Service Access Point Identifier) optional in IRI
	SA WG3-LI (Nokia Siemens Networks)
	33.107
	0062
	-
	B
	7.5.0
	Rel-8
	SEC1-LI
	Approved

	4.3
	S3-070419
	CR
	33.108 CR0090: NSAPI (Network layer Service Access Point Identifier) optional in IRI. ASN.1 version update Rel. 8
	SA WG3-LI (Nokia Siemens Networks)
	33.108
	0090
	-
	B
	7.7.0
	Rel-8
	SEC1-LI
	Approved

	4.3
	S3-070420
	CR
	33.107 CR0063: Direct Tunnel LI
	SA WG3 LI (Nokia Siemens Networks, Ericsson)
	33.107
	0063
	-
	B
	7.5.0
	Rel-7
	LI-7A
	Approved

	4.3
	S3-070421
	CR
	33.108 CR0091: Direct Tunnel LI
	SA WG3-LI (Nokia Siemens Networks)
	33.108
	0091
	-
	B
	7.7.0
	Rel-7
	LI-7A
	Approved

	4.3
	S3-070422
	CR
	33.108 CR0092: Clarification of Usage of GPRS Terminology and umtsQOS
	SA WG3-LI (Rapporteur - Nortel Networks)
	33.108
	0092
	-
	B
	7.7.0
	Rel-8
	SEC1-LI
	Approved

	6.1.4
	S3-070423
	[CR]
	33.203 CR0106: Correction of several description mistakes
	China Mobile
	33.203
	0106
	-
	D
	7.5.0
	Rel-7
	IMS
	Revised in S3-070466

	6.14
	S3-070424
	[LS OUT]
	Proposed response to LS on APN from SA WG2
	Qualcomm Europe
	-
	-
	-
	-
	-
	-
	-
	Revised in S3-070470

	6.14
	S3-070425
	LS In
	LS (from SA WG2) on IMEI checking for SAE
	SA WG2 (S2-072283)
	-
	-
	-
	-
	-
	-
	SAE/LTE
	Response in S3-070469

	6.16
	S3-070426
	TR
	TR 33.cde: 3rd Generation Partnership Project; Technical Report Group Services and System Aspects; Protection against SMS and MMS SPAM; Study of Different SPAM Protection Mechanisms Release 8
	Orange SA
	33.cde (SPAM)
	-
	-
	-
	-
	Rel-8
	SPAM
	Revised in S3-070496

	6.9
	S3-070427
	DISCUSSION
	GBA NAF Keys and MUKs policy storage on the UICC
	Gemalto
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.1.3
	S3-070428
	DISCUSSION
	Proposal for I-CSCF distinguish the authentication schemes
	Huawei
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.14
	S3-070429
	DISCUSSION
	A Problem caused by 256 bits keys
	ZTE
	-
	-
	-
	-
	-
	-
	LTE/SAE
	LS to ETSI SAGE drafted in S3-070477

	6.14
	S3-070430
	DISCUSSION
	Relation between separate key identity and key derivation
	ZTE
	-
	-
	-
	-
	-
	-
	LTE/SAE
	Agreed in principle

	5.1
	S3-070431
	LS in
	LS from CT WG1: Stage 3 specification for NNI
	CT WG1 (C1-071285)
	-
	-
	-
	-
	-
	-
	-
	Noted

	5.1
	S3-070432
	LS in
	Reply (from CT WG3) to LS on Stage 3 specification for NNI
	CT WG3 (C3-070597)
	-
	-
	-
	-
	-
	-
	-
	Noted

	5.9
	S3-070433
	LS in
	LS (from CT WG4) on Additional supported feature numbering for 3GPP and ETSI Response to: LS (C4-070745) on Additional supported feature numbering for 3GPP and ETSI from TISPAN WG 3
	CT WG4 (C4-070866)
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.7
	S3-070434
	LS in
	Response LS (from CT WG4) on Interface for GBA usage with HLR
	CT WG4 (C4-070876)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070452

	6.1
	S3-070435
	LS in
	LS (from CT WG4) on Authentication Failure and Authentication Timeout
	CT WG4 (C4-070899)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070459

	6.14
	S3-070436
	LS in
	LS (from SA WG2) on Access Point Name Confidentiality
	SA WG2 (S2-071566)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070470

	6.6
	S3-070437
	LS in
	Liaison Statement (from GSMA SG): BSS vendor support for A5/3
	GSMA SG (SG Doc 63/21)
	-
	-
	-
	-
	-
	-
	-
	Postponed to SA WG3 meeting #48

	6.14
	S3-070438
	LS in
	Reply LS (from RAN WG2) on Verification of security principles
	RAN WG2 (R2-072191)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070471

	6.14
	S3-070439
	LS in
	LS (from RAN WG2) on Service Request for SAE/LTE
	RAN WG2 (R2-072310)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070472

	6.14
	S3-070440
	LS in
	LS (from RAN WG3) on Home eNodeB Security
	RAN WG3 (R3-071205)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070473

	6.1, 6.16
	S3-070441
	LS in
	Liaison (from TISPAN WG7) to 3GPP SA 3 on work on prevention of unsolicited communication in the NGN
	TISPAN WG7 (13tTD569)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070461

	6.1.3
	S3-070442
	LS in
	Liaison (from ETSI TISPAN) to 3GPP SA 3 on recent ETSI TISPAN decisions and progress on HTTP digest
	TISPAN WG3 and WG7 (13tTD559r4)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070468

	6.1.4
	S3-070443
	DISCUSSION
	Comments on S3-070396: 33.203 CR0105
	Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.1
	S3-070444
	DISCUSSION
	Analysis and proposed LS reply to LS from SA2 on Security implications for IMS registration for ICS
	Ericsson, Nortel
	-
	-
	-
	-
	-
	-
	IMS-SE
	Response LS drafted in S3-070460

	6.15.2
	S3-070445
	TS
	Updated TS 33.259 and presentation cover sheet
	Rapproteur
	33.259
	-
	-
	-
	1.1.0
	Rel-7
	-
	Approved -> SA for approval

	6.15.2
	S3-070446
	[LS OUT]
	
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	

	6.1.3
	S3-070447
	DISCUSSION
	Handling of private identities in Cx commands: recent decisions by TISPAN and impact on TR 33.803 "Co-existence between TISPAN and 3GPP authentication schemes"
	Ericsson, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.1.3
	S3-070448
	P-CR
	pCR to TR 33.803 v1.0.0 on Handling of private identities in Cx commands
	Ericsson, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	-
	Approved for inclusion in the draft TR.

	6.15.1
	S3-070449
	[CR]
	
	Nokia, Nokia Siemens Networks
	33.110
	0005
	1
	F
	7.1.0
	Rel-7
	KeyEstUTerm
	

	6.15.1
	S3-070450
	CR
	33.110 CR0009R1: Addition of key confirmation and various other changes
	Vodafone
	33.110
	0009
	1
	C
	7.1.0
	Rel-7
	KeyEstUTerm
	Approved

	6.15.1
	S3-070451
	CR
	33.110 CR0007R1: Addition of annex on key establishment UICC-Terminal interface
	Gemalto
	33.110
	0007
	1
	F
	7.1.0
	Rel-7
	KeyEstUTerm
	Approved

	6.7
	S3-070452
	LS OUT
	Response LS on Interface for GBA usage with HLR
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.7, 6.7.2
	S3-070453
	CR
	33.220 CR0123R1: Details of HLR – BSF reference point
	Nokia, Nokia Siemens Networks
	33.220
	0123
	1
	B
	7.7.0
	Rel-7
	GAAExt
	Approved

	6.1.4
	S3-070454
	[CR]
	33.203 CR0105r1: Digest and TLS Procedures
	Alcatel-Lucent, BT, CableLabs, HP, Nortel, Samsung
	33.203
	0105
	1
	B
	7.5.0
	Rel-8
	FBI-PCBL-Security
	Revised in S3-070467

	6.14
	S3-070455
	P-CR
	Issues surrounding cryptographic algorithms for LTE
	Ericsson, TeliaSonera
	33.821
	-
	-
	-
	-
	-
	SAES
	Agreed with changes for inclusion in the draft TR

	6.7.5
	S3-070456
	TS
	Updated draft TS 33.223 with agreed changes
	Nokia (Tiina)
	33.223
	-
	-
	-
	0.4.0
	-
	-
	This was approved for use with further updates.

	6.7.2
	S3-070457
	CR
	33.220 CR0108R3: Introduction of temporary identifier for bootstrapping procedure
	Nokia, Nokia Siemens Networks
	33.220
	0108
	3
	B
	7.7.0
	Rel-8
	TEI8
	Approved

	6.1
	S3-070458
	WID
	Security Enhancements for common IMS
	Ericsson, Telenor, T-Mobile, Vodafone
	-
	-
	-
	-
	-
	Rel-8
	-
	Revised in S3-070462

	6.1
	S3-070459
	[LS OUT]
	LS on Authentication Failure and Authentication Timeout
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Postponed to next meeting and for e-mail discussion

	6.1
	S3-070460
	LS OUT
	Response LS to SA WG2 on security implications for IMS registration for ICS users via CS access
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.1
	S3-070461
	LS OUT
	Response LS to TISPAN WG7 on work on prevention of unsolicited communication in the NGN
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.1
	S3-070462
	WID
	Security Enhancements for IMS
	Ericsson, Telenor, T-Mobile, Vodafone, BT, Nokia Siemens Networks, Nokia, Rogers Wireless
	-
	-
	-
	-
	-
	Rel-8
	-
	Approved

	6.1.3
	S3-070463
	TR
	
	Rapporteur (Orange)
	-
	-
	-
	-
	-
	-
	-
	

	6.1.4
	S3-070464
	DISCUSSION
	Comments to S3-070443
	CableLabs
	-
	-
	-
	-
	-
	-
	-
	Noted

	6.1
	S3-070465
	TR
	Updated TR 33.828 with agreed changes
	Rapporteur
	33.828
	-
	-
	-
	-
	-
	-
	Approved for use with further updates

	6.1.4
	S3-070466
	CR
	33.203 CR0106R1: Correction of several description mistakes
	China Mobile
	33.203
	0106
	1
	D
	7.5.0
	Rel-7
	IMS
	Approved

	6.1.4
	S3-070467
	[CR]
	33.203 CR0105R2: Digest and TLS Procedures
	Alcatel-Lucent, BT, CableLabs, HP, Nortel, Samsung
	33.203
	0105
	2
	B
	7.5.0
	Rel-8
	FBI-PCBL-Security
	Agreed in principle

	6.1.3
	S3-070468
	LS OUT
	LS on HTTP Digest
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070469
	LS OUT
	Reply LS on IMEI checking for SAE
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070470
	LS OUT
	Reply to LS on Access Point Name Confidentiality
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070471
	LS OUT
	Reply LS on Verification of security principles
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070472
	LS OUT
	Reply LS on Service Request for SAE/LTE
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070473
	LS OUT
	Reply LS on Home eNodeB Security
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.9
	S3-070474
	LS In
	LS (from OMA BCAST) to 3GPP SA WG3 on DCF PDCF and KeyInfoBox
	OMA BCAST (OMA-LS_200-BCAST)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070484

	6.14
	S3-070475
	LS OUT
	LS on Key change in LTE active mode
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070476
	LS OUT
	LS to RAN WGs on Security Algorithm Selection solution
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070477
	LS OUT
	LS to SAGE on algorithm choice for LTE
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070478
	TR
	Updated TR 33.821 with agreed changes
	Rapporteur
	33.821
	-
	-
	-
	-
	-
	-
	For e-mail distribution and review

	6.14
	S3-070479
	TS
	Skeleton document TS 33.abc: 3GPP System Architecture Evolution: Security Architecture
	Rapporteur
	33.abc
	-
	-
	-
	-
	-
	-
	Approved as a basis for further updates

	6.14
	S3-070480
	TS
	Skeleton document TS 33.xyz: 3GPP System Architecture Evolution: Security aspects of non-3GPP accesses
	Rapporteur
	33.xyz
	-
	-
	-
	-
	-
	-
	Approved as a basis for further updates

	6.14
	S3-070481
	WORKPLAN
	Updated LTE/SAE security workplan
	Vodafone
	-
	-
	-
	-
	-
	-
	SAE/LTE
	To be distributed y e-mail

	6.13
	S3-070482
	CR
	33.980 CR0016R1: Specifying compliance levels
	Ericsson
	33.980
	0016
	1
	F
	7.4.0
	Rel-7
	LibSec
	Approved

	6.4
	S3-070483
	CR
	33.310 CR0009R1: Correction of MCC implementation error for CR0008
	MCC
	33.310
	0009
	1
	F
	8.0.0
	Rel-8
	NDSAFTLS
	Approved

	6.9
	S3-070484
	LS OUT
	Reply LS on DRM Content Format
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.9
	S3-070485
	CR
	33.246 CR0133R1: Correct the SALT key generation during MSK processing
	Nokia, Nokia Siemens Networks
	33.246
	0133
	1
	F
	7.3.0
	Rel-7
	MBMS
	Approved

	6.9
	S3-070486
	LS OUT
	Reply LS on MUK keys and GBA NAF keys handling
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.9
	S3-070487
	CR
	33.220 CR0125R1: GBA NAF Keys storage policy in the UICC
	Gemalto
	33.220
	0125
	1
	F
	6.12.0
	Rel-6
	SEC1-SC
	Approved

	6.9
	S3-070488
	CR
	33.220 CR0126R1: GBA NAF Keys storage policy in the UICC
	Gemalto
	33.220
	0126
	1
	A
	7.7.0
	Rel-7
	SEC1-SC
	Approved

	6.9
	S3-070489
	CR
	33.246 CR0136R1: GBA NAF Key availability in the UICC
	Gemalto
	33.246
	0136
	1
	F
	6.10.0
	Rel-6
	MBMS
	Approved

	6.9
	S3-070490
	CR
	33.246 CR0137R1: GBA NAF Key availability in the UICC
	Gemalto
	33.246
	0137
	1
	A
	7.3.0
	Rel-7
	MBMS
	Approved

	6.15
	S3-070491
	LS OUT
	LS on Key establishment between a UICC and a Terminal
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.1.3
	S3-070492
	TR
	Update of 33.803 with agreed changes and TSG presentation sheet
	Rapporteur
	33.828
	-
	-
	-
	1.1.0
	Rel-7
	-
	Approved -> SA for approval

	6.9
	S3-070493
	LS OUT
	MBMS security capabilities announcement
	SA WG3
	-
	-
	-
	-
	-
	-
	MBMS
	Approved

	6.9
	S3-070494
	LS OUT
	LS on Authorization over Mz in MBMS
	SA WG3
	-
	-
	-
	-
	-
	-
	MBMS
	Approved

	6.9
	S3-070495
	LS In
	Reply LS (from CT WG6) on "MSK storage on the USIM"
	CT WG6 (C6-070124)
	-
	-
	-
	-
	-
	-
	-
	Response in S3-070499

	6.16
	S3-070496
	TR
	TR 33.cde: 3rd Generation Partnership Project; Technical Report Group Services and System Aspects; Protection against SMS and MMS SPAM; Study of Different SPAM Protection Mechanisms Release 8
	Orange SA
	33.cde (SPAM)
	-
	-
	-
	-
	Rel-8
	SPAM
	Agreed for use with further updates.

	6.17
	S3-070497
	LS OUT
	LS on DIMS security review
	Vodafone
	-
	-
	-
	-
	-
	-
	-
	Approved

	4.2
	S3-070498
	REPORT
	Draft Report for the joint meeting between TISPAN WG7 and SA WG3 on 27th March 2007
	SA WG3 Secretary
	-
	-
	-
	-
	2.0
	-
	-
	Approved

	6.1
	S3-070499
	LS OUT
	Reply LS on MSK storage on the USIM
	SA WG3
	-
	-
	-
	-
	-
	-
	-
	Approved

	6.14
	S3-070500
	TR
	Draft TR 33.922:
	Rapporteur
	33.922
	-
	-
	-
	-
	-
	-
	Agreed for use with further updates.


Annex C:
Status of specifications under SA WG3 responsibility

NOTE:
not including status after TSG SA approval of CRs at SA WG3#47.

	Type
	Number
	Title
	Ver at TSG#29
	Rel
	TSG/
WG
	Editor
	Comment

	Release 1999 GSM Specifications and reports

	TR
	01.31
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	8.0.0
	R99
	S3
	
	 

	TR
	01.33
	Lawful Interception requirements for GSM
	8.0.0
	R99
	S3
	SPALT, Bernhard
	 

	TS
	01.61
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	8.0.0
	R99
	S3
	WALKER, Michael
	 

	TS
	02.09
	Security aspects
	8.1.0
	R99
	S3
	CHRISTOFFERSSON, Per
	 

	TS
	02.33
	Lawful Interception (LI); Stage 1
	8.0.1
	R99
	S3
	SPALT, Bernhard
	 

	TS
	03.33
	Lawful Interception; Stage 2
	8.1.0
	R99
	S3
	SPALT, Bernhard
	 

	Release 1999 3GPP Specifications and reports

	TS
	21.133
	3G security; Security threats and requirements
	3.2.0
	R99
	S3
	CHRISTOFFERSSON, Per
	 

	TS
	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	3.2.1
	R99
	S3
	NGUYEN NGOC, Sebastien
	Transfer>TSG#4 

	TS
	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	3.0.0
	R99
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 02.31 R99 and 42.031 Rel-4 & Rel-5 -> 22.031. Created from 02.31 R99.

	TS
	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	3.0.0
	R99
	S3
	
	SP-16: created to take over from 02.32 (R99) and 42.032 (Rel-4 onwards). SP-16: Takes over from 02.32 R99.

	TS
	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	3.0.0
	R99
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 03.31 R99 and 43.031 Rel-4 & Rel-5 -> 23.031. Created from 03.31 R99.

	TS
	23.035
	Immediate Service Termination (IST); Stage 2
	3.1.0
	R99
	S3
	
	SP-16: created to take over from 03.35 (R99) and 43.035 (Rel-4 onwards). SP-16: takes over from 03,35 R99.

	TS
	33.102
	3G security; Security architecture
	3.13.0
	R99
	S3
	BLOMMAERT, Marc
	 

	TS
	33.103
	3G security; Integration guidelines
	3.7.0
	R99
	S3
	BLANCHARD, Colin
	 

	TS
	33.105
	Cryptographic algorithm requirements
	3.8.0
	R99
	S3
	CHIKAZAWA, Takeshi
	 

	TS
	33.106
	Lawful interception requirements
	3.1.0
	R99
	S3
	WILHELM, Berthold
	 

	TS
	33.107
	3G security; Lawful interception architecture and functions
	3.5.0
	R99
	S3
	WILHELM, Berthold
	 

	TS
	33.120
	Security Objectives and Principles
	3.0.0
	R99
	S3
	
	 

	TR
	33.901
	Criteria for cryptographic Algorithm design process
	3.0.0
	R99
	S3
	BLOM, Rolf
	 

	TR
	33.902
	Formal Analysis of the 3G Authentication Protocol
	3.1.0
	R99
	S3
	HORN, Guenther
	 

	TR
	33.908
	3G Security; General report on the design, specification and evaluation of 3GPP standard confidentiality and integrity algorithms
	3.0.0
	R99
	S3
	WALKER, Michael
	TSG#7: S3-000105=NP-000049 Formerly 33.904.

	TS
	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	3.2.0
	R99
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	3.1.2
	R99
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	3.1.2
	R99
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	3.1.2
	R99
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable.

	Release 1999 3GPP Specifications and reports not under change control

	TS
	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	none
	R99
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	none
	R99
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	none
	R99
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	none
	R99
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	Release 4 3GPP Specifications and reports

	TS
	21.133
	3G security; Security threats and requirements
	4.1.0
	Rel-4
	S3
	CHRISTOFFERSSON, Per
	 Beyond Rel-4, info is contained in individual specs, so no need for this blanket one.

	TS
	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	4.1.0
	Rel-4
	S3
	NGUYEN NGOC, Sebastien
	Transfer>TSG#4 

	TS
	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	4.0.0
	Rel-4
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 02.31 R99 and 42.031 Rel-4 & Rel-5 -> 22.031. Created from 42.031 Rel-4.

	TS
	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	4.0.0
	Rel-4
	S3
	
	SP-16: created to take over from 02.32 (R99) and 42.032 (Rel-4 onwards). SP-16: Takes over from 42.032 Rel-4.

	TS
	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	4.0.0
	Rel-4
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 03.31 R99 and 43.031 Rel-4 & Rel-5 -> 23.031. Created from 43.031 Rel-4.

	TS
	23.035
	Immediate Service Termination (IST); Stage 2
	4.1.0
	Rel-4
	S3
	
	SP-16: created to take over from 03.35 (R99) and 43.035 (Rel-4 onwards). SP-16: takes over from 43.035 Rel-4

	TS
	33.102
	3G security; Security architecture
	4.5.0
	Rel-4
	S3
	BLOMMAERT, Marc
	 

	TS
	33.103
	3G security; Integration guidelines
	4.2.0
	Rel-4
	S3
	BLANCHARD, Colin
	 SP-15: Not to be promoted to Rel-5.

	TS
	33.105
	Cryptographic algorithm requirements
	4.2.0
	Rel-4
	S3
	CHIKAZAWA, Takeshi
	 SP-15: Not to be promoted to Rel-5.  SP-24: Decision reversed, promoted to Rel-5 and -6.

	TS
	33.106
	Lawful interception requirements
	4.0.0
	Rel-4
	S3
	WILHELM, Berthold
	 

	TS
	33.107
	3G security; Lawful interception architecture and functions
	4.3.0
	Rel-4
	S3
	WILHELM, Berthold
	 

	TS
	33.120
	Security Objectives and Principles
	4.0.0
	Rel-4
	S3
	
	 SP-15: Not to be promoted to Rel-5.

	TS
	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	4.3.0
	Rel-4
	S3
	ESCOTT, Adrian
	2001-05-24: title grows MAP; see 33.210 for IP equivalent. 

	TR
	33.901
	Criteria for cryptographic Algorithm design process
	4.0.0
	Rel-4
	S3
	BLOM, Rolf
	 SP-15: Not to be promoted to Rel-5.

	TR
	33.902
	Formal Analysis of the 3G Authentication Protocol
	4.0.0
	Rel-4
	S3
	HORN, Guenther
	 SP-15: Not to be promoted to Rel-5.

	TR
	33.908
	3G Security; General report on the design, specification and evaluation of 3GPP standard confidentiality and integrity algorithms
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	TSG#7: S3-000105=NP-000049 SP-15: Not to be promoted to Rel-5.

	TR
	33.909
	3G Security; Report on the design and evaluation of the MILENAGE algorithm set; Deliverable 5: An example algorithm for the 3GPP authentication and key generation functions
	4.0.1
	Rel-4
	S3
	WALKER, Michael
	TSG#7: Is a reference in 33.908.  Was withdrawn, but reinstated at TSG#10. SP-15: Not to be promoted to Rel-5.

	TS
	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	4.1.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.205
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE.  2002-06: clarified that deliverable is TS not TR. TSG#11:changed to Rel-4.

	TS
	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE TSG#11:changed to Rel-4

	TS
	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors' test data
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE TSG#11:changed to Rel-4

	TS
	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE TSG#11:changed to Rel-4

	TR
	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. TSG#11:Formerly 35.209 Rel-99 (but never made available)

	TR
	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	4.0.1
	Rel-4
	S3
	
	 

	TR
	41.033
	Lawful Interception requirements for GSM
	4.0.1
	Rel-4
	S3
	SPALT, Bernhard
	 

	TS
	41.061
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	4.0.0
	Rel-4
	S3
	WALKER, Michael
	 SP-15: Not to be promoted to Rel-5.

	TS
	42.009
	Security aspects
	4.1.0
	Rel-4
	S3
	CHRISTOFFERSSON, Per
	 SP-15: Not to be promoted to Rel-5.

	TS
	42.033
	Lawful Interception; Stage 1
	4.0.0
	Rel-4
	S3
	SPALT, Bernhard
	 

	TS
	43.020
	Security-related network functions
	4.3.0
	Rel-4
	S3
	GILBERT, Henri
	 

	TS
	43.033
	3G security; Lawful Interception; Stage 2
	4.0.0
	Rel-4
	S3
	SPALT, Bernhard
	 

	Release 4 3GPP Specifications and reports not under change control

	TS
	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	none
	Rel-4
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	none
	Rel-4
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	none
	Rel-4
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	none
	Rel-4
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	Release 5 3GPP Specifications and reports

	TS
	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	5.0.0
	Rel-5
	S3
	NGUYEN NGOC, Sebastien
	Transfer>TSG#4 

	TS
	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	5.0.0
	Rel-5
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 02.31 R99 and 42.031 Rel-4 & Rel-5 -> 22.031. Created from 42.031 Rel-5.

	TS
	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	5.0.0
	Rel-5
	S3
	
	SP-16: created to take over from 02.32 (R99) and 42.032 (Rel-4 onwards). 

	TS
	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	5.0.0
	Rel-5
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 03.31 R99 and 43.031 Rel-4 & Rel-5 -> 23.031. Created from 43.031 Rel-5.

	TS
	23.035
	Immediate Service Termination (IST); Stage 2
	5.1.0
	Rel-5
	S3
	
	SP-16: created to take over from 03.35 (R99) and 43.035 (Rel-4 onwards). 

	TS
	33.102
	3G security; Security architecture
	5.7.0
	Rel-5
	S3
	BLOMMAERT, Marc
	 

	TS
	33.105
	Cryptographic algorithm requirements
	5.0.0
	Rel-5
	S3
	CHIKAZAWA, Takeshi
	 

	TS
	33.106
	Lawful interception requirements
	5.1.0
	Rel-5
	S3
	WILHELM, Berthold
	 

	TS
	33.107
	3G security; Lawful interception architecture and functions
	5.6.0
	Rel-5
	S3
	WILHELM, Berthold
	 

	TS
	33.108
	3G security; Handover interface for Lawful Interception (LI)
	5.9.1
	Rel-5
	S3
	WILHELM, Berthold
	"2001-12-04 Title changed from ""Lawful Interception; Interface between core network and law agency equipment"" (Berthold.Wilhelm@RegTP.de). "

	TS
	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	5.1.0
	Rel-5
	S3
	ESCOTT, Adrian
	2001-05-24: title grows MAP; see 33.210 for IP equivalent. 

	TS
	33.203
	3G security; Access security for IP-based services
	5.11.0
	Rel-5
	S3
	BOMAN, Krister
	 

	TS
	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	5.5.0
	Rel-5
	S3
	KØIEN, Geir
	2001-05-24: 33.200 split into MAP (33.200) and IP (33.210). 

	TS
	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TS
	35.205
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE.  2002-06: clarified that deliverable is TS not TR. 

	TS
	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	5.1.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE 

	TS
	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors' test data
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE 

	TS
	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE 

	TR
	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	5.0.0
	Rel-5
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. 

	TR
	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	5.0.0
	Rel-5
	S3
	
	 

	TR
	41.033
	Lawful Interception requirements for GSM
	5.0.0
	Rel-5
	S3
	SPALT, Bernhard
	 

	TS
	42.033
	Lawful Interception; Stage 1
	5.0.0
	Rel-5
	S3
	SPALT, Bernhard
	 

	TS
	43.020
	Security-related network functions
	5.2.0
	Rel-5
	S3
	GILBERT, Henri
	 

	TS
	43.033
	3G security; Lawful Interception; Stage 2
	5.0.0
	Rel-5
	S3
	SPALT, Bernhard
	 

	Release 5 3GPP Specifications and reports not under change control

	TS
	33.201
	Access domain security
	none
	Rel-5
	S3
	POPE, Maurice
	 

	TR
	33.900
	Guide to 3G security
	0.4.1
	Rel-5
	S3
	BROOKSON, Charles
	 

	TR
	33.903
	Access Security for IP based services
	none
	Rel-5
	S3
	VACANT,  
	 

	TS
	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	none
	Rel-5
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. Fill in of missing Release

	Release 6 3GPP Specifications and reports

	TS
	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	6.0.0
	Rel-6
	S3
	NGUYEN NGOC, Sebastien
	Transfer>TSG#4 Rel-6 record created on freezing the Release, December 2004.

	TS
	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	6.0.0
	Rel-6
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 02.31 R99 and 42.031 Rel-4 & Rel-5 -> 22.031. Rel-6 record created on freezing the Release, December 2004.

	TS
	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	6.0.0
	Rel-6
	S3
	
	SP-16: created to take over from 02.32 (R99) and 42.032 (Rel-4 onwards). Rel-6 record created on freezing the Release, December 2004.

	TS
	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	6.0.0
	Rel-6
	S3
	
	SP-18: decided FIGS is joint GERAN/UTRAN so 03.31 R99 and 43.031 Rel-4 & Rel-5 -> 23.031. Rel-6 record created on freezing the Release, December 2004.

	TS
	23.035
	Immediate Service Termination (IST); Stage 2
	6.0.0
	Rel-6
	S3
	
	SP-16: created to take over from 03.35 (R99) and 43.035 (Rel-4 onwards). Rel-6 record created on freezing the Release, December 2004.

	TS
	33.102
	3G security; Security architecture
	6.5.0
	Rel-6
	S3
	BLOMMAERT, Marc
	 

	TS
	33.105
	Cryptographic algorithm requirements
	6.0.0
	Rel-6
	S3
	CHIKAZAWA, Takeshi
	 

	TS
	33.106
	Lawful interception requirements
	6.1.0
	Rel-6
	S3
	WILHELM, Berthold
	 

	TS
	33.107
	3G security; Lawful interception architecture and functions
	6.6.0
	Rel-6
	S3
	WILHELM, Berthold
	 

	TS
	33.108
	3G security; Handover interface for Lawful Interception (LI)
	6.10.0
	Rel-6
	S3
	WILHELM, Berthold
	"2001-12-04 Title changed from ""Lawful Interception; Interface between core network and law agency equipment"" (Berthold.Wilhelm@RegTP.de). "

	TS
	33.141
	Presence service; Security
	6.2.0
	Rel-6
	S3
	BOMAN, Krister
	 

	TS
	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	6.1.0
	Rel-6
	S3
	ESCOTT, Adrian
	2001-05-24: title grows MAP; see 33.210 for IP equivalent. Rel-6 record created on freezing the Release, December 2004.  SP-30: Anx-E replicated in 33.204; will not be upgraded to Rel-7

	TS
	33.203
	3G security; Access security for IP-based services
	6.10.0
	Rel-6
	S3
	BOMAN, Krister
	 

	TS
	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	6.6.0
	Rel-6
	S3
	KØIEN, Geir
	2001-05-24: 33.200 split into MAP (33.200) and IP (33.210). 

	TS
	33.220
	Generic Authentication Architecture (GAA); Generic bootstrapping architecture
	6.12.0
	Rel-6
	S3
	HOLTMANNS, Silke
	WI = SEC1-SC (UID 33002) Based on 33.109 §4. 

	TS
	33.221
	Generic Authentication Architecture (GAA); Support for subscriber certificates
	6.3.0
	Rel-6
	S3
	HOLTMANNS, Silke
	WI = SEC1-SC (UID 33002) Based on 33.109 §5 & annex A. 

	TS
	33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)
	6.6.0
	Rel-6
	S3
	SAHLIN, Bengt
	WI = SEC1-SC (UID 33002) Based on 33.109 v0.3.0 protocol B. 

	TS
	33.234
	3G security; Wireless Local Area Network (WLAN) interworking security
	6.9.0
	Rel-6
	S3
	LOPEZ SORIA, Luis
	 

	TS
	33.246
	3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)
	6.10.0
	Rel-6
	S3
	ESCOTT, Adrian
	 SP-22: target for v2.0.0 is SP-23, but this will be challenging.

	TS
	33.310
	Network domain security; Authentication framework (NDS/AF)
	6.2.0
	Rel-6
	S3
	KOSKINEN, Tiina
	 

	TR
	33.810
	3G Security; Network Domain Security / Authentication Framework (NDS/AF); Feasibility Study to support NDS/IP evolution
	6.0.0
	Rel-6
	S3
	N, A
	2002-07-22: was formerly 33.910. SP-17: expect v2.0.0 at SP-18.

	TR
	33.817
	Feasibility study on (Universal) Subscriber Interface Module (U)SIM security reuse by peripheral devices on local interfaces
	6.1.0
	Rel-6
	S3
	YAQUB, Raziq
	Original WID = SP-030341.  2003-11-26: S3 Secretary indicates that TR is to be internal, so number changed from 33.917. 

	TR
	33.919
	3G Security; Generic Authentication Architecture (GAA); System description
	6.2.0
	Rel-6
	S3
	VAN MOFFAERT, Annelies
	WI = SEC1-SC (UID 33002) 

	TR
	33.978
	Security aspects of early IP Multimedia Subsystem (IMS)
	6.6.0
	Rel-6
	S3
	HOWARD, Peter
	SP-26: created from 33.878. 

	TS
	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	6.1.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi  specification
	6.1.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.205
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE.  2002-06: clarified that deliverable is TS not TR. Rel-6 record created on freezing the Release, December 2004.

	TS
	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE Rel-6 record created on freezing the Release, December 2004.

	TS
	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors' test data
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE Rel-6 record created on freezing the Release, December 2004.

	TS
	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE Rel-6 record created on freezing the Release, December 2004.

	TR
	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	6.0.0
	Rel-6
	S3
	WALKER, Michael
	ex SAGE; supplied by ETSI under French export licence on condition of signature by user; spec is freely downloadable. Rel-6 record created on freezing the Release, December 2004.

	TR
	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	6.0.0
	Rel-6
	S3
	
	 Rel-6 record created on freezing the Release, December 2004.

	TR
	41.033
	Lawful Interception requirements for GSM
	6.0.0
	Rel-6
	S3
	SPALT, Bernhard
	 Rel-6 record created on freezing the Release, December 2004.

	TS
	42.033
	Lawful Interception; Stage 1
	6.0.0
	Rel-6
	S3
	SPALT, Bernhard
	 Rel-6 record created on freezing the Release, December 2004.

	TS
	43.020
	Security-related network functions
	6.4.0
	Rel-6
	S3
	GILBERT, Henri
	 

	TS
	43.033
	3G security; Lawful Interception; Stage 2
	6.0.0
	Rel-6
	S3
	SPALT, Bernhard
	 Rel-6 record created on freezing the Release, December 2004.

	TS
	55.205
	Specification of the GSM-MILENAGE algorithms: An example algorithm set for the GSM Authentication and Key Generation Functions A3 and A8
	6.2.0
	Rel-6
	S3
	WALKER, Michael
	Not subject to export control. 

	TS
	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	6.2.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. 

	TS
	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	6.1.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. 

	TS
	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	6.1.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download. 

	TS
	55.236
	Specification of A8_V MILENAGE Algorithm: An example algorithm for the key generation function A8_V
	6.1.0
	Rel-6
	S3
	BLOMMAERT, Marc
	 .

	TR
	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	6.1.0
	Rel-6
	S3
	CLAYTON, Michael
	2003-09-30: Note: document only available with French export licence, upon signature; document not available for free download.

	Release 6 3GPP Specifications and reports not under change control

	TS
	33.201
	Access domain security
	none
	Rel-6
	S3
	POPE, Maurice
	 Rel-6 record created on freezing the Release, December 2004.

	TR
	33.941
	Presence service; Security
	0.6.0
	Rel-6
	S3
	BOMAN, Krister
	 

	Release 7 3GPP Specifications and reports

	TS
	33.102
	3G security; Security architecture
	7.1.0
	Rel-7
	S3
	BLOMMAERT, Marc
	 .

	TS
	33.106
	Lawful interception requirements
	7.0.1
	Rel-7
	S3
	WILHELM, Berthold
	 .

	TS
	33.107
	3G security; Lawful interception architecture and functions
	7.5.0
	Rel-7
	S3
	WILHELM, Berthold
	 .

	TS
	33.108
	3G security; Handover interface for Lawful Interception (LI)
	7.7.0
	Rel-7
	S3
	WILHELM, Berthold
	"2001-12-04 Title changed from ""Lawful Interception; Interface between core network and law agency equipment"" (Berthold.Wilhelm@RegTP.de). ."

	TS
	33.110
	Key establishment between a UICC and a terminal
	7.1.0
	Rel-7
	S3
	PAULIAC, Mireille
	SP-30: WI @ SP-050832 .

	TS
	33.141
	Presence service; Security
	7.1.0
	Rel-7
	S3
	BOMAN, Krister
	 .

	TS
	33.203
	3G security; Access security for IP-based services
	7.5.0
	Rel-7
	S3
	BOMAN, Krister
	 .

	TS
	33.204
	3G Security; Network Domain Security (NDS); Transaction Capabilities Application Part (TCAP)  user security
	7.2.0
	Rel-7
	S3
	BLOMMAERT, Marc
	 .

	TS
	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	7.2.0
	Rel-7
	S3
	KØIEN, Geir
	2001-05-24: 33.200 split into MAP (33.200) and IP (33.210). .

	TS
	33.220
	Generic Authentication Architecture (GAA); Generic bootstrapping architecture
	7.7.0
	Rel-7
	S3
	HOLTMANNS, Silke
	WI = SEC1-SC (UID 33002) Based on 33.109 §4. .

	TS
	33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)
	7.2.0
	Rel-7
	S3
	SAHLIN, Bengt
	WI = SEC1-SC (UID 33002) Based on 33.109 v0.3.0 protocol B. .

	TS
	33.234
	3G security; Wireless Local Area Network (WLAN) interworking security
	7.4.0
	Rel-7
	S3
	LOPEZ SORIA, Luis
	 .

	TS
	33.246
	3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)
	7.3.0
	Rel-7
	S3
	ESCOTT, Adrian
	 .

	TS
	33.310
	Network domain security; Authentication framework (NDS/AF)
	7.1.0
	Rel-7
	S3
	KOSKINEN, Tiina
	 .

	TR
	33.905
	Recommendations for Trusted Open Platforms
	7.0.0
	Rel-7
	S3
	HOLTMANNS, Silke
	2006-02-08: Co-rapporteurs Selim Aissi, Sundeep Bajikar, Intel Corporation. .

	TR
	33.918
	Generic Authentication Architecture (GAA); Early implementation of Hypertext Transfer Protocol over Transport Layer Security (HTTPS) connection between a Universal Integrated Circuit Card (UICC) and a Network Application Function (NAF)
	7.0.0
	Rel-7
	S3
	SEIF, Jacques
	"WI in SP-050573; second rapporteur = Mireille Pauliac. This is an ""early implementation"" TR. ."

	TR
	33.919
	3G Security; Generic Authentication Architecture (GAA); System description
	7.2.0
	Rel-7
	S3
	VAN MOFFAERT, Annelies
	WI = SEC1-SC (UID 33002) .

	TR
	33.920
	SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	7.1.0
	Rel-7
	S3
	HOLTMANNS, Silke
	SP-29: WID in SP-050576. .

	TR
	33.980
	Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	7.4.0
	Rel-7
	S3
	HOLTMANNS, Silke
	 SP-30: approval target SP-31.

	TS
	35.215
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TS
	35.216
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 2: SNOW 3G specification
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TS
	35.217
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors' test data
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TS
	35.218
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 4: Design conformance test data
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Document subject to export controls, so not publicly available on 3GPP server.  2006-04-06: Version 1.1.0 solves this problem. .

	TR
	35.919
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 5: Design and evaluation report
	7.0.0
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	 .

	Other 3GPP Specifications and reports to be allocated to (or identified for) Release 7 (TBC)

	TS
	33.223
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function
	0.3.0
	Rel-7
	S3
	HOLTMANNS, Silke
	SP-32: Revised WID @ SP-060429. 2006-08-08: Thus TS substituted for former TR 33,923. .

	TS
	33.259
	Key establishment between a UICC hosting device and a remote device
	1.0.0
	Rel-7
	S3
	LEHTOVIRTA, Vesa
	SP-34: WI @ SP-060839. .

	TR
	33.801
	Access security review
	1.0.0
	Rel-7
	S3
	NORRMAN, Karl
	 .

	TR
	33.802
	Feasibility study on IMS security extensions
	0.2.0
	Rel-7
	S3
	SAHLIN, Bengt
	 .

	TR
	33.803
	Coexistence between TISPAN and 3GPP authentication schemes
	1.0.0
	Rel-7
	S3
	FOUQUET, Sylvie
	 .

	TR
	33.828
	Feasibility study on IP Multimedia Subsystem (IMS) security extensions
	0.1.0
	Rel-7
	S3
	HOWARD, Peter
	 .

	TS
	55.226
	Specification of the A5/4 encryption algorithms for GSM and ECSD, and the GEA4 encryption algorithm for GPRS; Document 1: A5/4 and GEA4 specification
	none
	Rel-7
	S3
	CHRISTOFFERSSON, Per
	Work item UID = 1571 (SEC1).  2006-03-20: French export licence not yet applied for.

	3GPP Specifications and reports to be allocated to (or identified for) Release 8 (TBC)

	TS
	33.310
	Network domain security; Authentication framework (NDS/AF)
	8.0.0
	Rel-8
	S3
	KOSKINEN, Tiina
	 .

	TR
	33.821
	Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)
	0.1.0
	Rel-8
	S3
	ZHANG, Dajiang
	 .

	TS
	33.922
	Security aspects for inter-access mobility between non 3GPP and 3GPP access network
	0.0.3
	Rel-8
	S3
	ZHANG, Dajiang
	 .


Annex D:
List of CRs to specifications under SA WG3 responsibility at meeting #47

D.1
List of all CRs and their handling

	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Current Version
	Source
	TD number
	Status
	Work item

	33.102
	0202
	-
	Rel-7
	Security for PS emergency sessions
	B
	7.1.0
	Samsung
	S3-070397
	agreed
	SEC7

	33.107
	0062
	-
	Rel-8
	NSAPI (Network layer Service Access Point Identifier) optional in IRI
	B
	7.5.0
	SA3 LI (Nokia Siemens Networks)
	S3-070418
	agreed
	LI8

	33.107
	0063
	-
	Rel-7
	Direct Tunnel LI
	B
	7.5.0
	SA3 LI (Nokia Siemens Networks, Ericsson)
	S3-070420
	agreed
	LI-7A

	33.108
	0090
	-
	Rel-8
	NSAPI (Network layer Service Access Point Identifier) optional in IRI. ASN.1 version update Rel. 8
	B
	7.7.0
	SA 3 LI (Nokia Siemens Networks)
	S3-070419
	agreed
	LI8

	33.108
	0091
	-
	Rel-7
	Direct Tunnel LI
	B
	7.7.0
	SA3 LI (Nokia Siemens Networks, Ericsson)
	S3-070421
	agreed
	LI-7A

	33.108
	0092
	-
	Rel-8
	Clarification of Usage of GPRS Terminology and umtsQOS
	F
	7.7.0
	SA3 LI (Rapporteur - Nortel Networks)
	S3-070422
	agreed
	LI8

	33.110
	0005
	-
	Rel-7
	Correction of Ua reference point
	F
	7.1.0
	Nokia, Nokia Siemens Networks
	S3-070334
	revised
	KeyEstUTerm

	33.110
	0005
	1
	Rel-7
	Correction of Ua reference point
	F
	7.1.0
	Nokia, Nokia Siemens Networks
	S3-070449
	withdrawn
	KeyEstUTerm

	33.110
	0006
	-
	Rel-7
	Addition of reference to GAA Service Type Code
	F
	7.1.0
	Nokia, Nokia Siemens Networks
	S3-070335
	agreed
	KeyEstUTerm

	33.110
	0007
	-
	Rel-7
	Addition of annex on key establishment UICC-Terminal interface
	F
	7.1.0
	Gemalto
	S3-070369
	revised
	KeyEstUTerm

	33.110
	0007
	1
	Rel-7
	Addition of annex on key establishment UICC-Terminal interface
	F
	7.1.0
	Gemalto
	S3-070451
	agreed
	KeyEstUTerm

	33.110
	0008
	-
	Rel-7
	Creation of a key identifier for Ks_local
	C
	7.1.0
	Gemalto
	S3-070370
	postponed
	KeyEstUTerm

	33.110
	0009
	-
	Rel-7
	Addition of key confirmation and various other changes
	C
	7.1.0
	Vodafone
	S3-070410
	revised
	KeyEstUTerm

	33.110
	0009
	1
	Rel-7
	Addition of key confirmation and various other changes
	C
	7.1.0
	Vodafone
	S3-070450
	agreed
	KeyEstUTerm

	33.203
	0105
	-
	Rel-8
	Digest and TLS Procedures
	B
	7.5.0
	Alcatel-Lucent, BT, CableLabs, HP, Nortel, Samsung
	S3-070396
	revised
	FBI-PCBL-Security

	33.203
	0105
	1
	Rel-8
	Digest and TLS Procedures
	B
	7.5.0
	Alcatel-Lucent, BT, CableLabs, HP, Nortel, Samsung
	S3-070454
	revised
	FBI-PCBL-Security

	33.203
	0105
	2
	Rel-8
	Digest and TLS Procedures
	B
	7.5.0
	Alcatel-Lucent, BT, CableLabs, HP, Nortel, Samsung
	S3-070467
	noted
	FBI-PCBL-Security

	33.203
	0106
	-
	Rel-7
	Correction of several description mistakes
	D
	7.5.0
	China Mobile
	S3-070423
	revised
	IMS

	33.203
	0106
	1
	Rel-7
	Correction of several description mistakes
	D
	7.5.0
	China Mobile
	S3-070466
	agreed
	IMS

	33.210
	0022
	-
	Rel-7
	Clarification on the use of the IPsec mode for the Zb-reference point
	F
	7.2.0
	Nokia, Nokia Siemens Networks
	S3-070351
	postponed
	SEC1-NDS

	33.220
	0108
	2
	Rel-8
	Introduction of temporary identifier for bootstrapping procedure
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070327
	revised
	TEI8

	33.220
	0108
	3
	Rel-8
	Introduction of temporary identifier for bootstrapping procedure
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070457
	agreed
	TEI8

	33.220
	0123
	-
	Rel-7
	Details of HLR – BSF reference point
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070329
	revised
	TEI8

	33.220
	0123
	1
	Rel-7
	Details of HLR – BSF reference point
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070453
	agreed
	GAAExt

	33.220
	0124
	-
	Rel-7
	Clarifying the terms 2G and 3G for GBA
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070350
	agreed
	2G_GBA

	33.220
	0125
	-
	Rel-6
	GBA NAF Keys storage policy in the UICC
	F
	6.12.0
	Gemalto
	S3-070411
	revised
	SEC1-SC

	33.220
	0125
	1
	Rel-6
	GBA NAF Keys storage policy in the UICC
	F
	6.12.0
	Gemalto
	S3-070487
	agreed
	SEC1-SC

	33.220
	0126
	-
	Rel-7
	GBA NAF Keys storage policy in the UICC
	A
	7.7.0
	Gemalto
	S3-070412
	revised
	SEC1-SC

	33.220
	0126
	1
	Rel-7
	GBA NAF Keys storage policy in the UICC
	A
	7.7.0
	Gemalto
	S3-070488
	agreed
	SEC1-SC

	33.221
	0008
	-
	Rel-6
	Removal of editors note
	F
	6.3.0
	S3
	S3-070331
	agreed
	GAA

	33.234
	0088
	1
	Rel-7
	Support of IMS emergency call over I-WLAN
	B
	7.4.0
	Nokia, Nokia Siemens Networks
	S3-070406
	agreed
	WLAN2

	33.234
	0089
	1
	Rel-7
	Support of IMS emergency call over I-WLAN for UICC-less case.
	B
	7.4.0
	Nokia, Nokia Siemens Networks
	S3-070407
	agreed
	WLAN2

	33.246
	0125
	-
	Rel-6
	Mandating the support of MIKEY-RAND length of 128 bit
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070341
	agreed
	MBMS

	33.246
	0126
	-
	Rel-7
	Mandating the support of MIKEY-RAND length of 128 bit
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070342
	agreed
	MBMS

	33.246
	0127
	-
	Rel-6
	Adding missing requirements about PDP context and IP address handling for ptp key management
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070343
	agreed
	MBMS

	33.246
	0128
	-
	Rel-7
	Adding missing requirements about PDP context and IP address handling for ptp key management
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070344
	agreed
	MBMS

	33.246
	0129
	-
	Rel-6
	Adding a missing interworking scenario
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070345
	agreed
	MBMS

	33.246
	0130
	-
	Rel-7
	Adding a missing interworking scenario
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070346
	agreed
	MBMS

	33.246
	0131
	-
	Rel-6
	Fixed cs_id for MIKEY PRF in case of download key derivation
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070347
	agreed
	MBMS

	33.246
	0132
	-
	Rel-7
	Fixed cs_id for MIKEY PRF in case of download key derivation
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070348
	agreed
	MBMS

	33.246
	0133
	-
	Rel-7
	Correct the SALT key generation during MSK processing
	F
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070349
	revised
	MBMS

	33.246
	0133
	1
	Rel-7
	Correct the SALT key generation during MSK processing
	F
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070485
	agreed
	MBMS

	33.246
	0134
	-
	Rel-6
	Addition of backwards compatibility function
	B
	6.10.0
	Ericsson
	S3-070389
	postponed
	MBMS

	33.246
	0135
	-
	Rel-7
	Addition of backwards compatibility function
	A
	7.3.0
	Ericsson
	S3-070390
	postponed
	MBMS

	33.246
	0136
	-
	Rel-6
	GBA NAF Key availability in the UICC
	F
	6.10.0
	Gemalto
	S3-070413
	revised
	MBMS

	33.246
	0136
	1
	Rel-6
	GBA NAF Key availability in the UICC
	F
	6.10.0
	Gemalto
	S3-070489
	agreed
	MBMS

	33.246
	0137
	-
	Rel-7
	GBA NAF Key availability in the UICC
	A
	7.3.0
	Gemalto
	S3-070414
	revised
	MBMS

	33.246
	0137
	1
	Rel-7
	GBA NAF Key availability in the UICC
	A
	7.3.0
	Gemalto
	S3-070490
	agreed
	MBMS

	33.246
	0138
	-
	Rel-6
	MUKs storage policy in the USIM
	F
	6.10.0
	Gemalto
	S3-070415
	noted
	MBMS

	33.246
	0139
	-
	Rel-7
	MUKs storage policy in the USIM
	A
	7.3.0
	Gemalto
	S3-070416
	noted
	MBMS

	33.310
	0009
	-
	Rel-8
	Correction of MCC implementation error for CR0008
	F
	8.0.0
	MCC
	S3-070325
	revised
	NDSAFTLS

	33.310
	0009
	1
	Rel-8
	Correction of MCC implementation error for CR0008
	F
	8.0.0
	MCC
	S3-070483
	agreed
	NDSAFTLS

	33.920
	0002
	-
	Rel-7
	NAF_ID Encoding
	F
	7.1.0
	Nokia, Nokia Siemens Networks, Vodafone
	S3-070330
	agreed
	2G GBA

	33.980
	0016
	-
	Rel-7
	Specifying compliance levels
	F
	7.4.0
	Ericsson
	S3-070383
	revised
	LibSec

	33.980
	0016
	1
	Rel-7
	Specifying compliance levels
	F
	7.4.0
	Ericsson
	S3-070482
	agreed
	LibSec

	33.980
	0017
	-
	Rel-7
	Clarification of SAML v2.0 description
	F
	7.4.0
	Ericsson
	S3-070384
	agreed
	LibSec

	33.980
	0018
	-
	Rel-7
	Enhancements on the architecture for collocation of BSF with Liberty Alliance IdP
	B
	7.4.0
	Ericsson
	S3-070386
	postponed
	LibSec

	33.980
	0019
	-
	Rel-7
	Use of SAMLv2 in applications which do not require a security association
	F
	7.4.0
	Ericsson
	S3-070387
	postponed
	LibSec


D.2
List of agreed CRs to be presented to TSG SA#36 for approval

	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Current Version
	Source
	TD number
	Status
	Work item

	33.102
	0202
	-
	Rel-7
	Security for PS emergency sessions
	B
	7.1.0
	Samsung
	S3-070397
	agreed
	SEC7

	33.107
	0062
	-
	Rel-8
	NSAPI (Network layer Service Access Point Identifier) optional in IRI
	B
	7.5.0
	SA3 LI (Nokia Siemens Networks)
	S3-070418
	agreed
	LI8

	33.107
	0063
	-
	Rel-7
	Direct Tunnel LI
	B
	7.5.0
	SA3 LI (Nokia Siemens Networks, Ericsson)
	S3-070420
	agreed
	LI-7A

	33.108
	0090
	-
	Rel-8
	NSAPI (Network layer Service Access Point Identifier) optional in IRI. ASN.1 version update Rel. 8
	B
	7.7.0
	SA 3 LI (Nokia Siemens Networks)
	S3-070419
	agreed
	LI8

	33.108
	0091
	-
	Rel-7
	Direct Tunnel LI
	B
	7.7.0
	SA3 LI (Nokia Siemens Networks, Ericsson)
	S3-070421
	agreed
	LI-7A

	33.108
	0092
	-
	Rel-8
	Clarification of Usage of GPRS Terminology and umtsQOS
	F
	7.7.0
	SA3 LI (Rapporteur - Nortel Networks)
	S3-070422
	agreed
	LI8

	33.110
	0006
	-
	Rel-7
	Addition of reference to GAA Service Type Code
	F
	7.1.0
	Nokia, Nokia Siemens Networks
	S3-070335
	agreed
	KeyEstUTerm

	33.110
	0007
	1
	Rel-7
	Addition of annex on key establishment UICC-Terminal interface
	F
	7.1.0
	Gemalto
	S3-070451
	agreed
	KeyEstUTerm

	33.110
	0009
	1
	Rel-7
	Addition of key confirmation and various other changes
	C
	7.1.0
	Vodafone
	S3-070450
	agreed
	KeyEstUTerm

	33.203
	0106
	1
	Rel-7
	Correction of several description mistakes
	D
	7.5.0
	China Mobile
	S3-070466
	agreed
	IMS

	33.220
	0108
	3
	Rel-8
	Introduction of temporary identifier for bootstrapping procedure
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070457
	agreed
	TEI8

	33.220
	0123
	1
	Rel-7
	Details of HLR – BSF reference point
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070453
	agreed
	GAAExt

	33.220
	0124
	-
	Rel-7
	Clarifying the terms 2G and 3G for GBA
	B
	7.7.0
	Nokia, Nokia Siemens Networks
	S3-070350
	agreed
	2G_GBA

	33.220
	0125
	1
	Rel-6
	GBA NAF Keys storage policy in the UICC
	F
	6.12.0
	Gemalto
	S3-070487
	agreed
	SEC1-SC

	33.220
	0126
	1
	Rel-7
	GBA NAF Keys storage policy in the UICC
	A
	7.7.0
	Gemalto
	S3-070488
	agreed
	SEC1-SC

	33.221
	0008
	-
	Rel-6
	Removal of editors note
	F
	6.3.0
	SA WG3
	S3-070331
	agreed
	GAA

	33.234
	0088
	1
	Rel-7
	Support of IMS emergency call over I-WLAN
	B
	7.4.0
	Nokia, Nokia Siemens Networks
	S3-070406
	agreed
	WLAN2

	33.234
	0089
	1
	Rel-7
	Support of IMS emergency call over I-WLAN for UICC-less case.
	B
	7.4.0
	Nokia, Nokia Siemens Networks
	S3-070407
	agreed
	WLAN2

	33.246
	0125
	-
	Rel-6
	Mandating the support of MIKEY-RAND length of 128 bit
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070341
	agreed
	MBMS

	33.246
	0126
	-
	Rel-7
	Mandating the support of MIKEY-RAND length of 128 bit
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070342
	agreed
	MBMS

	33.246
	0127
	-
	Rel-6
	Adding missing requirements about PDP context and IP address handling for ptp key management
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070343
	agreed
	MBMS

	33.246
	0128
	-
	Rel-7
	Adding missing requirements about PDP context and IP address handling for ptp key management
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070344
	agreed
	MBMS

	33.246
	0129
	-
	Rel-6
	Adding a missing interworking scenario
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070345
	agreed
	MBMS

	33.246
	0130
	-
	Rel-7
	Adding a missing interworking scenario
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070346
	agreed
	MBMS

	33.246
	0131
	-
	Rel-6
	Fixed cs_id for MIKEY PRF in case of download key derivation
	F
	6.10.0
	Nokia, Nokia Siemens Networks
	S3-070347
	agreed
	MBMS

	33.246
	0132
	-
	Rel-7
	Fixed cs_id for MIKEY PRF in case of download key derivation
	A
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070348
	agreed
	MBMS

	33.246
	0133
	1
	Rel-7
	Correct the SALT key generation during MSK processing
	F
	7.3.0
	Nokia, Nokia Siemens Networks
	S3-070485
	agreed
	MBMS

	33.246
	0136
	1
	Rel-6
	GBA NAF Key availability in the UICC
	F
	6.10.0
	Gemalto
	S3-070489
	agreed
	MBMS

	33.246
	0137
	1
	Rel-7
	GBA NAF Key availability in the UICC
	A
	7.3.0
	Gemalto
	S3-070490
	agreed
	MBMS

	33.310
	0009
	1
	Rel-8
	Correction of MCC implementation error for CR0008
	F
	8.0.0
	MCC
	S3-070483
	agreed
	NDSAFTLS

	33.920
	0002
	-
	Rel-7
	NAF_ID Encoding
	F
	7.1.0
	Nokia, Nokia Siemens Networks, Vodafone
	S3-070330
	agreed
	2G_GBA

	33.980
	0016
	1
	Rel-7
	Specifying compliance levels
	F
	7.4.0
	Ericsson
	S3-070482
	agreed
	LibSec

	33.980
	0017
	-
	Rel-7
	Clarification of SAML v2.0 description
	F
	7.4.0
	Ericsson
	S3-070384
	agreed
	LibSec


Annex E:
List of Liaisons to or from SA WG3#47

E.1
Liaisons to the meeting

	SA WG3 TD#
	Title
	Source / TD #
	Result at SA WG3#47

	S3-070309
	LS from TISPAN WG5: Customer Networks activities started in TISPAN
	TISPAN WG5 (13bTD176)
	Noted

	S3-070310
	LS from CT WG1: Multiple Registrations
	CT WG1 (C1-070983)
	Noted

	S3-070311
	Liaison statement (from the ITU-T Focus Group on Identity Management) concerning results of the first face-to-face meeting
	ITU-T Focus Group on Identity Management (FG IdM-LS 01Rev.1)
	Noted

	S3-070312
	LS (from OMA BCAST) to 3GPP and 3GPP2 on UICC key storage
	OMA BCAST (OMA-LS_0183-BCAST)
	Noted

	S3-070313
	LS (from OMA BCAST) to 3GPP and 3GPP2 on Authenticate Response
	OMA BCAST (OMA-BCAST-2007-0342R04)
	Noted

	S3-070314
	LS (from OMA BCAST) to 3GPP and 3GPP2 on OMA BCAST card capabilities
	OMA BCAST (OMA-BCAST-2007-0339)
	Noted

	S3-070315
	LS (from RAN WG2) on Verification of security principles
	RAN WG2 (R2-071105)
	Handled in S3-46b ad-hoc

	S3-070316
	LS (from RAN WG2) on security requirements on the eNode B
	RAN WG2 (R2-071566)
	Handled in S3-46b ad-hoc

	S3-070317
	LS (from RAN WG3) on IP multi-cast for S1-AP messages
	RAN WG3 (R3-070720)
	Noted

	S3-070318
	LS (from SA WG2) on Location of PDCP in eNode B
	SA WG2 (S2-071046)
	Handled in S3-46b ad-hoc

	S3-070319
	Response (from SA WG2) to: "Multiple Registrations"
	SA WG2 (S2-072240)
	Noted

	S3-070320
	LS (from SA WG2) on security implications for IMS registration for ICS users via CS access
	SA WG2 (S2-072244)
	Response in S3-070460

	S3-070321
	LS from ETSI TISPAN: Additional supported feature numbering for 3GPP and ETSI
	ETSI TISPAN (13bTD491)
	Noted

	S3-070323
	Reply LS (from CT WG6) on OMA BCAST smartcard capabilities
	CT WG6 (C6-070306)
	Noted

	S3-070324
	LS to SA WG3 (from CT WG6) on MUK keys and GBA NAF keys handling
	CT WG6 (C6-070312)
	CRs acceptable, Response LS in S3-070486

	S3-070417
	Reply LS (from SA WG3 LI Group) on existing solutions for IMS media security and their impact on lawful interception requirements
	SA WG3 LI Group (SA3LI07_041r1)
	Noted

	S3-070425
	LS (from SA WG2) on IMEI checking for SAE
	SA WG2 (S2-072283)
	Response in S3-070469

	S3-070431
	LS from CT WG1: Stage 3 specification for NNI
	CT WG1 (C1-071285)
	Noted

	S3-070432
	Reply (from CT WG3) to LS on Stage 3 specification for NNI
	CT WG3 (C3-070597)
	Noted

	S3-070433
	LS (from CT WG4) on Additional supported feature numbering for 3GPP and ETSI Response to: LS (C4-070745) on Additional supported feature numbering for 3GPP and ETSI from TISPAN WG 3
	CT WG4 (C4-070866)
	Noted

	S3-070434
	Response LS (from CT WG4) on Interface for GBA usage with HLR
	CT WG4 (C4-070876)
	Response in S3-070452

	S3-070435
	LS (from CT WG4) on Authentication Failure and Authentication Timeout
	CT WG4 (C4-070899)
	Draft Response in S3-070459 (postponed for e-mail discussion)

	S3-070436
	LS (from SA WG2) on Access Point Name Confidentiality
	SA WG2 (S2-071566)
	Response in S3-070470

	S3-070437
	Liaison Statement (from GSMA SG): BSS vendor support for A5/3
	GSMA SG (SG Doc 63/21)
	Postponed to SA WG3 meeting #48

	S3-070438
	Reply LS (from RAN WG2) on Verification of security principles
	RAN WG2 (R2-072191)
	Response in S3-070471

	S3-070439
	LS (from RAN WG2) on Service Request for SAE/LTE
	RAN WG2 (R2-072310)
	Response in S3-070472

	S3-070440
	LS (from RAN WG3) on Home eNodeB Security
	RAN WG3 (R3-071205)
	Response in S3-070473

	S3-070441
	Liaison (from TISPAN WG7) to 3GPP SA 3 on work on prevention of unsolicited communication in the NGN
	TISPAN WG7 (13tTD569)
	Response in S3-070461

	S3-070442
	Liaison (from ETSI TISPAN) to 3GPP SA 3 on recent ETSI TISPAN decisions and progress on HTTP digest
	TISPAN WG3 and WG7 (13tTD559r4)
	Response in S3-070468

	S3-070474
	LS (from OMA BCAST) to 3GPP SA WG3 on DCF PDCF and KeyInfoBox
	OMA BCAST (OMA-LS_200-BCAST)
	Response in S3-070484

	S3-070495
	Reply LS (from CT WG6) on "MSK storage on the USIM"
	CT WG6 (C6-070124)
	Response in S3-070499


E.2
Liaisons from the meeting

	SA WG3 TD#
	Title
	Attachments
	To:
	CC:

	S3-070398
	Reply LS on Security for PS emergency sessions
	S3-070397
	CT WG1
	SA WG2

	S3-070452
	Response LS on Interface for GBA usage with HLR
	S3-070453
	TSG CT, CT WG4, TSG SA
	-

	S3-070460
	Response LS to SA WG2 on security implications for IMS registration for ICS users via CS access
	-
	SA WG2
	-

	S3-070461
	Response LS to TISPAN WG7 on work on prevention of unsolicited communication in the NGN
	S3-070496
	TISPAN WG7
	-

	S3-070468
	LS on HTTP Digest
	S3-070467
	TISPAN WG3, TISPAN WG7
	-

	S3-070469
	Reply LS on IMEI checking for SAE
	-
	SA WG2
	-

	S3-070470
	Reply to LS on Access Point Name Confidentiality
	-
	SA WG2
	-

	S3-070471
	Reply LS on Verification of security principles
	-
	RAN WG2
	SA WG4, RAN WG3, SA WG2

	S3-070472
	Reply LS on Service Request for SAE/LTE
	-
	RAN WG2
	SA WG2, CT WG1

	S3-070473
	Reply LS on Home eNodeB Security
	-
	RAN WG3
	RAN WG2, RAN WG4

	S3-070475
	LS on Key change in LTE active mode
	-
	RAN WG2, RAN WG3
	-

	S3-070476
	LS to RAN WGs on Security Algorithm Selection solution
	-
	RAN WG2, RAN WG3
	CT WG1

	S3-070477
	LS to SAGE on algorithm choice for LTE
	-
	ETSI SAGE
	-

	S3-070484
	Reply LS on DRM Content Format
	Draft 3GPP Rel-6 CR on MBMS Download protection
	OMA BCAST
	OMA DRM

	S3-070486
	Reply LS on MUK keys and GBA NAF keys handling
	S3‑070487, S3‑070488, S3‑070489, S3‑070490
	TSG CT, CT WG6
	-

	S3-070491
	LS on Key establishment between a UICC and a Terminal
	S3‑070450, S3‑070451
	TSG CT, CT WG6
	-

	S3-070493
	MBMS security capabilities announcement
	-
	TSG SA, SA WG4
	CT WG6

	S3-070494
	LS on Authorization over Mz in MBMS
	-
	SA WG2
	CT WG3

	S3-070497
	LS on DIMS security review
	-
	SA WG4
	-

	S3-070499
	Reply LS on MSK storage on the USIM
	-
	CT WG6
	-


Annex F:
List of TSs or TRs to go to SA

	TD number
	Description
	TS/TR
	Vers.
	Rel
	WI Code
	Comment

	S3-070445
	Updated TS 33.259 and presentation cover sheet
	TS 33.259
	1.1.0
	Rel-7
	
	Approved to be sent to TSG SA#36 for approval

	S3-070492
	Update of 33.803 with agreed changes and TSG presentation sheet
	TR 33.828
	1.1.0
	Rel-7
	
	Approved to be sent to TSG SA#36 for approval


Annex G:
List of WIDs to go to SA

	Document
	WI Title
	Supporting Companies
	WI Type
(Study Item/Work Item)

	S3-070462
	Security Enhancements for IMS
	BT, Ericsson, Nokia Siemens Networks, Nokia, Rogers Wireless, Telenor, T-Mobile, Vodafone
	New WID


Annex H:
Actions from the meeting

AP 47-01:
Mr. Alec Brusilovsky to run an e-mail discussion on TD S3‑070459 issues before the next SA WG3 meeting.
AP 47-02:
Mr. Marc Blommaert to run an e-mail discussion on Zb interface allowing transport mode, 33.210 CR0022 (TD S3‑070351).
AP 47-03:
GSM BSS vendors to respond to the GSMA on their LS in TD S3‑070437.
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