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1. Overall Description:

SA3 thanks SA2 for their LS (S2-071566) on Access Point Name confidentiality in the attach request messages. 

SA3 discussed the issue and concluded that sending the APN over the radio interface could reveal sensitive information and in that case it is preferable to send the APN only after the NAS signalling security had been established to allow the APN to be confidentiality protected. 

It was also considered whether allowing the APN in unprotected attach requests was much of a threat as this should not happen frequently. Against this it was noted that allowing the APN to go in these unprotected message would allow an active attacker to force a mobile to use an unprotected request to get the APN. 

In summary, SA3 believes that it is preferable to only send APN after the NAS level security has been enabled unless this causes significant problems for SA2. 
2. Actions:

To S2 group.

ACTION: 
SA3 asks SA2 to take the above response into account in their work on SAE.
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