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Abstract of the contribution: Proposed response to LS S2-072244.
IMS Centralized Services (ICS) enables the use of IMS services for mobile users when using a CS access. One key element in the ICS architecture is the IMS CS Control Function (ICCF), which provides functions necessary for provision of IMS calls originated or terminated over CS access networks and for calls transferred between CS and PS access networks. The ICCF belongs to the IMS home network and includes, amongst others, the Remote User Agent (RUA). The RUA performs SIP User Agent functions on behalf of the ICS UE for IMS voice sessions established using CS voice bearers. Since it is required to provide registered MMTel services to ICS users, one option under discussion within the ICS study is that the RUA within the ICCF performs registration into IMS as discussed in S2-071863. During the SA2 #57 meeting in Beijing it was proposed to send the LS on security implications for IMS registration for ICS users via CS access to SA3 (S2-072123)  in order to perform a technical review of this paper and in order to hear if there are concerns about the technical content expressed in S2-071863.
When analysing the proposal of LS S2-072244 a number of conclusions can be drawn:

· The ICCF, which registers on behalf of a user, is located in the home IMS network, and hence within the same security domain as well as the same IMS trust domain. 
· Although authentication is part of the IMS initial registration process, there is no strong coupling between the authentication mechanism and the registration process. Hence, to perform registration, there may be different mechanisms to perform authentication. 

· Today, S-CSCF already includes mechanisms to authenticate messages from AS and GWs (such as from PSTN origination or Call out of the blue from a SIP AS).  

· The CS network is today already assumed to be trusted to have performed authentication of the user for CS originating calls. 

· The proposed authentication based on Early-IMS security is a lightweight mechanism for authentication and a similar mechanism is already standardized for SIM-card access into IMS
In conclusion, allowing the ICCF to perform registration on behalf of the UE is not seen as imposing any new threats and risks to the IMS system, and the mechanism proposed in LS S2-072244  is viewed to fall within the existing assumptions of how Network Domain Security is handled as well as trusted domains for IMS, and can therefore be seen as adequate countermeasures. 
It is proposed that an LS is sent back to 3GPP SA2 as drafted below.  
3GPP SA3 like to thank 3GPP SA2 for the LS on Security implications for IMS registration for ICS users via CS access.
3GPP SA3 has concluded that allowing the ICCF to perform registration on behalf of the UE is not seen as imposing any new threats and risks to the IMS system, assuming that the ICCF is within the same security domain as the S-CSCF and that it also exist within the same IMS trust domain. 

The security countermeasures proposed in LS S2-072244 is also viewed to fall within the existing assumptions of how Network Domain Security is handled as well as trusted domains for IMS, and can therefore be seen as adequate countermeasures. 
Furthermore, SA3 sees no security issues and has no technical concerns with the proposed mechanism to provide a trusted registration based on Early IMS Security.
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