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High Level Document Summary: 

LS from GSMA SG to SA3 expressing concern about the current level of vendor support for A5/3. SG is seeking the assistance of the BSS vendor community to ascertain to what degree the algorithm is presently supported and what the plans of the BSS suppliers are in this regard.
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Liaison Statement

From:

GSM Association Security Group

To:

3GPP TSG SA3
Subject:  
BSS vendor support for A5/3

Date:  
15th May 2007

SA3 will be aware that the A5/3 specification was first published in May 2002 and initial targets were that the algorithm should be supported in handsets and network infrastructure by end October 2004.

The GSM Association’s Security Group (GSMA SG) discussed the level of support for A5/3 at its meeting on 14th and 15th May and we are gravely concerned that there is virtually no support for A5/3 5 years after the algorithm was published. This is despite the fact that an absolute deadline was agreed within 3GPP that Rel-6 compliant handsets are mandated to support A5/3.
SA3 will be aware of the significant difficulties that industry encountered in recent years as it tried to withdraw the compromised A5/2 algorithm from network infrastructure and handsets. The complications encountered highlighted the inflexibility and inability of the industry to quickly respond to serious security threats and this was despite the fact that A5/1 already existed as a logical replacement and backup for A5/2.

GSMA SG is seriously concerned that if A5/1 was to succumb to sustained attack no backup algorithm has been widely deployed in handsets and infrastructure and this would have the effect of leaving the industry and mobile users exposed to security threats for an extended period. Consequently, GSMA SG is anxious to remedy this situation and seeks the support of SA3 in this regard. Specifically, GSMA SG requests SA3 to do the following:

1. Review and update the 3GPP specifications to ensure a clear deadline is identified by when implementation and support of A5/3 in BSS infrastructure is mandatory as a standard feature  

2. Request SA3 represented BSS suppliers to individually and confidentially contact GSMA SG with answers to the following four simple questions:
a. Whether their current product range of BSS equipment supports A5/3 as a standard feature?
b. If current BSS offerings do not support A5/3 by when will the algorithm be supported as a standard feature?
c. Does/will an upgrade of existing BSS infrastructure to support A5/3 require a hardware or software change?

d. What is required by an operator customer to upgrade their BSS infrastructure equipment to support A5/3 i.e. what does/will the upgrade involve?
The apparent lack of support of A5/3 in BSS equipment is seriously hampering the rollout of A5/3 in handsets despite the fact that the specifications already provide for it. GSMA SG’s principal concern is that BSS suppliers may have not designed their architecture to accommodate new ciphering algorithms and this would place the industry in a very difficult position if A5/1 is compromised anytime in the near future. This matter is now considered to be extremely urgent and GSMA SG would greatly appreciate the support of SA3 and its BSS vendor members in this regard.

BSS Vendors responding to the questions listed above should submit their answers to James Moran, Fraud and Security Director at the GSM Association (jmoran@gsm.org) who can also be contacted if any clarification is required in relation to any aspect of this liaison statement.










