Page 1



3GPP TSG-SA3#47 
(
S3-070411
Tallinn, Estonia, 22nd-25th May, 2007

	CR-Form-v9.3

	CHANGE REQUEST

	

	(

	33.220
	CR
	0125
	(

rev
	-
	(

Current version:
	6.12.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	 GBA NAF Keys storage policy in the UICC

	
	

	Source to WG:
(

	Gemalto

	Source to TSG:
(

	

	
	

	Work item code:
(

	SEC1-SC
	
	Date: (

	14/05/07

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(
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G.2
GBA_U NAF Derivation procedure

This procedure is part of the Procedures using bootstrapped Security Association as described in clause 5.3.3

The ME sends NAF_ID and IMPI to the UICC. The UICC then performs Ks_ext_NAF and Ks_int_NAF derivation as described in clause 5.3.2. The UICC uses the RAND and Ks values stored from the previous bootstrapping procedure. The UICC returns Ks_ext_NAF to the ME and stores Ks_int_NAF and associated B-TID together with NAF_Id.
In case that the UICC does not have enough storage available for the generated Ks_int_NAF and associated parameters, the UICC shall overwrite an existing Ks_int_NAF entry (Ks_int_NAF and associated parameters). To determine the Ks_int_NAF to overwrite, the UICC shall construct a list of Ks_int_NAF identifiers by storing in the list first position the identifier of the last used (i.e. involved in an Authentication command) or derived Ks_int_NAF and by shifting down the remaining list elements. The last identifier in this list corresponds to the Ks_int_NAF to overwrite when the UICC runs out of free records.

 If an existing Ks_int_NAF entry in use is overwritten, the application Ks_int_NAF shall not be affected (e.g. in case a Ks_int_NAF was put into use as an MBMS MUK key, the MUK key shall continue to be available for the MBMS application).
NOTE:
A previous GBA_U Bootstrap needs to be undertaken before. If Ks is not available in the UICC, the command will answer with the appropriate error message. 
The input parameters IMPI and the FQDN part of NAF_ID shall be encoded to octet strings using UTF-8 encoding rules as specified in IETF RFC 3629 [24].
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Figure G.2: GBA_U NAF derivation procedure
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